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¢ Hunting Analytics: This domain focuses on recognizing malicious behaviors, evaluating information

=x 1 reliability, dec.OFﬁng comqu hne activi'ty, identifying .it}fecﬁon patterns, distinguishing legitimate from
adversary activity, and identifying exploited vulnerabilities.

¢ Hunting Methodology: This domain covers conducting active hunts, performing outlier analysis, testing
FH 2 hunting hypotheses, constructing queries, and investigating process trees.

¢ Reports and References: This domain covers using built-in Hunt and Visibility reports and leveraging
FH 3 Events Full Reference documentation for event information.
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AR #50
What kind of activity does a User Search help you mnvestigate?

A. Ahistory of Falcon Ul logon activity

B. A count of failed user logon activity

C. A list of DNS queries by the specified user account

D. A list of process activity executed by the specified user account

HEe. D

MH.

User Search is an Investigate tool that helps you investigate a list of process activity executed by the specified user account. It shows
information such as process name, command line, parent process name, parent command line, etc. for each process that was
executed by the user account on any host in your environment. It does not show a history of Falcon UI logon activity, a count of
failed user logon activity, or a list of DNS queries by the specified user account.

EE #51
To find events that are outliers inside a network, is the best hunting method to use.

A. stacking
B. time-based

C. searching
D. machine learning

HE: A

MY

Stacking (Frequency Analysis) is the best hunting method to use to find events that are outliers inside a network. Stacking involves
grouping events by a common attribute and counting their frequency, then sorting them by ascending or descending order to identify
rare or common events. This can help find anomalies or deviations from normal behavior that could indicate malicious activity. Time-
based searching, machine learning, and searching are not specific hunting methods to find outliers.

EE #52
Which field should you reference in order to find the system time of a *FileWritten event?

e A FileTimeStamp decimal
e B. ProcessStartTime decimal
e C. ContextTimeStamp decimal



e D. timestamp
HH: C

dE:

ContextTimeStamp decimal is the field that shows the system time of the event that triggered the sensor to send data to the cloud. In
this case, it would be the time when the file was written. FileTimeStamp decimal is the field that shows the last modified time of the
file, which may not be the same as the time when the file was written. ProcessStartTime decimal is the field that shows the start time
of'the process that performed the file write operation, which may not be the same as the time when the file was written. Timestamp is
the field that shows the time when the sensor data was received by the cloud, which may not be the same as the time when the file
was written.

HEE #53
What is the main purpose of the Mac Sensor report?

A. To provide a summary view of selected activities on Mac hosts
B. To provide vulnerability assessment for Mac Operating Systems
C. To identify endpoints that are in Reduced Functionality Mode
D. To provide a dashboard for Mac related detections

HE: A

Y.

The Mac Sensor report is a pre-defined report that provides a summary view of selected activities on Mac hosts. It shows
information such as process execution events, network connection events, file write events, etc. that occurred on Mac hosts within a
specified time range. The Mac Sensor report does not identify endpoints that are in Reduced Functionality Mode, provide
vulnerability assessment for Mac Operating Systens, or provide a dashboard for Mac related detections.

HEE #54
What information is provided from the MITRE ATT&CK framework in a detection's Execution Details?

A. Technique ID

B. Command Line

C. Triggering Indicator
D. Grouping Tag

HE: A

Y.

Technique ID is the information that is provided from the MITRE ATT&CK framework in a detection's Execution Details.
Technique ID is a unique identifier for each technique in the MITRE ATT&CK framework, such as T1059 for Command and
Scripting Interpreter or T1566 for Phishing. Technique ID helps to map a detection to a specific adversary behavior and tactic.
Grouping Tag, Command Line, and Triggering Indicator are not information that is provided from the MITRE ATT&CK framework
ma detection's Execution Details.
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