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B (Q84-Q89):

B #84

‘Which RQL query will help create a custom identity and access management (1AM) policy to alert on Lambda functions that have
permission to terminate EC2 instances?

¢ A iam fiom cloud.resource where dest.cloud.type ='AWS' AND source.cloud.service.name = 'lambda’ AND
source.cloud.resource.type = "function'’ AND dest.cloud.service.name = 'ec2' AND action.name
='ec2!Termmatelnstances'

¢ B. iam from cloud.resource where cloud.type equals '"AWS' AND cloud.resource.type equals 'lambda function' AND
cloud.service.name = 'ec2' AND action.name equals 'ec2:Terminatelnstances'

¢ C. config from iam where dest.cloud.type ='AWS' AND source.cloud.service.name = 'ec2' AND source.
cloud.resource.type = "instance’ AND dest.cloud.service.name = 'lambda’ AND action.name = 'ec2:
Termmatelnstances'

¢ D. config from iam where dest.cloud.type ='AWS' AND source.cloud.service.name = 'lambda’ AND
source.cloud.resource.type = "function' AND dest.cloud.service.name = 'ec2' AND action.name = 'ec2:Terminatelnstances'

Ef#E: D

B #85

Which two CI/CD plugins are supported by Prisma Cloud as part of its DevOps Security? (Choose two.).

A. BitBucket

B. CircleCI

C. IntellJ

D. Visual Studio Code




IE%: A\ B

R :

For CI/CD plugins supported by Prisma Cloud as part of its DevOps Security, BitBucket (Option A) and CircleCI (Option C) are
the correct choices. BitBucket is widely used for source code management and collaboration, while CircleCI is a popular CI/CD
platform. Prisma Cloud integrates with these tools to scan code reposttories and CI/CD pipelines for security issues, ensuring that
vulnerabilities are identified and addressed early in the development process. Visual Studio Code (Option B) and IntelliJ (Option D)
are IDEs rather than CI/CD tools, and while they are supported by Prisma Cloud for scanning and security purposes, they are not
considered CI/CD plugins.

B #86

A customer has a requirement to scan serverless functions for vulnerabilities.
Which three settings are required to configure serverless scanning? (Choose three.)

A. Region

B. Console Address
C. Defender Name
D. Credential

E. Provider

IE%: A\ D\ E

A -

To configure serverless scanning in a cloud security platform like Prisma Cloud, the systemneeds to know where (Region) the
serverless fimctions are deployed, how to access them (Credential), and on which cloud platform they are rumning (Provider). These
settings ensure that the scanning tool can accurately locate and authenticate to the serverless functions across different cloud
environments for vulnerability assessment. This aligns with the principle of providing comprehensive visibility and consistent security
across multi-cloud environments as outlined in the "Guide to Cloud Security Posture Management Tools" document.

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/2 1-04/prisma-cloud-compute-edition-

admin/vulnerability management/serverless _finctions.html

R #87
The development team wants to fail CI jobs where a specific CVE is contained within the image. How should the development team
configure the pipeline or policy to produce this outcome?

e A Set the specific CVE exception as an option in Defender running the scan.

e B. Set the specific CVE exception in Console's CI policy.

e C. Set the specific CVE exception as an option in Jenkins or twistcli.

e D. Set the specific CVE exception as an option using the magic string in the Console.

IEf#: B

AR

Reference tech docs: https:/docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin-compute
/continuous_integration/set_policy ci plugins.html

Vulnerability rules that target the build tool can allow specific vulnerabilities by creating an exception and setting the effect to 'ignore’.
Block them by creating an exception and setting hte effect to 'fail. For example, you could create a vulnerability rule that explicitly
allows CVE-2018-1234 to suppress warnings in the scan results.

To fail CI jobs based on a specific CVE contained within an image, the development team should configure the policy within Prisma
Cloud's Console, specifically within the Continuous Integration (CI) policy settings.

By setting a specific CVE exception in the CI policy, the team can define criteria that will cause the CI process to fail if the specified
CVE is detected in the scanned image. This approach allows for granular control over the build process, ensuring that images with
known vulnerabilities are not promoted through the CI/CD pipeline, thereby maintaining the security posture of the deployed
applications. This method is in line with best practices for integrating security into the CI/CD process, allowing for automated
enforcement of security standards directly within the development pipeline.
https//knowledgebase.paloaltonetworks.con/K CS ArticleDetail?id=k A 14u0000000MkpCAE&lang=en US%
E2%80%A9&xefURL=http%3 A%2F%2Fknowledgebase. paloaltonetworks.con?e2FK CS ArticleDetail



A #88

A business unit has acquired a company that has a very large AWS account footprint. The plan is to immediately start onboarding
the new company's AWS accounts into Prisma Cloud Enterprise tenant immediately. The current company is currently not using
AWS Organizations and will require each account to be onboarded individually.

The business unit has decided to cover the scope of this action and determined that a script should be written to onboard each of
these accounts with general settings to gain immediate posture visibility across the accounts.

‘Which API endpoint will specifically add these accounts into the Prisma Cloud Enterprise tenant?

¢ A httpsy//api.prismacloud.io/accountgroup/aws
¢ B. htpsv/api.prismacloud.io/cloud/aws

¢ C. httpsy//api.prismacloud.io/account/aws

¢ D. https://api.prismacloud.io/cloud/

Ef#: B

A -

To add AWS accounts to the Prisma Cloud Enterprise tenant, the correct API endpoint is option C: https://api.
prismacloud.io/cloud/aws. This endpoint is specifically designed for integrating cloud accounts with Prisma Cloud, enabling
centralized visibility and security posture management across multiple cloud environments.

By using this API endpoint, each AWS account can be individually onboarded to the Prisma Cloud platform, allowing for immediate
posture visibility and consistent security policy enforcement across the newly acquired company's extensive AWS footprint. This
process aligns with Prisma Cloud's capabilities for multi- cloud security and compliance managemment, ensuring that the onboarding of
cloud accounts is both efficient and aligned with the platform's best practices for cloud security.

B #89
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