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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q203-Q208):

NEW QUESTION # 203
You have a Microsoft SharePoint Online site named Site! that contains the files shown in the following table.

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following table.

You apply DLP1 toSitel.
Which policy tips will appear for File2?

A. Tipl and Tip2 only
B. Tipl only

C. Tip2 only
D. Tip3 only

Answer: C
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Explanation:

Comprehensive Detailed Explanation with References

Step 1 - Review File2 contents

File2 contains 3 IP addresses.

Step 2 - Review DLP rules and priorities

RuleConditionPolicy TipStop Processing?Priority

Rule11 or more IP addressesTipI NoO

Rule23 or more IP addressesTip2Yesl

Rule32 or more IP addressesTip3No2

Step 3 - Rule evaluation order

Advanced DLP rules are processed by priority order (lowest number first).

Rulel (Priority 0) will trigger because File2 has at least 1 IP address.

This applies Tip1.

However, Rulel has Stop Processing = No, so evaluation continues.

Rule2 (Priority 1) will also trigger because File2 has 3 IP addresses (#3).

This applies Tip2.

Rule2 has Stop Processing = Yes, so evaluation stops after this.

Rule3 (Priority 2) will not be evaluated because Rule2 stopped processing.

Step 4 - Final outcome

File2 matches Rulel (Tip1), but since Rule2 fires afterward with Stop Processing= Yes, only Tip2 is applied.
Step 5 - Microsoft Reference

From Microsoft docs: "When a rule is configured to stop processing, subsequent rules are not evaluated and only the policy tip from
the last triggered rule with stop processing applies." Reference: Order of rule processing in DLP policies

NEW QUESTION # 204

You have a Microsoft 365 ES subscription that uses Microsoft Defender for Cloud Apps.

Youneed to ensure that you receive an alert when a user uploads a document to a third-party cloud storage service.
‘What should you use?

A. an activity policy

B. a file policy

C. a sensttivity label

D. an insider risk policy

Answer: A

Explanation:

Activity Policy (MCAS): Monitors and alerts on specific user actions such as uploading files, downloads, or logins to cloud apps.
Perfect for detecting "upload to third-party storage".

Sensitivity label: Used for classifying and protecting content, not generating alerts.

File policy (MCAS): Inspects and governs files already stored in sanctioned apps, not upload activity.

Insider risk policy: Focuses on risky behavior like data exfiltration or security violations, not direct activity alerts in cloud apps.

# Answer: A. an activity policy

Reference: Defender for Cloud Apps activity policies

NEW QUESTION # 205

You have Microsoft 365 ES subscription that uses data loss prevention (DLP) to protect sensitive information.
You have a document named Form.docx.

You plan to use PowerShell to create a document fingerprint based on Formdocx.

Youneed to first connect to the subscription.

Which cmdlet should you run?

A. Connect-MgGraph

B. Connect-SPOService

C. Connect-IPPSSession
D. Connect-ExchangeOnline

Answer: C



Explanation:

To create a document fingerprint in Microsoft 365 Data Loss Prevention (DLP), you need to use PowerShell for Microsoft Purview.
The correct crdlet to connect to the Microsoft 365 Security & Compliance Center (where DLP policies are managed) is Connect-
IPPSSession. This cmdlet establishes a PowerShell session to manage DLP policies, compliance settings, and document

fingerprinting.

NEW QUESTION # 206

You have a Microsoft 365 subscription.

Users have devices that run Windows 11.

You plan to create a Microsoft Purview insider risk management policy that will detect when a user performs the following actions:
*Deletes files that contain a sensitive information type (SIT) from their device

*Copies files that contain a SIT to a USB drive

*Prints files that contain a SIT

You need to prepare the environment to support the policy.

‘What should you do?

A. Configure the physical badging connector.

B. Configure the HR data connector.

C. Create a Microsoft Purview commumication compliance policy.
D. Onboard the devices to Microsoft Purview.

Answer: D

Explanation:

To ensure that Microsoft Purview Insider Risk Management can detect file deletions, USB copies, and print actions on sensitive
mformation, you must onboard the Windows 11 devices to Microsoft Purview.

Device onboarding enables endpoint activity monitoring, allowing Purview to track and log user activities such as file deletions, USB
transfers, and printing of sensitive files. Once onboarded, the Insider Risk Management policy can analyze these activities and
generate risk alerts when sensitive information types (SITs) are mvolved.

NEW QUESTION # 207

Hotspot Question

You have a Microsoft 365 tenant.

You need to create a new sensitive info type for items that contain the following;

- An employee ID number that consists of the hire date of the employee

followed by a three digit number

- The words "Employee", "[D", or "Identification” within 300 characters of the employee ID number What should you use for the
primary and secondary elements? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Box 1: Functions

Need to include use a date fimction for the primary element.

Note: Create custom sensitive information types

The primary element can be a Regular expression with an optional validator, a Keyword list, a Keyword dictionary, or one of the
pre-configured Functions.

Box 2: A keyword list

Use a keyword list which includes the words "Employee", "ID", or "[dentification”.
Reference:
https7//learn.microsoft.conven-us/purview/sit-learn-about-exact-data-match-based-sits

NEW QUESTION # 208
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