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A 274
¢ SO 270012022 Annex A: This domain outlines the set of security controls listed in Annex A of the
=x 1 standard. It explains how these controls are selected and applied to mitigate identified risks within an
ISMS.

¢ Principles, concepts and the requirements of ISO

e [EC 27001:2022: This domamn covers the core principles, key concepts, and mandatory requirements of

e [EC 27001:2022 standard. It explains how mnformation security is structured, managed, and aligned with
organizational objectives.

¢ How to Develop an ISMS: This section focuses on the process of establishing and implementing an
=A 3 Information Security Management System (ISMS). It includes planning, risk assessment, and applying
appropriate controls to protect information assets.
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Z| 41 1S0 27000 127001F FE M EZEE2 A (Q26-Q31):

EE #26
Which statement describes the difference between ISO/IEC 27001:2022 and ISO/IEC 27002:2022?

e A ISO/IEC 27002:2022 provides mandatory requirements for a risk management approach, and ISO/IEC
27001:2022 contains mandatory requirements for an ISMS

e B. ISO/IEC 27002:2022 provides guidance on measurement, and ISO/IEC 27001:2022 provides guidance on information
security controls

e C.ISO/IEC 27002:2022 contains mandatory requirements, while ISO/IEC 27001:2022 provides guidance on mnformation
security controls

e D. ISO/IEC 27001:2022 contains mandatory requirements, while ISO/IEC 27002:2022 provides guidance on information
security controls

HE: D

Y.

ISO/IEC 27001:2022 is the certifiable standard that contains requirements for establishing, implementing, maintaining, and
continually improving an Information Security Management System. ISO/IEC 27002:2022 is not a certifiable requirements standard.
It provides guidance for selecting, implementing, and managing information security controls, including the controls referenced in

Annex A of ISO/IEC 27001:2022.
Therefore, option C is correct.

HEE #27
In ISO/IEC 270012022, what does the information security risk assessment process refer to?

A. Identifying risk owners

B. All of the above

C. Establishing and maintaining information security risk criteria
D. Identifying information security risks

H¥eE: B
Y.
ISO/IEC 27001:2022 requires the organization to establish and maintain information security risk criteria, identify information

security risks, and identify risk owners as part of the risk assessment process. These activities are core elements of clause 6 on
planning and risk assessment. Since all of the listed options are required parts of the process, the correct answer is D.

HAE #28
According to the terms and definitions associated with [SO 27001, authenticity is defined as:

e A The ability to prove that a claimed event has occurred or that a claimed action was performed by the entities that originated
it

B. None of the above

C. The property of consistency in behaviour and intended results

D. The property that an entity is what it clains to be

H": D
MY
In ISO information security terminology, authenticity means the property that an entity is what it claims to be.

This concept is distinct from non-repudiation, which relates to the ability to prove that an event or action occurred and cannot later
be denied. It is also distinct from integrity, which concerns accuracy and completeness. Therefore, option B is correct.
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EE #29
What does ISO/IEC 27001:2022 require for the control of documented information?

A. Acquisition of a set of information security tools for effective documented information control

B. A consultancy to accurately perform documented information control

C. A person designated by top management with expertise to control documented information

D. Appropriate protection, for example, against loss of confidentiality, improper use, or loss of integrity

HE: D

Y.

ISO/IEC 27001:2022 requires documented information to be controlled so that it is adequately protected. The standard specifically
refers to protection from issues such as loss of confidentiality, improper use, and loss of integrity. It also requires documented
mformation to be available and suitable for use where and when needed.

The standard does not require a consultancy, specific tools, or a single designated expert to meet this requirement. Therefore, option
D s correct.

HEE #30
How should top management provide evidence of'its commitment to the Information Security Management System?

A. By operating the Information Security Management System once it has been established
B. By conducting an annual internal audit of the Information Security Management System
C. By communicating the importance of meeting ISMS requirements

D. By defining a risk assessment approach

e, C

MH.

One of'the explicit leadership responsibilities in ISO/IEC 2700122022 is for top management to communicate the importance of
effective information security management and of conforming to the ISMS requirements.

This communication helps demonstrate visible commitment and organizational direction. Conducting internal audits and defining the
risk assessment approach are important activities within the ISMS, but they are not the best direct expression of top management's
evidence of commitment among the options listed. Therefore, option A is correct.
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