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HE#17
Identify a machine in the network with SSH service enabled. Initiate an SSH Connection to the machine, find the file, ttag txt. in the
machine, and enter the tile's content as the answer. The credentials tor SSH login are samvadmin@123.

e A sam@bob

¢ B. bobt@sam
¢ C.bob2@sam
e D. sam2@bob

IEf#: B
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bobl@samis the file's content as the answer. To find the machine with SSH service enabled, one can use a network scanning tool
such as Nmap to scan the network for port 22, which is the default port for SSH. For exanple, the command nmap -p 22
192.168.0.0/24 will scan the network range 192.168.0.0/24 for port 22 and display the results. To initiate an SSH connection to the
machine, one can use a command-Ine tool such as ssh or an SSH client such as PuTTY to connect to the machine using the
credentials samyadmin@123. For exanple, the command ssh sam@192.168.0.10 will connect to the machine with IP address
192.168.0.10 using the username sam and prompt for the password admin@123. To find the file flag.txt in the machine, one can use
a file searching tool such as find or locate to search for the file name in the machine's file system. For example, the command find / -
name flag txt will search for the file flag.txt from the root directory (/) and display its location. To enter the file's content as the
answer, one can use a file viewing tool such as cat or less to display the content of the file flagtxt. For example, the command cat
/home/sany/flag, txt will display the content of the file flag,txt located in

/home/sany directory.

HP#18

Matias, a network security administrator at an organization, was tasked with the implementation of secure wireless network
encryption for their network. For this purpose, Matias employed a security solution that uses 256-bit Galois/Counter Mode Protocol
(GCMP-256) to maintain the authenticity and confidentiality of data.

Identify the type of wireless encryption used by the security solution employed by Matias in the above scenario.

A. WEP encryption
B. WPA encryption
C. WPA3 encryption
D. WPA2 encryption

EfE: C
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WPA3 encryption is the type of wireless encryption used by the security solution employed by Matias in the above scenario. WPA3
encryption is the latest and most secure version of Wi-Fi Protected Access, a protocol that provides authentication and encryption
for wireless networks. WPA3 encryption uses 256-bit Galois/Counter Mode Protocol (GCMP-256) to maintain the authenticity and
confidentiality of data. WPA3 encryption also provides enhanced protection against offline dictionary attacks, forward secrecy, and
secure public Wi-Fiaccess . WPA2 encryption is the previous version of Wi-Fi Protected Access, which uses Advanced
Encryption Standard (AES) or Temporal Key Integrity Protocol (TKIP) for data encryption. WEP encryption is an outdated and
mnsecure version of Wi-Fi security, which uses RC4 stream cipher for data encryption. WPA encryption is an intermediate version of
Wi-Fi security, which uses TKIP for data encryption.

R #19

Perform vulnerability assessment of an Android device located at IP address 172.30.20.110. Identify the severity score for the
device. You can use the OpenVAS vulnerability scanner, available with Parrot Security, with credentials admin/password for this
challenge. (Practical Question)
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Performing a vulnerability assessment on an Android device using OpenVAS involves several steps. Here's how to approach this
practical task:

* OpenVAS Setup: Ensure OpenVAS is installed and properly configured on Parrot Security OS.

* Scan Configuration:

* Launch OpenVAS and log in using the provided credentials (admin/password).

* Navigate to the "Scans" section and create a new task.

* Target Specification:

* Set the target IP address to172.30.20.110.

* Perform the Scan:

* Initiate the scan and wait for it to complete. The duration will depend on the network and device complexity.
* Analyze Results:

* Once the scan completes, review the report generated by OpenVAS.

* Identify the severity score, which is typically displayed as part of the scan results summary.

References:

* OpenVAS User Guide: Link

* Parrot Security documentation: Link

E #20

Lorenzo, a security professional in an MNC, was instructed to establish centralized authentication, authorization, and accounting for
remote-access servers. For this purpose, he implemented a protocol that is based on the client-server model and works at the
transport layer of the OSI model. Identify the remote authentication protocol employed by Lorenzo in the above scenario.

A. SNMPV3
B. IMAPS
C. RADIUS
D. POP3S

EfE: C
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It identifies the remote authentication protocol employed by Lorenzo in the above scenario.

RADIUS (Remote Authentication Dial-In User Service) is a protocol that provides centralized authentication, authorization, and
accounting (AAA) for remote-access servers such as VPNs (Virtual Private Networks), wireless networks, or dial-up connections.
RADIUS is based on the client-server model and works at the transport layer of the OSI model. RADIUS uses UDP (User
Datagram Protocol) as its transport protocol and encrypts only user passwords in its messages.

In the above scenario, Lorenzo implemented RADIUS to provide centralized AAA for remote- access servers.

HA#21

Jaden, a network administrator at an organization, used the ping command to check the status ofa system connected to the
organization's network. He received an ICMP error message stating that the [P header field contains invalid information. Jaden
examined the ICMP packet and identified that it is an IP parameter problem

Identify the type of ICMP error message received by Jaden in the above scenario.

A. Type=3
B. Type =8
C. Type =12
D. Type=35
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