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CertNexus CyberSec First Responder Sample Questions (Q151-Q156):

NEW QUESTION # 151
An organization recently suffered a data breach involving a server that had Transmission Control Protocol (TCP) port 1433
nadvertently exposed to the Internet. Which of the following services was vulnerable?

e A Network Basic Input/Output System (NetBIOS)
¢ B. Internet Message Access Protocol IMAP)
e (. Network Time Protocol (NTP)
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e D. Database

Answer: D

NEW QUESTION # 152
A governiment organization responsible for critical infrastructure is being attacked and files on the server been deleted. Which of the
following are the most immediate communications that should be made regarding the incident? (Choose two.)

A. Notifying the media

B. Notifying the relevant vendor

C. Notifying law enforcement

D. Notifying a mitigation expert

E. Notifying a national compute emergency response team (CERT) or cybersecurity incident response team (CSIRT)

Answer: D.E

NEW QUESTION # 153
A computer forensics analyst suspects that some of the pictures recovered from the suspect's hard drive may contain metadata
pertinent to the criminal investigation. Which of the following tools is BEST suited to retrieving any available metadata?

A. Redline
B. ExifTool
C. Autopsy
D. Xplico
E. Encase

Answer: B

Explanation:

ExifTool is a powerful tool used to retrieve and analyze metadata froma wide range of file types, including images. It is specifically
designed for extracting metadata such as EXIF, IPTC, and XMP data embedded in media files, which can provide valuable
information related to the file's origin, date, and any changes made to it.

NEW QUESTION # 154
During an audit, an organization's ability to establish key performance indicators for its service hosting solution is discovered to be
weak. What could be the cause of this?

A. Inadequate Cost Modeling (CM)

B. Improper deployment of the Service-Oriented Architecture
C. Absence of a Business Intelligence (BI) solution

D. Insufficient Service Level Agreement (SLA)

Answer: D

Explanation:

An nsufficient Service Level Agreement (SLA) is likely the cause of the organization's weakness in establishing key performance
mdicators (KPIs) for its service hosting solution. SLAs define the expected performance and service levels, and without clear SLAs,
it is difficult to establish appropriate KPIs to measure and monitor the service's effectiveness and performance.

NEW QUESTION # 155

During an incident, the following actions have been taken:

- Executing the malware in a sandbox environment

- Reverse engineering the malware

- Conducting a behavior analysis

Based on the steps presented, which of the following incident handling processes has been taken?



A. Eradication
B. Recovery

C. Identification
D. Contamnment

Answer: D

Explanation:
The "Containment, eradication and recovery" phase is the period in which incident response team tries to contain the incident and, if
necessary, recover from it (restore any affected resources, data and/or processes).

NEW QUESTION # 156
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