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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q59-Q64):
NEW QUESTION # 59 
An administrator is configuring SD-WAN to load balance their network traffic. Which two things should they consider when setting
up SD-WAN? (Choose two.)

A. Only the manual and best-quality strategies allow SD-WAN load balancing.
B. When applicable. FortiGate load balances the traffic through all members that meet the SLA target.
C. You can select the outbandwidth hash mode with all strategies that allow load balancing.
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D. SD-WAN load balancing is possible only using the best quality and lowest cost (SLA) strategies.

Answer: B,C

NEW QUESTION # 60 
You configured an SD-WAN rule with the best quality strategy and selected the predefined health check, Default_FortiGuard, to
check the link performances against FortiGuard servers.
For the quality criteria, you selected Custom-profile-1.
Which factors does FortiGate use, and in which order. to determine the link that it should use to steer the traffic?

A. Latency - Member configuration order - Link cost threshold
B. Latency - Jitter - Packet loss - Bibandwidth - Member configuration order
C. Links that meet the SLA targets - Member configuration order - Member local cost
D. Link quality index - Member configuration order - Link cost threshold

Answer: C

Explanation:
With the Best Quality strategy, FortiGate first checks which links meet the SLA targets defined in the selected performance SLA (in
this case, Custom-profile-1). Among those qualified links, FortiGate then uses the member configuration order to decide preference.
If multiple links still qualify, it finally considers the member local cost to select the best path.

NEW QUESTION # 61 
Your FortiGate is in production. To optimize WAN link use and improve redundancy, you enable and configure SD-WAN.
What must you do as part of this configuration update process?

A. Replace references to interfaces used as SD-WAN members in the firewall policies.
B. Replace references to interfaces used as SD-WAN members in the routing configuration.
C. Purchase and install the SD-WAN license, and reboot the FortiGate device.
D. Disable the interface that you want to use as an SD-WAN member.

Answer: A

Explanation:
In FortiOS 7.6, when SD-WAN is enabled, physical and logical WAN interfaces are added as SD-WAN members and are
abstracted behind the SD-WAN interface (virtual-wan-link or SD-WAN zone). Traffic forwarding decisions are then made by SD-
WAN rules instead of individual interfaces.
As documented in the FCSS SD-WAN 7.6 curriculum and Fortinet SD-WAN architecture guides, firewall policies must reference
the SD-WAN interface or SD-WAN zone, not the individual WAN interfaces that are members of SD-WAN. Therefore, during
the configuration update process, existing firewall policies that reference physical WAN interfaces must be updated to reference the
SD-WAN interface.
Option A is incorrect because routing configuration does not require replacing interface references when SD-WAN is enabled.
Static and dynamic routes typically point to the SD-WAN interface automatically, and SD-WAN rules handle path selection.
Option B is incorrect because SD-WAN is a built-in FortiOS feature. It does not require a separate license and does not require a
reboot when enabled.
Option D is incorrect because interfaces must remain enabled to function as SD-WAN members. Disabling an interface would
prevent SD-WAN from using it for traffic forwarding.
Therefore, the required action during the SD-WAN configuration update process is to replace references to interfaces used as SD-
WAN members in the firewall policies, which corresponds to option C.

NEW QUESTION # 62 
When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the MSSP usually keeps the
hub within its infrastructure for ease of management and to share costly resources.
In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The administrator expects a large volume of traffic between the branches.
B. The customer requires SIA with centralized breakout.
C. The majority of the branch traffic is directed to a corporate data center.



D. The customer expects a large amount of VoIP traffic.

Answer: A,C

NEW QUESTION # 63 
As an IT manager for a healthcare company, you want to delegate the installation and management of your SD-WAN deployment to
a managed security service provider (MSSP). Each site must maintain direct internet access and ensure that it is secure. You
expected significant traffic flow between the sites and want to delegate as much of the network administration and management as
possible to the MSSP.
Which two MSSP deployment blueprints best address the customer's requirements? (Choose two.)

A. Use a shared hub at the MSSP premises with a dedicated VDOM for the new customer, and install the spokes at the
customer premises.
B. Install the hub and spokes at the customer premises and enable the MSSP to manage the SD- WAN deployment using
FortiManager with a dedicated ADOM.
C. Install a dedicated hub at the MSSP premises for the new customer, and install the spokes at the customer premises.
D. Use a shared hub at the MSSP premises and a dedicated hub at the customer premises and install the spokes at the
customer premises.

Answer: A,C

Explanation:
Hosting the hub at the MSSP centralizes installation, security, and ongoing management while each site (spoke) keeps local DIA.
This can be done multi-tenant with a shared hub using a dedicated VDOM or with a fully dedicated hub per customer for stricter
isolation and control, both meeting the requirement to delegate administration to the MSSP and support high inter-site traffic.

NEW QUESTION # 64
......
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