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HM #132
What are the primary components of a web application? (Choose two)

A. Web browser
B. Database

C. Web server

D. Network switch

Eﬁ: B\ C

HH #133
Which tools are effective for discovering XSS vulnerabilities? (Choose two)

A. Nikto

B. OWASP ZAP
C. Burp Suite

D. Wireshark

IE%: B\ C

H #134
A web application you are testing uses HTTP instead of HTTPS for login pages. What should you recommend?

A. Tmplement [P restrictions for login access

B. Use CAPTCHA to secure the login form

C. Implement HTTPS with SSI/TLS encryption

D. Block all user logmn attempts until the issue is resolved

Ef#: C

B #135
You discover that a web application stores session IDs in URLs. What immediate action should you recommend?

A. Increase the length of session IDs

B. Implement directory traversal protection

C. Store session IDs in secure cookies instead
D. Disable nuilti-factor authentication

EfE: C

H R #136
‘Which methods are commonly used to detect XSS vulnerabilities? (Choose two)

A. Sending crafted payloads in user input fields
B. Hashing sensitive data

C. Encrypting cookies

D. Manual code review

IEf#: AL D
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