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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q471-Q476):

NEW QUESTION # 471
‘Which endpoint solution protects a user froma phishing attack?

A. Cisco AnyConnect with Network Access Manager module
B. Cisco AnyConnect with Unmbrella Roaming Security module
C. Cisco AnyConnect with ISE Posture module

D. Cisco Identity Services Engine

Answer: B
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NEW QUESTION # 472
Which process is used to obtain a certificate froma CA?

A. Approval
B. Enrollment

C. Signing
D. Registration

Answer: B

NEW QUESTION # 473
‘Which method is used to deploy certificates and configure the supplicant on mobile devices to gain access to network resources?

A. BYOD on boarding

B. MAC authentication bypass

C. Simple Certificate Enrollment Protocol
D. Client provisioning

Answer: A

Explanation:

Explanation:

‘When supporting personal devices on a corporate network, you must protect network services and enterprise data by authenticating
and authorizing users (employees, contractors, and guests) and their devices. Cisco ISE provides the tools you need to allow
employees to securely use personal devices on a corporate network.

Guests can add their personal devices to the network by running the native supplicant provisioning (Network Setup Assistant), or by
adding their devices to the My Devices portal.

Because native supplicant profiles are not available for all devices, users can use the My Devices portal to add these devices
manually; or you can configure Bring Your Own Device (BYOD) rules to register these devices.

Reference: httpsy//www.cisco.convc/en/us/td/docs/security/ise/2-4/admin_guide/b ISE admin guide 24

/m ise_devices byod.html

NEW QUESTION # 474

Client workstations are experiencing extremely poor response time. An engineer suspects that an attacker is eavesdropping and
making independent connections while relaying messages between victims to make them think they are talking to each other over a
private connection. Which feature must be enabled and configured to provide relief from this type of attack?

A. Reverse ARP

B. private VLANs

C. Dynamic ARP Inspection
D. Link Aggregation

Answer: C

NEW QUESTION # 475
A network administrator needs to find out what assets currently exist on the network. Third-party systems need to be able to feed
host data into Cisco Firepower. What must be configured to accomplish this?

A. a Network Discovery policy to receive data from the host

B. a Network Analysis policy to receive NetFlow data from the host
C. a File Analysis policy to send file data into Cisco Firepower

D. a Threat Intelligence policy to download the data from the host

Answer: A

Explanation:



ExplanationYou can configure discovery rules to tailor the discovery of host and application data to your needs. The Firepower
System can use data from NetFlow exporters to generate connection and discovery events, and to add host and application data to
the network map.A network analysis policy governs how traffic is decoded and preprocessed so it can be further evaluated,
especially for anomalous traffic that might signal an intrusion attempt -> Answer D is not correct.

NEW QUESTION # 476
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