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CIMA Risk Management 25 P3 B8 (Q230-Q235):

R » 230
Which of the fallowing are true of an elfective sk management culture?

FRr-REC S ST RTEN SN RGP I BRI

20264 Japancert® i #GXPN PDFX > 7 & & 'GXPNik Bt = > ¥ > D BRI hitps//drive. google.convopen?
id=1qgs_bo-KzeAbksYNM6PeVYnrCRPpFhkK 1

FNZLOBMEzEHNTES LD, BXHLVRIODUHNECGXPNT XA b A A FEAY I TBEIL T,
REOEKEZE T 2D, TER3LRTRSINSDGXPNI L —=Y 7 B8R 2 %BCE3 I L2 FiEwizL F
To. Pz BGIACK . B HA TR BELZ DL EFEL T ET. 2 A, GIAC Exploit Researcher and
Advanced Penetration Tester®2 B #hZ & EEM DM LI ER T 2HHETYT. GXPNAEOEMOFIR & 20T
WAL &v. GXPNOEM %2 B 280,

IMBELLTOHLLERELLZVDTTH. 70 2ITHFEMRC 20 20O T 5. L GIACOGXPNZE
SE# B [ GIAC Exploit Researcher and Advanced Penetration Tester] # B LIAZ &L & 5o CORBAREA R EET
2hHLERbELMoTRET. RBIABTELZVWRZATLRELZNWT., bRLOBIEROLLENTLES
v, GIACOGXPN:RE#R Bk [ GIAC Exploit Researcher and Advanced Penetration Tester] # 521}z D % 6, RERO #
B 24T OE R Japancertid AR L TZE L EF & ¥, Japancertid ITRFEC X 27 044 T,
Japancent R Z X D W T HIF 12 6. ETOHBBMHFIRT E £ 7. JapancertiC BiF s - ZBEAEEH 2V 2w T
T, Japancert¥ 2oy /L1256, 100 8—&> FORIhEEL EF &5,

>> GXPN®} s A 2 <<


https://drive.google.com/open?id=1qs_bo-KzeAbksYNM6PeVYnrCRPpFhkK1
https://www.passtest.jp/GXPN-mondaishuu.html
https://www.shikenpass.com/GXPN-shiken.html
https://www.japancert.com/GXPN.html

%’J‘Eﬁw BT IE-EH T 5 GXPN G N BB -H KK & GXPNE B &

GXPNZ A X#H A Fiz. BEOEBOFAEBEE M 2EL T, BLOBEA V-V ERET 2MEND B 2D
HYELI. S50, BHLEFFRF—LBH 2120 V—VEEHL THFHATEET. GXPNrL Y FO%
iz, BEOHBEOMTCEIWTITIC ENTE., BEOHEMNHEHAEDE T, BRABCHEYS 32—
BORBELH&RAERMTI s ET. GXPNT R P &R, SFEODO My 7 ERFOMER # IEMRC FHIT 28
HEmEst. GXPNRAE W &K T 2DIKID £ 5.

GIAC Exploit Researcher and Advanced Penetration Tester 38 X GXPN &
EX R (Q123-Q128):

B #123

Which of the following techniques are effective in manipulating common network systemns to exploit systens?
(Choose Two)

Response:

e A. Exploiting SMB protocol vulnerabilities

e B. Flooding the network with ICMP packets
e C. Password spraying

e D. ARP spoofing

EME: AL D

HA #124

You are tasked with testing the cryptographic security of a web application using RSA encryption. Which approach would you take
to identify potential weaknesses?

Response:

A. Attempt to disable TLS encryption using a downgrade attack

B. Conduct an SQL injection attack to extract keys from the database

C. Run a brute-force attack on the private key

D. Analyze the key exchange mechanism and look for padding oracle vulnerabilities

IEf#: D

HA #125
What is the purpose of using a syscall in Linux shellcode?
Response:

A. To write data to a database

B. To generate random numbers

C. To perform operations directly via the kernel
D. To encrypt commumnications

Ef#: C

H #126

Which two operations are handled by the heap in Linux memory management?
(Choose Two)

Response:

A. Storing local function variables

B. Dynamic memory allocation

C. Keeping track of function call returns

D. Managing memory for objects created at runtime
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HA #127

‘Which two scenarios commonly require packet crafting during a penetration test?
(Choose Two)

Response:

A. Writing a shellcode payload

B. Conducting a TCP SYN flood

C. Testing SQL injection vulnerabilities
D. Bypassing firewall rules
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