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FEY Z Hh R 1 A
NEy 22 o Network Security:
NEw 24 e Secure Access:
FEy 25 ¢ Security Operations:
FEY 2 6 ¢ Endpoint Security:

e This domain examines SASE and SSE architectures, security challenges for data and applications including
Al tools, and technologies like Secure Web Gateway, CASB, DLP, Remote Browser Isolation, SD-

fEY 277
7 WAN, and Prisma SASE solutions.

FEy 2 8 ¢ Cloud Security:

FEY 2 10 ¢ Cybersecurity:

¢ This domain focuses on security operations including threat hunting, incident response, SIEM and SOAR
ey 7 11 platforms, Attack Surface Management, and Cortex solutions including XSOAR, Xpanse, and XSIAM.

¢ This domain covers foundational security concepts including AAA framework, MITRE ATT&CK
FEY 2 13 techniques, Zero Trust principles, advanced persistent threats, and common security technologies like
1AM, MFA, mobile device management, and secure email gateways.
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HA #150
‘Which two workflows are improved by integrating SIEMs with other security solutions? (Choose two.)

A. Incident response

B. Hardware procurement

C. Initial security team training
D. Log normalization

_EE%: A\ D

A :

Log normalization - SIEMs standardize log formats from various sources, making it easier to analyze and correlate security events.
Incident response - Integration enables faster detection, investigation, and automated or guided response to security incidents by
using correlated data from multiple tools.

Hardware procurement and security team training are not directly influenced by SIEM integration.

HM #151
Which security fimction enables a firewall to validate the operating system version of a device before granting it network access?

A. Sandboxing

B. Host intrusion prevention system (HIPS)

C. Identity Threat Detection and Response (ITDR)
D. Stateless packet inspection

EE: B

fiR .-

Host Intrusion Prevention Systems (HIPS) operate on endpoints to enforce security policies by monitoring system calls, file integrity,
and configuration settings. HIPS can validate device compliance, including operating system versions and patch levels, before
permitting network access. This capability prevents vulnerable or outdated devices from becoming attack vectors. Palo Alto
Networks integrates HIPS finctionalities in its endpoint security solutions, providing granular control to enforce organizational
security standards and reduce risk from non-compliant endpoints. Unlike network-based inspection, HIPS works locally on hosts to
stop threats at their origin.

R #152
Which activity is a technique in the MITRE ATT&CK framework?

A. Credential access

B. Resource development
C. Account discovery

D. Lateral movement

IEf: C

AR :

Account discovery is a technique in the MITRE ATT&CK framework under the Discovery tactic. It involves adversaries attempting
to identify user accounts on a system or network.

Credential access, lateral movement, and resource development are tactics - high-level objectives an attacker is trying to achieve.

B #153
In the network diagram below, which device is the router?
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Ef#: D

fEEL:

In the given network diagram, device D is depicted as a cloud symbol, which is commonly used to represent the internet in network
diagrans. The router is typically connected to the internet and acts as a gateway for internal network devices to access external
networks. Therefore, device D is the router in this context. Reference: Virtual Router Overview - Palo Alto Networks | TechDocs,
Networking (UDRs) in Azure: Inserting the VM-Series into an Azure ..., Setting Up the PA-200 for Home and Small Office - Palo
Alto Networks ...

B #154
Under which category does an application that is approved by the IT department, such as Office 365, fall?

e A. prohibited
e B. tolerated

e C. unsanctioned
e D. sanctioned

EM: D

L

A sanctioned application is an application that is approved by the IT department and meets the security and compliance
requirements of the organization. Sanctioned applications are allowed to access the organization's network and data and are
monitored and protected by the IT department. Exanples of sanctioned applications are Office 365, Salesforce, and Zoom.



Sanctioned applications are different from unsanctioned, prohibited, and tolerated applications, which are not approved by the IT
department and may pose security risks to the organization. Unsanctioned applications are applications that are used by the
employees without the I'T department's knowledge or consent, such as Dropbox, Gmail, or Facebook. Prohibited applications are
applications that are explicitly forbidden by the IT department, such as BitTorrent, Tor, or malware. Tolerated applications are
applications that are not approved by the IT department, but are not blocked or restricted, such as Skype, Spotify, or YouTube.
Reference: Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET), Cloud Security Fundamentals - Module 4:
Cloud Security Best Practices, Application Visibility and Control
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