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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q11-Q16):
NEW QUESTION # 11 
Which protection setting is generally the LEAST resource intensive?

A. Inactive
B. Inspect
C. Prevent
D. Detect

Answer: A

Explanation:
The correct answer is D. Inactive . A protection set to Inactive is not enforced for matching traffic, so it does not impose the same
inspection and enforcement cost as active protection states. Check Point documentation explains that a Threat Prevention profile
determines which protections are activated and which Software Blades are enabled for a rule or policy. The protections a profile
activates depend on factors such as performance impact, threat severity, confidence level, and blade-specific settings. Check Point
best-practice material also describes that administrators may tune IPS profiles and set protections to prevent , detect , or inactive .
The relative resource logic is direct: Prevent is usually the most expensive because the gateway must inspect and enforce a blocking
action inline. Inspect and Detect still require traffic analysis and matching logic, even if the final result is logging rather than prevention.
Inactive removes the protection from enforcement consideration, making it the lowest resource option. This does not mean
administrators should disable protections indiscriminately; Inactive should be used only when justified by risk, false-positive analysis,
performance tuning, or compensating controls. Reference topics: IPS profile tuning, activation settings, performance impact,
Prevent/Detect/Inactive behavior, Threat Prevention optimization.

NEW QUESTION # 12 
What information is provided by "fwaccel stats"?

A. You can check the percentage of F2F connections along with the reason why those connections could not be accelerated.
B. This command is to enable acceleration on QoS packets.
C. The command is used to examine traffic utilization statistics.
D. You can check the SecureXL status of your Security Gateway.

Answer: A

Explanation:
The correct answer is B. You can check the percentage of F2F connections along with the reason why those connections could not
be accelerated . The command fwaccel stats is part of SecureXL performance analysis. It is used to inspect how traffic is distributed
across acceleration paths and firewall paths, which is essential when Threat Prevention blades or deep inspection features push
traffic away from full acceleration.
Check Point's Performance Tuning documentation shows that fwaccel stats -s provides a summary including accelerated packets,
F2Fed packets, F2V packets, CPASXL packets, PSLXL packets, and related totals.
The same documentation explains that F2F packets are packets SecureXL forwarded to the Firewall kernel in the slow path. This
makes the command directly useful when diagnosing performance issues caused by non- accelerated inspection, SecureXL
violations, or traffic that must be inspected by firewall and Threat Prevention components. Option A is wrong because fwaccel stats
does not enable QoS acceleration. Option C is too generic; the command is not merely utilization monitoring. Option D better
describes fwaccel stat , which reports SecureXL status, accelerated interfaces, and accelerated features. Reference topics:
SecureXL, fwaccel stats, F2F packets, accelerated path, firewall path, performance troubleshooting.

NEW QUESTION # 13 
Task: Check the current IPS protection version on the Security Gateway.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open SmartConsole > Gateways & Servers.



2- Select the gateway and go to the "Threat Prevention" tab.
3- Note the IPS database version and timestamp.
4- On CLI: run ips stat to cross-verify.
5- Ensure version matches the latest published by Check Point.

NEW QUESTION # 14 
What is the action for newly updated protections which is set in Staging Mode?

A. None
B. Detect
C. Bypass
D. Prevent

Answer: B

Explanation:
The correct answer is A. Detect . IPS Staging Mode is designed to introduce newly updated protections safely by observing their
effect before enforcing active prevention. Check Point documentation states that when newly updated protections are set to Staging
Mode , they remain in staging until the administrator changes their configuration. The default action for protections in staging mode is
Detect , and this can be changed manually in the IPS Protections page. The R81.20 guide states the same behavior: newly updated
protections in staging mode remain there until changed, and their default action is Detect.
This behavior is important during IPS lifecycle management because new signatures can introduce unexpected matches in production
traffic. Detect mode allows the gateway to log and expose what the protection would have matched while avoiding immediate
blocking. That gives administrators time to validate logs, tune exceptions, confirm confidence level, and assess business impact
before switching to Prevent.
Bypass would skip inspection and is not the staging default. None is not the default action. Prevent may be the final desired
enforcement state, but staging intentionally avoids immediate prevention until analysis is complete. Reference topics: IPS Updates
Policy, Staging Mode, Newly Updated Protections, Detect action, IPS protection rollout.

NEW QUESTION # 15 
What is the purpose of the Profile Cleanup option?

A. It merges protection settings from multiple profiles into the Optimized Profile.
B. It eliminates protections automatically which hasn't been used for a predefined amount of time.
C. It serves as a cleanup policy if none of the protection matches the packets.
D. It lets you start over by removing all administrator overrides.

Answer: D

Explanation:
The correct answer is A. It lets you start over by removing all administrator overrides . Profile Cleanup is a profile-maintenance
function used when manual IPS protection changes have accumulated and the administrator wants to return the profile to its intended
baseline logic. Check Point's IPS Protections documentation describes the Profile Cleanup window as offering actions such as
Remove all user modified and Clear all staging , followed by installing the Threat Prevention Policy.
This makes the feature a reset and hygiene mechanism, not a rulebase cleanup rule. It removes administrator- level overrides that
may have been introduced during tuning, temporary mitigation, testing, exception handling, or staged rollout of protections. Option B
is incorrect because Profile Cleanup does not merge settings from several profiles into the Optimized Profile. Option C is incorrect
because unmatched traffic handling is controlled by policy/rule behavior, not by Profile Cleanup. Option D is incorrect because
protections are not automatically removed based on usage age by this option. The administrative value of Profile Cleanup is control:
it lets the security architect re-align a profile with its default or intended activation criteria. Reference topics: IPS Protections,
Activation Overrides, Profile Cleanup, Staging, Threat Prevention Policy installation.

NEW QUESTION # 16
......
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