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Fortinet EMEA Advanced Support Exam Sample Questions (Q37-Q42):

NEW QUESTION # 37
In Active FTP who sends the PORT command?

A. Both

B. The FTP Server

C. There is no PORT command in Active FTP
D. The FTP Client

Answer: D

Explanation:

In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the I[P address and port number for the data connection... The server then initiates the data connection to the
client's specified port."

NEW QUESTION # 38
Which FortiGate command displays the current routing table?

A. get router info routing-table all
B. show router status

C. diagnose netlink route list

D. get systemroute

Answer: A

Explanation:

The 'get router info routing-table all command displays the FortiGate's current routing table, including all active routes and their
details. Options B, C, and D are not valid or specific for this purpose. Exact extract:

"Use 'get router info routing-table all' to display the complete routing table, showing destination, gateway, interface, and metric for all
routes."

NEW QUESTION # 39

Client is connected to firewall via link with MTU 1500 bytes, server is connected to firewall via link with MTU 1496 bytes. The
firewall is rewriting both sender and receiver tcp-mss to 1450 bytes. What maximum size of IP packets are we going to see when
client connects to server?

A. 1496 bits
B. 1450 bytes
C. 1450 bits
D. 1500 bits
E. 1500 bytes
F. 1496 bytes

Answer: B

Explanation:

The TCP MSS (Maximum Segment Size) defines the maximum TCP payload size, excluding headers. When the firewall sets MSS
to 1450 bytes, the TCP segment size is limited to this value. For IP packets, the total size includes the TCP header (20 bytes) and
IP header (20 bytes), so 1450 (MSS) + 20 (TCP) + 20 (IP) = 1490 bytes, which fits within both link MTUs (1500 and 1496
bytes). Thus, the maximum IP packet size is not limited by the link MTUs but by the MSS, adjusted for headers. Options C and F
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(bits) are incorrect units; A and B exceed the MSS limit. Exact extract: "The TCP MSS is adjusted to prevent fragmentation...
FortiGate can rewrite the MSS in TCP SYN packets to ensure the total IP packet size (including IP and TCP headers) does not
exceed the configured value."

NEW QUESTION # 40
Which of'the following protocols operates at Layer 4

A. ARP
B. BGP
C. OSPF
D. IPSEC

Answer: D

Explanation:

IPsec operates at Layer 4 (Transport Layer) in the OSI model, providing secure communication via protocols like ESP and AH,
which work with TCP or UDP. BGP and OSPF are Layer 3 (Network Layer) routing protocols, and ARP operates at Layer 2
(Data Link Layer). Fortinet's FortiGate uses [Psec for VPNs at Layer

4. Exact extract: "IPsec operates at the Transport Layer (Layer 4) to secure commumnications, encapsulating TCP or UDP packets...
BGP and OSPF function at the Network Layer, while ARP resolves IP to MAC addresses at the Data Link Layer."

NEW QUESTION # 41
Which of the following is a benefit of using FortiGate's Security Fabric?

A. Tt enables centralized management of multiple Fortinet devices
B. It increases the speed of [Psec VPN tunnels

C. It reduces the need for firewall policies

D. It automatically configures VAN on FortiSwitches

Answer: A

Explanation:

The Fortinet Security Fabric provides a centralized management platform for multiple Fortinet devices (e.g., FortiGate, FortiSwitch,
FortiAP), enabling coordinated security policies, telemetry sharing, and simplified administration. It does not directly speed up VPNs
(B), reduce firewall policies (C), or auto-configure VLANs (D). Exact extract: "The Fortinet Security Fabric enables centralized
management and visibility across Fortinet devices, allowing coordinated security policies and telemetry sharing for enhanced
protection.”

NEW QUESTION # 42
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