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i =8 #16
‘Which FortiGate feature mitigates DDoS attacks by limiting the rate of incoming connections?

A. DoS Policy

B. IPS Signature

C. Application Control
D. Web Filtering

BER: A

it B B -

FortiGate's DoS (Denial of Service) Policy limits the rate of incoming connections or packets to mitigate DDoS attacks, such as
SYN floods, by setting thresholds for specific traffic types. IPS Signatures (B) detect specific attack patterns, Application Control
(C) manages app usage, and Web Filtering (D) blocks URLSs, none of which focus on rate limiting. Exact extract: "DoS policies
protect against DDoS attacks by limiting the rate of incoming connections or packets, such as SYN floods, based on configured
thresholds."

R #17
In FortiGate, what is the purpose of a Virtual IP (VIP)?

A. To map an external IP to an internal [P for NAT
B. To enable load balancing for VPN tunnels

C. To create a virtual interface for VLANs

D. To assign a secondary IP to a physical interface

ER: A

BB«

A Virtual IP (VIP) in FortiGate maps an external [P address to an internal [P for Destination NAT (DNAT), commonly used for
accessing nternal servers from external networks. It is not for VLANs (B), secondary IPs (C), or VPN load balancing (D). Exact
extract: "Virtual IPs (VIPs) are used for Destination NAT, mapping an external [P address to an internal IP to allow external access
to internal resources, such as servers."

FIRE #18
A firewall receives an out-of-order packet in a TCP session after the FIN/ACK and the packet is dropped as expected. What
parameter can be changed to prevent such drops?

A. TCPMSS

B. TCP time-wait timer
C. Enable TCP option
D. TCP close-wait timer

Z%: B

fE RSB«

Out-of-order packets after FIN/ACK indicate a packet arriving in the TIME WAIT state, where the session is closing. The TCP
time-watit timer controls how long the firewall keeps the session in the TIME WAIT state to handle late packets. Increasing this
timer allows the firewall to accept such packets instead of dropping them. Close-wait timer relates to a different state, TCPMSS
affects packet size, and "Enable TCP option" is not a standard parameter. Exact extract: "The TCP time-wait timer determines how
long a session remains in the TIME_WAIT state to handle out-of-order or retransmitted packets after FIN/ACK... Adjusting this
timer can prevent drops of late-arriving packets."

FIRE #19
In VMware vSphere, the term VMotion refers to

e A The patented technology available to migrate a server from Hyper-V to VMware



® B. A zero downtime live migration of workloads from one server to another
¢ (. The streaming of high definition video on a virtual machine
e D. The process used to describe the movement of hard drive platters on a virtual machine

EX: B

it RE S -

‘VMotion in VMware vSphere enables live migration of running virtual machines from one physical server to another with zero
downtime, ensuring continuous operation. Fortinet's FortiGate- VM supports such environments. Options A, C, and D are incorrect
as they do not describe VMotion; C refers to a different migration scenario, and D is unrelated to virtualization. Exact extract:
"VMotion allows the live migration of a running virtual machine from one physical server to another with no downtine... This ensures
workloads continue running during server maintenance or load balancing,"

i =8 #20

Client is connected to firewall via link with MTU 1500 bytes, server is connected to firewall via link with MTU 1496 bytes. The
firewall is rewriting both sender and receiver tcp-mss to 1450 bytes. What maximum size of IP packets are we going to see when
client connects to server?

A. 1450 bytes
B. 1500 bytes
C. 1500 bits
D. 1450 bits
E. 1496 bytes
F. 1496 bits

ER: A

fE A -

The TCP MSS (Maximum Segment Size) defines the maximum TCP payload size, excluding headers. When the firewall sets MSS
to 1450 bytes, the TCP segment size is limited to this value. For IP packets, the total size includes the TCP header (20 bytes) and
IP header (20 bytes), so 1450 (MSS) + 20 (TCP) + 20 (IP) = 1490 bytes, which fits within both link MTUs (1500 and 1496
bytes). Thus, the maximum IP packet size is not limited by the link MTUs but by the MSS, adjusted for headers. Options C and F
(bits) are incorrect units; A and B exceed the MSS limit. Exact extract: "The TCP MSS is adjusted to prevent fragmentation...
FortiGate can rewrite the MSS in TCP SYN packets to ensure the total IP packet size (including IP and TCP headers) does not
exceed the configured value."
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