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NEW QUESTION # 15
SCENARIO
Please use the following to answer the next QUESTION:
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Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer. The company is
based in California but thanks to some great publicity from a social media influencer last year, the company has received an influx of
sales from the EU and has set up a regional office in Ireland to support this expansion. To become familiar with Ace Space's
practices and assess what her privacy priorities will be, Penny has set up meetings with a number of colleagues to hear about the
work that they have been doing and their compliance efforts.

Penny's colleague in Marketing is excited by the new sales and the company's plans, but is also concerned that Penny may curtail
somre of the growth opportunities he has planned. He tells her "I heard someone in the breakroom talking about some new privacy
laws but I really don't think it affects us. We're just a small company. I mean we just sell accessories online, so what's the real risk?"
He has also told her that he works with a number of small companies that help him get projects completed in a hurry. "We've got to
meet our deadlines otherwise we lose money. I just sign the contracts and get Jim in finance to push through the payment. Reviewing
the contracts takes time that we just don't have." In her meeting with a member of the IT team, Penny has learned that although Ace
Space has taken a number of precautions to protect its website from malicious activity, it has not taken the same level of care of its
physical files or internal infrastructure. Penny's colleague in IT has told her that a former employee lost an encrypted USB key with
financial data on it when he left. The company nearly lost access to their customer database last year after they fell victimto a
phishing attack. Penny is told by her IT colleague that the IT team

"didn't know what to do or who should do what. We hadn't been trained on it but we're a small team though, so it worked out OK
in the end." Penny is concerned that these issues will compromise Ace Space's privacy and data protection.

Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO to give the
organization a data "shake up". Her mission is to cultivate a strong privacy culture within the company.

Penny has a meeting with Ace Space's CEO today and has been asked to give her first impressions and an overview of her next
steps.

‘What information will be LEAST crucial from a privacy perspective in Penny's review of vendor contracts?

A. The data a vendor will have access to
B. Pricing for data security protections
C. Liability for a data breach

D. Audit rights

Answer: B

Explanation:

The mformation that will be least crucial from a privacy perspective in Penny's review of vendor contracts is the pricing for data
security protections ©. This is because the pricing for data security protections is a business decision that does not directly affect the
privacy rights and obligations of Ace Space and its customers. The pricing for data security protections may be relevant for
budgeting and negotiating purposes, but it does not determine the level or adequacy of data security measures that the vendor must
provide to protect personal data.

The other options are more crucial froma privacy perspective in Penny's review of vendor contracts. Audit rights (A) are important
to ensure that Ace Space can monitor and verify the vendor's compliance with the contract terms and the applicable privacy laws
and regulations. Audit rights allow Ace Space to access the vendor's records, systems, policies and procedures related to personal
data processing and to conduct inspections or assessments as needed. Liability for a data breach (B) is important to allocate the
responsibility and consequences of a data breach involving personal data that the vendor processes on behalf of Ace Space.
Liability for a data breach may include indemnification, compensation, notification, remediation and termmnation clauses that protect
Ace Space's interests and obligations in the event of a data breach. The data a vendor will have access to (D) is important to define
the scope, purpose, duration and conditions of the personal data processing that the vendor will perform for Ace Space. The data a
vendor will have access to may include the categories, types, sources, recipients and retention periods of personal data that the
vendor will collect, store, use or share on behalf of Ace Space.

References:

CIPM Body of Knowledge Domain II: Privacy Program Operational Life Cycle - Task 3: Implement privacy program components
- Subtask 3: Establish third-party processor management program CIPM Study Guide - Chapter 4: Privacy Program Operational
Life Cycle - Section 4.3: Third-Party Processor Management

NEW QUESTION # 16
Which of the following privacy frameworks are legally binding?

A. Generally Accepted Privacy Principles (GAPP).

B. Asia-Pacific Economic Cooperation (APEC) Privacy Framework.

C. Binding Corporate Rules (BCRs).

D. Organization for Economic Co-Operation and Development (OECD) Guidelines.

Answer: C



Explanation:

Explanation

Binding Corporate Rules (BCRs) are a set of legally binding rules that allow multinational corporations or groups of companies to
transfer personal data across borders within their organization in compliance with the EU data protection law1 BCRs are approved
by the competent data protection authorities in the EU and are enforceable by data subjects and the authorities2 BCRs are one of
the mechanisms recognized by the EU General Data Protection Regulation (GDPR) to ensure an adequate level of protection for
personal data transferred outside the Furopean Economic Area (EEA)3

NEW QUESTION # 17

SCENARIO

Please use the following to answer the next QUESTION:

Your organization, the Chicago (U.S.)-based Society for Urban Greenspace, has used the same vendor to operate all aspects of an
online store for several years. As a small nonprofit, the Society cannot afford the higher-priced options, but you have been relatively
satisfied with this budget vendor, Shopping Cart Saver (SCS). Yes, there have been somre issues. Twice, people who purchased
iterns from the store have had their credit card information used fraudulently subsequent to transactions on your site, but in neither
case did the investigation reveal with certainty that the Society's store had been hacked. The thefts could have been employee-
related.

Just as disconcerting was an incident where the organization discovered that SCS had sold information it had collected from
customrers to third parties. However, as Jason Roland, your SCS account representative, points out, it took only a phone call from
you to clarify expectations and the "misunderstanding has not occurred again.

As an information-technology program manager with the Society, the role of the privacy professional is only one of many you play.
In all matters, however, you must consider the financial bottom line. While these problems with privacy protection have been
significant, the additional revenues of sales of items such as shirts and coffee cups from the store have been significant. The Society's
operating budget is slim, and all sources of revenue are essential.

Now a new challenge has arisen. Jason called to say that starting in two weeks, the customer data from the store would now be
stored on a data cloud. "The good news," he says, "is that we have found a low-cost provider in Finland, where the data would also
be held. So, while there may be a small charge to pass through to you, it won't be exorbitant, especially considering the advantages
ofa cloud." Lately, you have been hearing about cloud computing and you know it's fast becoming the new paradigm for various
applications. However, you have heard mixed reviews about the potential impacts on privacy protection. You begin to research and
discover that a number of'the leading cloud service providers have signed a letter of intent to work together on shared conventions
and technologies for privacy protection. You make a note to find out if Jason's Finnish provider is signing on.

What is the best way for your vendor to be clear about the Society's breach notification expectations?

A. Send a memorandum of understanding on breach notification
B. Include notification provisions in the vendor contract

C. Arrange regular telephone check-ins reviewing expectations
D. Emnil the regulations that require breach notifications

Answer: B

Explanation:

This answer is the best way for Albert's vendor to be clear about the Society's breach notification expectations, as it can establish
clear and binding terms and conditions for both parties regarding their roles and responsibilities for handling any data security
incidents or breaches. Including notification provisions in the vendor contract can help to define what constitutes a breach, how it
should be detected, reported and investigated, what information should be provided to the organization and within what time frame,
what actions should be taken to mitigate or resolve the breach, and what consequences or liabilities may arise from the breach. The
contract can also specify that the vendor must cooperate and coordinate with the organization in any breach notification activities to
the relevant authorities, customers, partners or stakeholders.

NEW QUESTION # 18

SCENARIO

Please use the following to answer the next QUESTION:

As the Director of data protection for Consolidated Records Corporation, you are justifiably pleased with your accomplishments so
far. Your hiring was precipitated by warnings from regulatory agencies following a series of relatively minor data breaches that could
easily have been worse. However, you have not had a reportable incident for the three years that you have been with the company.
In fact, you consider your program a model that others in the data storage industry may note in their own program development.
You started the program at Consolidated from a jumbled mix of policies and procedures and worked toward coherence across
departments and throughout operations. You were aided along the way by the program's sponsor, the vice president of operations,



as well as by a Privacy Team that started from a clear understanding of the need for change.

Initially, your work was greeted with little confidence or enthusiasm by the company's "old guard" among both the executive team
and frontline personnel working with data and interfacing with clients. Through the use of metrics that showed the costs not only of
the breaches that had occurred, but also projections of the costs that easily could occur given the current state of operations, you
soon had the leaders and key decision-makers largely on your side. Many of the other employees were more resistant, but face-to-
face meetings with each department and the development of a baseline privacy training program achieved sufficient "buy-in" to begin
putting the proper procedures into place.

Now, privacy protection is an accepted component of all current operations involving personal or protected data and must be part
of the end product of any process of technological development. While your approach is not systematic, it is fairly effective.

You are left contemplating;

What must be done to maintain the program and develop it beyond just a data breach prevention program?

How can you build on your success?

‘What are the next action steps?

What practice would afford the Director the most rigorous way to check on the program's compliance with laws, regulations and
industry best practices?

A. Forensics.
B. Monitoring.
C. Assessment.
D. Auditing,

Answer: B

NEW QUESTION # 19
Which of the following is NOT a type of privacy program metric?

A. Value creation metrics.

B. Data enhancement metrics.
C. Risk-reduction metrics.

D. Business enablement metrics.

Answer: B

Explanation:

Explanation

Data enhancement metrics are not a type of privacy program metric because they do not measure the performance, value, or risk of
the privacy program. Data enhancement metrics are related to the quality, accuracy, and completeness of the data collected and
processed by the organization, which are not directly linked to the privacy program objectives. References: CIPM Body of
Knowledge, Domain II: Privacy Program Governance, Section B: Establishing a Privacy Program Framework, Subsection 2:
Privacy Program Metrics.

NEW QUESTION # 20
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