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FH 1

Network Troubleshooting: This section of the exam measures the skills of Network Support Engineers and
covers diagnosing and resolving connectivity and performance issues across various network layers. It
focuses on identifying root causes, using diagnostic tools, and applying systematic troubleshooting
methodologies. The goal is to ensure that professionals can minimize downtime, restore service quickly,
and prevent recurring problens by maintaining a resilient and stable network environment.

FH 2

Network Architecture Design: This section of the exam measures the skills of Network Architects and
covers the ability to design scalable, secure, and efficient network architectures. It focuses on
understanding design principles, selecting appropriate network components, and aligning architecture
decisions with organizational needs. Candidates are expected to demonstrate a solid grasp of topology
planning, high-availability configurations, and integration of cloud and on-premise systens to ensure
reliability and performance.

FH 3

Network Security: This section of the exam measures the skills of Security Engineers and covers core
practices for protecting network infrastructure. It includes applying firewall rules, implementing access
control measures, and designing secure segmentation strategies. The content emphasizes threat mitigation
techniques, secure configuration of networking devices, and adherence to compliance frameworks,
preparing professionals to safeguard both internal and external network assets effectively.

=5 4

Network Operations, Monitoring, and Performance: This section of the exam measures skills of Network
Operations Specialists and covers day-to-day operational management of network environments. It
mvolves configuring monitoring tools, analyzing performance data, and responding to alerts. Candidates are
evaluated on their ability to maintain network health, optimize throughput, and ensure consistent uptime by
applying best practices for proactive performance tuning and operations management.

Z| &l CloudNetX CNX-001 2 MEE A (Q21-Q26):

HEE #21

A network architect is designing a new network for a rural hospital system Given the following requirements:

*Highly available

*Consistent data transmission
*Resilient to simultaneous failures
‘Which of'the following topologies should the architect use?

B. Mesh
C. Star

HE: C

LR

A. Hub-and-spoke

D. Collapsed core

A full-mesh topology provides multiple redundant, direct paths between every site, eliminating single points of failure, ensuring
consistent transmission even if one or more links fail, and maximizing overall availability.

HE #22

A network engineer is setting up guest access ona Wi-Finetwork. After a recent network analysis, the engineer discovered that a
user could access the guest network and attack the corporate network, since the networks share the same VLAN. Which of the
following should the engineer do to prevent an attack like this one from happening?

od

g: C

A. Set up a captive portal so all guest users have to register before gamning access to the wireless network.
B. Set up a strong password on the guest wireless network.

C. Configure Layer 2 client isolation for the wireless network.

D. Set up a MAC filtering rule and add the MAC addresses of all corporate devices to the allow list.




Y.

By enabling client isolation at Layer 2, guest clients can still reach the Internet but cannot directly communicate with any other device
on that VLAN, including your corporate endpoints, stopping lateral attacks without needing MAC whitelists or overly complex
captive-portal setups.

EE#23

A network architect needs to design a new network to connect multiple private data centers. The network must:
Provide privacy for all traffic between locations.

Use preexisting internet connections.

Use intelligent steering of application traffic over the best path.

Which of the following best meets these requirements?

A. Site-to-site VPN
B. SD-WAN

C. MPLS connections
D. ExpressRoute

HE: B

Y.
By ruming encrypted tunnels over your existing Internet links and dynamically steering traffic across the optimal path, an SD-WAN
solution delivers privacy and performance intelligence without requiring new private circuits.

HE#24

A security architect needs to increase the security controls around computer hardware installations. The requirements are:
* Auditable access logs to computer rooms

* Alerts for unauthorized access attempts

* Remote visibility to the inside of computer rooms

Which of'the following controls best meet these requirements? (Choose two.)

A. Motion sensors
B. Video surveillance
C. Locks and keys
D. NFC access cards
E. Automated lighting
F. Security patrols

HE. BD

ME:

Comprehensive and Detailed Explanation From Exact Extract:

Video surveillance (A) provides continuous monitoring and allows for real-time, remote visibility of secure locations, such as
computer roons. When integrated with analytics, video surveillance systems can detect movement after hours or unauthorized
access and generate immediate alerts. These systems also maintain video logs that can be audited later.

NFC access cards (B) allow controlled access to physical areas, generating time-stamped logs for each entry attempt. When
connected to an access control system, these cards can trigger alerts for unauthorized access attempts, such as the use of expired
credentials or access during restricted hours.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - Security Controls and Physical Security Section:
"Security access systems using NFC or smart cards allow traceability of personnel entry through electronic logs, while surveillance
systems provide visibility and support forensic investigations."

"Video surveillance allows real-time monitoring of physical environments and helps detect unauthorized presence or access in
sensitive locations."

AE #25

A company is experiencing numerous network issues and decides to expand its support team. The new junior employees will need
to be onboarded in the shortest time possible and be able to troubleshoot issues with minimal assistance. Which of the following
should the company create to achieve this goal?



A. Statement of work documenting what each junior employee should do when troubleshooting

B. A mentor program for guiding each junior employee until they are familiar with the networking infrastructure
C. Clearly documented runbooks for networking issues and knowledge base articles

D. Physical and logical network diagrams of the entire networking infrastructure

HE: C

Y.

Comprehensive and Detailed Explanation From Exact Extract:

Runbooks and knowledge base articles provide step-by-step instructions for resolving common issues, helping new employees
quickly become productive with minimal supervision. These documents can be updated as new issues arise and serve as a
foundational training and operational resource.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Operational Documentation and Knowledge
Transfer":

"Runbooks contain standardized procedures for handling recurring operational tasks. Knowledge base articles enable consistent
troubleshooting and resolution with minimal oversight." Other options:

* A. A Statement of Work (SOW) is used for defining project deliverables, not training,

* C. Network diagrams are useful for understanding architecture, but not for operational procedures.

* D. A mentor program can help, but it doesn't scale or provide immediate troubleshooting steps.
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