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Seven managers are in a swarm cluster.

Is this how should they be distributed across three datacenters or availability zones?
Solution: 3-3-1

e A.No
e B. Yes

HE: A

Y.

Explanation

This is not how they should be distributed across three datacenters or availability zones, because having one manager in one
datacenter or availability zone creates a single point of failure and reduces the fault tolerance of the swarm. According to the official
documentation, managers should be distributed evenly across datacenters or availability zones to ensure that the swarm can survive
the loss of any one datacenter or availability zone.
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References: https:/docs.docker.convengine/swarm/admin _guide/#add-manager-nodes-for-fault-tolerance

EE #62
Will this configuration achieve fault tolerance for managers in a swarm?
Solution: only two managers, one active and one passive.

e A . No
e B. Yes

HE: A

EE #63

You are troubleshooting a Kubernetes deployment called api, and want to see the events table for this object.
Does this command display it?

Solution: kubectl get deployment api

e A.No
e B. Yes

HE: A

Y.

The command kubectl get deployment api will only show the status of the deployment object, such as the number of replicas,
available pods, and updated pods]1. It will not display the events table for the deployment, which contains information about the
creation, scaling, and updating of the deployment and its pods2. To see the events table for the deployment, you need to use the
kubectl describe deployment api command, which will show the details of the deployment object, including the events3.
Alternatively, you can use the kubectl get events --field-selector involvedObject.name=api command, which will filter the events by
the name of the involved object4. References:

* Kubectl: Get Deployments - Kubernetes - ShellHacks

* Events in Kubernetes | Kubernetes

* kubectl Cheat Sheet | Kubernetes

* kubernetes - kubectl get events only for a pod - Stack Overflow

HEE #64

An application image runs in multiple environments, with each environment using different certificates and ports. Is this a way to
provision configuration to containers at runtime?

Solution.Create a Dockerfile for each environment, specifying ports and Docker secrets for certificates.

e A No
e B. Yes

HE: A

Y.

Creating a Dockerfile for each environment, specifying ports and Docker secrets for certificates is not a way to provision
configuration to containers at runtime. A Dockerfile is a text document that contains all the commands a user could call on the
command line to assemble an image1. A Dockerfile is used to build an image, not to run a container. Once an image is built, the
configuration specified in the Dockerfile cannot be changed at runtime. To provision configuration to containers at runtime, you need
to use a different mechanism, such as environment variables, command-line arguments, or config maps234. Reference:

Dockerfile reference | Docker Docs

Environment variables in Compose | Docker Docs

Override the default command | Docker Docs

Configuration management with Containers | Kubernetes

EE #65
Will this Linux kernel facility limit a Docker container's access to host resources, such as CPU or memory?



Solution: seccomp

e A No
e B. Yes

He: B

Y.

= Secconmp is a Linux kernel feature that allows you to restrict the actions available within the container. By using a seccomp profile,
you can limit the system calls that a container can make, thus enhancing its security and isolation. Docker has a default seccomp
profile that blocks some potentially dangerous system calls, such as mount, reboot, or ptrace. You can also pass a custom seccomp
profile for a container using the --security-opt option. Seccomp can limit a container’s access to host resources, such as CPU or
memory, by blocking or filtering system calls that affect those resources, such as setpriority, sched _setaffinity, or mlock. Reference:
Seccomp security profiles for Docker

Hardening Docker Container Using Seccomp Security Profile
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