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Citrix 1Y0-342 Exam Syllabus Topics:

Section Weight Objectives
- TCP Optimization and Compression

¢ 1. Configure compression
e 2. Configure TCP optimizations

- Integrated Caching

Advanced Networking and Optimization 20-30% e 1. Troubleshoot caching issues
¢ 2. Configure integrated caching

- Content Switching and Rewrite

¢ 1. Configure content switching policies
e 2. Configure rewrite policies and actions
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- Rate Limiting and DoS Protection

e 1. Configure rate limiting policies
e 2. Configure DoS protection

- Application Firewall

e 1. Troubleshoot AppFW issues
e 2. Configure AppFW policies and profiles
e 3. Configure AppFW signatures
Security 40-50% AAA (Authentication, Authorization, and Auditing)
= 0
e 1. Troubleshoot AAA issues
e 2. Configure advanced AAA policies and expressions
e 3. Configure AAA for traffic management

- SSL/TLS

e 1. Configure SSL bridging

e 2. Configure HSM integration

e 3. Manage SSL certificates and keys
e 4. Configure SSL offload

- NetScaler Management and Analytics (NMAS)

e 1. Configure application analytics and tuning
e 2. Configure StyleBooks
e 3. Configure ADM

- Monitoring and Troubleshooting

Management and Monitoring 30-40% e 1. Use NetScaler tools for troubleshooting
e 2. Use AppFlow for monitoring
e 3. Configure audit logging

- Backup and Restore

e 1. Restore NetScaler configurations
e 2. Configure configuration backups
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Citrix CCP-AppDS-NetScaler Advance Features (Security and Management)
R RE 1Y0-342 ;A B & (Q115-Q120):

HA #115
Which Citrix Web App Firewall profile setting can a Citrix Engineer configure to provide a response when a violation occurs?

e A Redirect URL
e B. Return URL
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e C. Default Response
¢ D. Default Request

IEf: C

HEA #116

Scenario: A hacker accessed the HTML code from a product page and manipulated the HTML code as shown:
Original Value: <input type=hidden name=price value=2379.73>

Manipulated Value: <input type=hidden name=price value=9.24>

Which security check can the engineer configure to counter the manipulation?

A. Form Field consistency

B. HTML Cross-Site Scripting
C. Field Formats

D. Content-type

EfE: A

H #117

Scenario: A Citrix Engineer configured signature protections for Citrix Web App Firewall. Signature Auto-Update has been enabled.
Upon reviewing the log files, the engineer notices that the auto update process has an error. In the settings for Signature Auto
Update the engineer notices that the URL is blank.

‘Which URL should the engmeer enter to restore the update process?

A. httpsy/citrix.azure.conyNS AppFwSignatures/SignaturesMapping, xml

B. https//www.citrix.comYNS AppFwSignatures/SignaturesMapping, xml

C. https//s3.amazonaws.com/NS AppFwSignatures/SignaturesMapping,xml
D. https://download.citrix.conVNS AppFwSignatures/SignaturesMapping, xml

M
R

: C

R #118
Which mechanism does the Citrix ADC use to enable a safe and speedy data exchange between a client/server initial TCP
handshake?

A. TCP Hystart

B. TCP Fast Open (TFO)
C. TCP Time Stamp

D. TCP Burst Rate Control

IEf#: B

HR #119
Which Citrix ADC pplication Delivery Management feature can the Citrix Engineer use to convert configuration tasks performed
using the GUI to CLI commands?

A. Configuration Template
B. Master Configuration
C. Record-and-Play

D. Inbuilt Template

F
R

: C

M #120
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