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HA #113
Which of the following statements regarding information security risk is NOT correct?

¢ A. Information security risk can be expressed as the effect of uncertainty on information security objectives

¢ B. Information security risk cannot be accepted without being treated or during the process of risk treatment

¢ C. Information security risk is associated with the potential that the vulnerabilities of an information asset may be exploited by
threats

IEf#: B

iR

According to ISO/IEC 27001:2022, information security risk can be accepted as one of the four possible options for risk treatment,
along with avoiding, modifying, or sharing the risk12. Risk acceptance means that the organization decides to tolerate the level of risk
without taking any further action to reduce it3. Risk acceptance can be done before, during, or after the risk treatment process,
depending on the organization's risk criteria and the residual risk leveld.

R #114

Scenario 2:

Beauty is a well-established cosmetics company in the beauty industry. The company was founded several decades ago with a
passion for creating high-quality skincare, makeup, and personal care products that enhance natural beauty. Over the years, Beauty
has built a strong reputation for its innovative product offerings, commitment to customer satisfaction, and dedication to ethical and
sustainable business practices.

Inresponse to the rapidly evolving landscape of consumer shopping habits, Beauty transitioned from traditional retail to an e-
commerce model. To mitiate this strategy, Beauty conducted a comprehensive information security risk assessment, analyzing
potential threats and vulnerabilities associated with its new e-commerce venture, aligned with its business strategy and objectives.
Concerning the identified risks, the company implemented several information security controls. All employees were required to sign
confidentiality agreements to emphasize the importance of protecting sensitive customer dat a. The company thoroughly reviewed
user access rights, ensuring only authorized personnel could access sensitive information. In addition, since the company stores
valuable products and unique formulas in the warehouse, it installed alarm systenms and surveillance cameras with real-time alerts to
prevent any potential act of vandalism

After a while, the information security team analyzed the audit logs to monitor and track activities across the newly implemented
security controls. Upon investigating and analyzing the audit logs, it was discovered that an attacker had accessed the system due to
out-of-date anti-malware software, exposing customers' sensitive information, including names and home addresses. Following this,
the IT team replaced the anti-nmalware software with a new one capable of automatically removing malicious code in case of similar
incidents. The new software was installed on all workstations and regularly updated with the latest malware definitions, with an
automatic update feature enabled. An authentication process requiring user identification and a password was also implemented to
access sensitive information.

During the investigation, Maya, the information security manager of Beauty, found that information security responsibilities in job
descriptions were not clearly defined, for which the company took immediate action. Recognizing that their e-commerce operations
would have a global reach, Beauty diligently researched and complied with the industry's legal, statutory, regulatory, and contractual
requirenents. It considered international and local regulations, including data privacy laws, consumer protection acts, and global
trade agreements.

To meet these requirements, Beauty invested in legal counsel and compliance experts who continuously monitored and ensured the
company's compliance with legal standards in every market they operated in. Additionally, Beauty conducted multiple information
security awareness sessions for the IT team and other employees with access to confidential information, emphasizing the importance
of system and network security.

Under which category does the vulnerability identified by Maya during the incident fall into?

e A. Network
e B.Site
e C. Organization

IEf: C
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Scenario 6: Skyver offers worldwide shipping of electronic products, including gaming consoles, flat-screen TVs. computers, and
printers. In order to ensure information security, the company has decided to implement an nformation security management system
(ISMS) based on the requirements of ISO/IEC 27001.

Colin, the company's best information security expert, decided to hold a training and awareness session for the personnel of the



company regarding the information security challenges and other information security- related controls. The session included topics
such as Skyver's information security approaches and techniques for mitigating phishing and malware.

One of'the participants in the session is Lisa, who works in the HR Department. Although Colin explains the existing Skyver's
mformation security policies and procedures in an honest and fair manner, she finds some of the issues being discussed too technical
and does not fully understand the session. Therefore, in a lot of cases, she requests additional help from the trainer and her
colleagues Based on the scenario above, answer the following question:

How should Colin have handled the situation with Lisa?

e A Deliver training and awareness sessions for employees with the same level of competence needs based on the activities
they perform within the company

¢ B. Promise Lisa that future training and awareness sessions will be easily understandable

¢ C. Extend the duration of the training and awareness session in order to be able to achieve better results

IEf#: A

AR -

According to the ISO/IEC 27001:2022 standard, the organization should determine the necessary competence of persons doing
work under its control that affects the performance and effectiveness of the ISMS. The organization should also ensure that these
persons are aware of the information security policy, their contribution to the effectiveness of the ISMS, the implications of not
conforming with the ISMS requirements, and the benefits of improved mformation security performance. The organization should
also provide information security awareness, education, and training to all employees and, where relevant, contractors and third-
party users, as relevant for their job function. The awareness, education, and training programs should be planned, implemented, and
maintained according to the needs of the organization and the results of the risk assessment and risk treatment.

Therefore, Colin should have handled the situation with Lisa by delivering training and awareness sessions for employees with the
same level of competence needs based on the activities they perform within the company.

This would ensure that the content and the language of the sessions are appropriate and understandable for the target audience, and
that the sessions are effective and efficient in achieving the desired learning outcomes.

By doing so, Colin would also avoid wasting time and resources on delivering sessions that are too technical or too basic for some
employees, and that do not address their specific information security challenges and responsibilities.
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Scenario 6: GreenWave

GreenWave, a manufacturer of sustainable and energy efficient home appliances, specializes in solar-powered devices, EV chargers,
and smart thermostats. To ensure the protection of customer data and internal operations against digital threats, the company has
implemented an ISO/IEC 27001-basedinformation security management system (ISMS). GreenWave is also exploring innovative
loT solutions to firther improve energy efficiency in buildings GreenWave is committed to maintaining a high standard of information
security within its operations As part of its continuous improvement approach, the company is in the process of determining the
competence levels required to manage its ISMS. GreenWave considered various factors when defining these competence
requirements, including technological advancements, regulatory requirements, the company's mission, strategic objectives, available
resources, as well as the needs and expecations of'its customers Furthermore, the company remained committed to complying with
ISO/IEC 27001's communication requirements. It established clear guidelines for internal and external communication related to the
ISMS, defining what information to share, when to share it. with whom, and through which channels. However, not all
communications were formally documented; instead, the company classified and managed communication based on its needs,
ensuring that documentation was maintained only to the extent necessary for the ISMS effectiveness .

GreenWave has been exploring the implementation of Al solutions to help understand customer preferences and provide
personalized recommendations for electronic products. The aim was to utilize Al technologies to enhance problem-solving
capabilities and provide suggestions to customers. This strategic initiative aligned with GreenWave's commitment to improving the
customer experience through data-driven insights.

Additionally, GreenWave looked for a flexible cloud infrastructure that allows the company to host certain services on internal and
secure infrastructure and other services on external and scalable platforns that can be accessed from anywhere. This setup would
enable various deployment options and enhance information security, crucial for GreenWave's electronic product development
According to GreenWave, implementing additional controls in the ISMS implementation plan has been successfully executed, and
the company was ready to transition into operational mode. GreenWave assigned Colin the responsibility of determining the
materiality of this change within the company.

Question:

Did GreenWave appropriately determine the competence levels required to support their ISMS?

e A Yes - because GreenWave considered only the internal factors, which are the most important for its operations
e B. No - because GreenWave did not consider external issues, which are relevant to the ISMS
e C. Yes - because GreenWave considered external issues, internal factors, and needs and expectations of relevant interested



parties
EM#: C

A -

ISO/IEC 270012022 Clause 7.2 -Competencestates:

"The organization shall determine the necessary competence of persons... consideringinternal and external issues, and the needs and
expectations of interested parties relevant to the ISMS." GreenWave followed this clause by factoring in both internal and external
influences, including regulatory and customer requirements. This comprehensive view ensures that assigned personnel are adequately
equipped to manage ISMS functions.

HM #117
What risk treatment option has Company A implemented if it has required from its employees the change of email passwords at least
once every 60 days?

e A Risk avoidance
e B. Risk retention
e (. Risk modification

EfE: C
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