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NEW QUESTION # 31 
Task: Enable logging of blocked malware downloads in the profile.

Answer:

Explanation:
See the Explanation.Explanation:
1- Edit the custom profile > Anti-Virus tab.
2- Ensure action for medium/high confidence is set to Prevent.
3- Enable Track = Log.
4- Save and push policy.
5- Review logs by filtering blade:"Anti-Virus" and action:"Prevented".

NEW QUESTION # 32 
Task: Use CLI to test connectivity with IPS update servers.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Gateway.
2- Run: curl -v https://updates.checkpoint.com.
3- Confirm certificate and connection success.
4- Run ips update now for manual update.
5- Check /opt/CPsuite-R81/fw1/log/ips_update.elg for result.

NEW QUESTION # 33 
Task: Disable Anti-Virus scanning temporarily for troubleshooting.

Answer:

Explanation:
See the Explanation.Explanation:
1- In SmartConsole > Gateway Properties > Threat Prevention.
2- Uncheck "Anti-Virus" blade temporarily.
3- Publish and install the policy.
4- Re-enable it post-testing following the same steps.
5- Confirm with cpstat antimalware.

NEW QUESTION # 34 
Task: Simulate a file download test and confirm Anti-Virus prevention using the custom profile.

Answer:

Explanation:
See the Explanation.Explanation:
1- Use EICAR test file in a browser.
2- Confirm file is blocked and logs show blade:"Anti-Virus" and action:"Prevented".
3- Confirm the active profile name matches your custom profile.
4- Check logs for file hash and signature info.
5- Document success as part of validation.

NEW QUESTION # 35 
Task: Configure a policy to log only "Detect" events for Anti-Bot scanning on internal users.

Answer:



Explanation:
See the Explanation.Explanation:
1- Go to Threat Prevention > Policy.
2- Add a rule: Source = Internal Networks, Dest = Internet.
3- Assign a profile where Anti-Bot action is set to "Detect."
4- Track = Log, Action = Accept.
5- Publish and install the policy.

NEW QUESTION # 36
......
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