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Topic Details

Topic 1
Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
security threats, and generate reports.

Topic 2
Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
security profiles for content inspection and deploying compliance rules to managed endpoints.

Topic 3
Rules and Routing: This section addresses configuring SD-WAN rules and routing policies to control and
direct traffic flow across different links.

Topic 4
Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
members, zones, and performance SLAs to monitor network quality.

Topic 5
SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
integration with SD-WAN infrastructure.

Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core Administrator Sample
Questions (Q11-Q16):
NEW QUESTION # 11 
An existing Fortinet SD-WAN customer who has recently deployed FortiSASE wants to have a comprehensive view of, and
combined reports for, both SD-WAN branches and remote users. How can the customer achieve this?

A. Forward the logs from FortiSASE to the external FortiAnalyzer.
B. Forward the logs from FortiSASE to Fortinet SOCaaS.
C. Forward the logs from the external SD-WAN FortiAnalyzer to FortiSASE.
D. Forward the logs from FortiGate to FortiSASE.

Answer: A

Explanation:
For customers with hybrid environments (on-premises SD-WAN branches and remote FortiSASE users), the FortiOS
7.6andFortiSASEcurriculum recommends centralized log aggregation for unified visibility.
* Centralized Reporting:The standard architectural best practice is toforward logs from FortiSASE to an external FortiAnalyzer
(Option C).
* Unified View:Since the customer's on-premises FortiGate SD-WAN branches are already sending logs to an existing
FortiAnalyzer, adding the FortiSASE log stream to that sameFortiAnalyzerallows for the creation ofcombined reports.
* Fabric Integration:This setup leverages theSecurity Fabric, enabling the FortiAnalyzer to provide a single pane of glass for
monitoring security events, application usage, and SD-WAN performance metrics across the entire distributed network.
Why other options are incorrect:
* Option A:SOCaaSis a managed service for threat monitoring, not a primary tool for an administrator to generate combined SD-
WAN/SASE operational reports.
* Option B:FortiSASE is not designed to act as a log collector or reporting hub for external on-premises FortiGates.
* Option D:Data flows from the source (FortiSASE) to the collector (FortiAnalyzer), not the other way around.

NEW QUESTION # 12 
Refer to the exhibits.

The administrator increases the member priority on port2 to 20. Upon configuration changes and the receipt of new packets, which
two actions does FortiGate perform on existing sessions established over port2?



(Choose two.)

A. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.
B. FortiGate updates the gateway information of the sessions with SNAT so that they use port1 instead of port2.
C. FortiGate flags the sessions as dirty.
D. FortiGate routes only new sessions over port1.
E. FortiGate continues routing all existing sessions over port2.

Answer: B,C

NEW QUESTION # 13 
What is a key use case for FortiSASE Secure Internet Access (SIA) in an agentless deployment? (Choose one answer)

A. It provides secure web browsing by isolating browser sessions and enforcing data loss prevention for temporary
employees.
B. It acts as a secure web gateway (SWG) distributing a PAC file for explicit web proxy use, securing HTTP and HTTPS
traffic with a full security stack, and is ideal for unmanaged endpoints like contractors.
C. It distributes a PAC file to secure non-web traffic protocols and applies antivirus protection only for managed endpoints.
D. It requires FortiClient endpoints and supports ZTNA tags to secure all network traffic for unmanaged endpoints.

Answer: B

Explanation:
According to theFortiSASE 7.6 Administration Guideand theFCP - FortiSASE 24/25 Administrator curriculum, the Agentless
deployment mode-commonly referred to asSecure Web Gateway (SWG)mode- is a vital component of the Secure Internet Access
(SIA) framework.
* Deployment Mechanism: In an agentless deployment, FortiSASE functions as an explicit web proxy.
This is achieved by distributing aPAC (Proxy Auto-Configuration) fileto the user's browser, which instructs the device to send its
web traffic to the nearest FortiSASE Point of Presence (PoP).
* Target Use Case: This mode is specifically designed forunmanaged endpoints, such as those used by contractors, partners, or
temporary workers, where the organization does not have the authority or capability to install the FortiClient agent.
* Security Capabilities: Even without an agent, FortiSASE applies afull security stackto the redirected traffic. This includesWeb
Filtering,Anti-Malware,SSL Inspection, andInline-CASBto secure HTTP and HTTPS sessions.
* Protocol Limitations: Because it relies on proxy settings, this mode is limited to web protocols (HTTP
/HTTPS) and does not inherently secure non-web traffic like ICMP, DNS, or custom TCP/UDP applications unless they are
specifically proxied.
Why other options are incorrect:
* Option A: While it provides secure browsing, session isolation (RBI) is a specific feature that can be used in either mode; the
defining characteristic of the agentless use case is the proxy-based redirection for unmanaged devices.
* Option C: A PAC file can only secure web traffic (protocols that support proxying), not non-web traffic protocols.
* Option D: Agentless mode is the opposite of requiring FortiClient; ZTNA tags generally require the FortiClient agent to provide
the necessary telemetry for tag evaluation.

NEW QUESTION # 14 
Which three FortiSASE use cases are possible? (Choose three answers)

A. Secure Internet Access (SIA)
B. Secure VPN Access (SVA)
C. Secure SaaS Access (SSA)
D. Secure Browser Access (SBA)
E. Secure Private Access (SPA)

Answer: A,C,E

Explanation:
According to theFortiSASE 7.6 Architecture Guideand theFCP - FortiSASE 24/25 Administratorstudy materials, the FortiSASE
solution is structured around three primary pillars or "use cases" that address the security requirements of a modern distributed
workforce.



* Secure Internet Access (SIA) (Option A): This use case focus on protecting remote users as they browse the public internet. It
utilizes a full cloud-delivered security stack includingWeb Filtering,DNS Filtering,Anti-Malware, andIntrusion Prevention (IPS)to
ensure that users are protected from web- based threats regardless of their physical location.
* Secure SaaS Access (SSA) (Option B): This use case addresses the security of cloud-based applications (like Microsoft 365,
Salesforce, and Dropbox). It leveragesInline-CASB (Cloud Access Security Broker)to identify and control "Shadow IT"-
unauthorized cloud applications used by employees-and appliesData Loss Prevention (DLP)to prevent sensitive information from
being leaked into unsanctioned SaaS platforms.
* Secure Private Access (SPA) (Option C): This use case provides secure, granular access to private applications hosted in on-
premises data centers or private clouds. It can be achieved through two main methods:ZTNA (Zero Trust Network Access), which
provides session-specific access based on identity and device posture, or throughSD-WAN integration, where the FortiSASE cloud
acts as a spoke connecting to a corporate SD-WAN Hub.
Why other options are incorrect:
* Secure VPN Access (SVA) (Option D): While SASE uses VPN technology (SSL or IPsec) as a transport for the Endpoint
mode, "SVA" is not a formal curriculum-defined use case. The SASE framework is intended to evolve beyond traditional "Secure
VPN Access" into the SIA and SPA models.
* Secure Browser Access (SBA) (Option E): Although FortiSASE offersRemote Browser Isolation (RBI), it is considered a feature
or a component of the broaderSecure Internet Access (SIA)use case rather than a separate, standalone use case in the core
administrator curriculum.

NEW QUESTION # 15 
In which order does a FortiGate device consider the following elements shown in the left column during the route lookup process?
Select the element in the left column, hold and drag it to a blank position in the column on the right. Place the four correct elements in
order, placing the first element in the first position at the top of the column. Once you place an element, you can move it again if you
want to change your answer before moving to the next question. You need to drop four elements in the work area.
Select and drag the screen divider to change the viewable area of the source and work areas.

Answer:

Explanation:



NEW QUESTION # 16
......
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