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A 27

o |dentity and Access Management: The topic equips AWS Security specialists with skills to design,
implement, and troubleshoot authentication and authorization mechanisims for AWS resources. By

FH 1 emphasizing secure identity management practices, this area addresses foundational competencies required

for effective access control, a vital aspect of the certification exam

¢ Security Logging and Monttoring; This topic prepares AWS Security specialists to design and implement
robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging

=X 2
*A solutions and analyzing logs to enhance threat visibility.

¢ Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot

security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
FHM 3 on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

¢ Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating

=M 4 compliance and identifying security gaps through architectural reviews and cost analysis, essential for

implementing governance aligned with certification standards.
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EE #193

A company stores sensitive documents in Amazon S3 by using server-side encryption with an JAM Key Management Service (IAM
KMS) CMK. A new requirement mandates that the CMK that is used for these documents can be used only for S3 actions.

‘Which statement should the company add to the key policy to meet this requirement?
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EE #19%

A company is running its application on AWS Malicious users exploited a recent promotion event and created many fake accounts
The application currently uses Amazon CloudFront in front of an Amazon API Gateway API. AWS Lambda functions serve the
different API endpoints. The GET registration endpoint is behind the path of /store

/registration. The URI for submission of the new account details is at /store/newaccount.

A security engineer needs to design a solution that prevents similar exploitations for future promotion events.

‘Which combination of steps will meet these requirements? {Select TWO.)

e A. Enable AWS Shield Advanced for the account that hosts the CloudFront distribution Configure a DNS- specific custom
mitigation that uses the Shield Response Team (SRT) for /store/newaccount.

B. Enable Amazon GuardOuty for the account that hosts the CloudFront distribution. Enable Lambda Protection for the
Lambda functions that answer calls to /store/registration and /store/newaccount.

C. Create an AWS WAF web ACL. Add a rate limit rule to the web ACL. Include a RateBasedStatement entry that has a
SearchString value that points to /store/registration

D. Create an AWS WAF web ACL. Add the AWSManagedRulesACFPRuleSet rule group to the web ACL. Associate the
web ACL with the CloudFront distribution.

E. Specify /store/registration as the registration page path Specify /store/newaccount as the account creation path

Y. CD

ME.



* Create an AWS WAF Web ACL:

* Use AWS WAF to create a web ACL for the CloudFront distribution.

* Add Managed Rules for Bot Protection:

* Include theAWSManagedRulesACFPRuleSetto protect against automated bots and account fraud.
* Add a Rate-Based Rule:

* Tmplement a rate limit rule to restrict the number of requests to/store/registrationduring promotions.
* Example rule: Deny requests exceeding 100 per minute.

* Associate the Web ACL with CloudFront:

* Attach the web ACL to the CloudFront distribution to enforce the rules globally at edge locations.
Advantages:

* Prevents Fraudulent Activity: Detects and mitigates bot activity.

* Scalable: Operates at the CloudFront level, ensuring global protection.

AWS WAF Managed Rules

Rate-Based Rules in WAF

HE #195

A company has a web-based application that runs behind an Application Load Balancer (ALB). The application is experiencing a
credential stuffing attack that is producing many failed login attempts. The attack is coming from many [P addresses. The login
attempts are using a user agent string of a known mobile device emulator.

A security engineer needs to implement a solution to mitigate the credential stuffing attack. The solution must still allow legitimate
logins to the application.

‘Which solution will meet these requirements?

e A. Modify the mbound security group on the ALB to deny traffic from the IP addresses that are mvolved in the attack.

¢ B. Create an AWS WAF web ACL for the ALB Create a custom rule that allows requests from legitimate user agent strings

¢ C. Create an AWS WAF web ACL for the ALB. Create a customrule that blocks requests that contain the user agent string
of the device emulator.

¢ D. Create an Amazon CloudWatch alarm that reacts to login attempts that contain the specified user agent string, Add an
Amazon Simple Notification Service (Amazon SNS) topic to the alarm

HE. C

MH.

To mitigate a credential stuffing attack against a web-based application behind an Application Load Balancer (ALB), creating an
AWS WAF web ACL with a custom rule to block requests containing the known malicious user agent string is an effective solution.
This approach allows for precise targeting of the attack vector (the user agent string of the device emulator) without impacting
legitimate users. AWS WAF provides the capability to inspect HTTP(S) requests and block those that match defined criteria, such
as specific strings in the user agent header, thereby preventing malicious requests from reaching the application.

EE #196

A company deploys a set of standard IAM roles in AWS accounts. The IAM roles are based on job functions within the company.
To balance operational efficiency and security, a security engineer implemented AWS Organizations SCPs to restrict access to
critical security services in all company accounts.

All of the company's accounts and OUs within AWS Organizations have a default FulAWSAccess SCP that is attached. The
security engineer needs to ensure that no one can disable Amazon GuardDuty and AWS Security Hub. The security engineer also
must not override other permissions that are granted by IAM policies that are defined in the accounts.

Which SCP should the security engineer attach to the root of the organization to meet these requirements?
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AE #197

A company wants to receive an email notification about critical findings in AWS Security Hub. The company does not have an
existing architecture that supports this functionality.

‘Which solution will meet the requirement?

e A Create an AWS Lambda function to identify critical Security Hub findings. Create an Amazon Simple Notification Service
(Amazon SNS) topic as the target of the Lambda function. Subscribe an email endpoint to the SNS topic to receive published
messages.

¢ B. Create an Amazon EventBridge rule to detect critical Security Hub findings. Create an Amazon Simple Notification
Service (Amazon SNS) topic as the target of the EventBridge rule. Subscribe an email endpoint to the SN topic to receive
published messages.

¢ C. Create an Amazon EventBridge rule to detect critical Security Hub findings. Create an Amazon Simple Email Service
(Amazon SES) topic as the target of the EventBridge rule. Use the Amazon SES API to format the message. Choose an
email address to be the recipient of the message.

¢ D. Create an Amazon Kinesis Data Firehose delivery stream. Integrate the delivery stream with Amazon EventBridge. Create
an EventBridge rule that has a filter to detect critical Security Hub findings. Configure the delivery stream to send the findings
to an email address.
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