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R #59
What is the purpose of configuring administrative accounts and roles in FortiAuthenticator?

A. To delegate specific admmistrative tasks to different users
B. To automatically generate passwords for all users

C. To allow only guest users to have administrative privileges
D. To restrict all users from accessing the system
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I #60
A device that is 802.1X non-compliant must be connected to the network.
‘Which authentication method can you use to authenticate the device with FortiAuthenticator?

A. Machine-based authentication
B. MAC-based authentication
C. EAP-TLS

D. EAP-TTLS

IEf#: B

HM #o1
‘When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role must you select on the primary

FortiAuthenticator?

A. Cluster member

B. Standalone primary

C. Active-passive primary
D. Load balancing primary

H
R
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B #62

An admmnistrator has just learned that an intermediate CA certificate signed by a FortiAuthenticator device acting as the Root CA
has been compromised.

Which two steps should the administrator take to resolve the security issue? (Choose two.)

¢ A Create a new intermediate certificate with the same private key.

e B. Revoke all end-system and end-user certificates that this compromised mntermediate CA has signed.
¢ C. Update the OCSP responder URLs for the certificate.

¢ D. Revoke the Intermediate certificate so it is added to the CRL of the Root CA.

IEf#: B. D

fi .«
Revoking the compromised intermediate CA certificate adds it to the Root CA's CRL, preventing its further use.
All end-entity certificates issued by the compromised intermediate must be revoked, as their trust is no longer valid.

HH #63
Which of the following advanced system settings can be configured in FortiAuthenticator?

A. Screen brightness control

B. Keyboard layout customization
C. Account lockout policies

D. Network firewall rules

IEf: C
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