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as the best evidence for them to show their knowledge and skills. If you want to simplify the preparation process, here comes a
piece of good news for you. We will bring you integrated CKS Exam Materials to the demanding of the ever-renewing exam, which
will be of great significance for you to keep pace with the times.

Linux Foundation CKS (Certified Kubernetes Security Specialist) Certification Exam is an essential certification program for
professionals seeking to validate their knowledge and skills in securing Kubernetes clusters. Certified Kubernetes Security Specialist
(CKS) certification exam covers a wide range of security topics and is vendor-neutral, making it a valuable credential for
professionals working in a variety of industries. CKS Exam s rigorous and performance-based, ensuring that certified professionals
possess the necessary knowledge and skills to secure Kubernetes environments effectively.
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It is carefilly edited and reviewed by our experts. The design of the content conforns to the examination outline. Through the
practice of our CKS study materials, you can grasp the intention of the examination organization accurately. The number of its test
questions is several times of the traditional problem set, which basically covers all the knowledge points to be mastered in the exam
You only need to review according to the content of our CKS Study Materials, no need to refer to other materials. With the help of
our CKS study materials, your preparation process will be relaxed and pleasant.

Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q25-Q30):

NEW QUESTION # 25
SIMULATION

You must complete this
task on the following

cluster/nodes:

Master Worker

luster
LINUXnhode node
KSRS001 ksrs00101
ksrs00101-
01 -master
worker1

You can’switch the
clustér/configuration context

using the following command:

kubec
tl config use-context KS
RS©0101

You may use your browser
to open one additional tab
to access-FalcoS §oemmentation.

Two tools are pre-installed on the cluster's worker node:

Using the tool of your choice (including any non pre-installed tool), analyze the container's behavior for at least 30 seconds, using
filters that detect newly spawning and executing processes.

Store an incident file at /opt/KSRS00101/alerts/details, containing the detected incidents, one per line, in the following format:


https://www.troytecdumps.com/CKS-troytec-exam-dumps.html

timestamp,uid/username,proce

ssName ! INUX

i o W L ARSI F W L L

The following example shows a properly formatted incident file:

©1:40:19.601363716,roo0t,init
-_ PLIBLEK 606013716, nobody, ba

sh

©01:40:21.137163716,1000, tar

Tiar

JLINUX
Keep theTool's original

L=

timestamp-format as-is.

Make sure to store the
incident file on‘the cluster's

workETINofe U X

Answer:

Explanation:

See explanation below

Explanation:

candidate@cli:~$ kubec config use-context KSRS00101

Switched to context "KSR Y.

candidatelcli:~$ ssh ksrs00101-workerl

Warning: Permanently added '10.240.86.96' (ECDSA) to the list of known hosts.

The programs included with the Ubuntu system are fregf%oftware;
ogram are _d&®ribed in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, t@PtMe extent permitted by
t@ksrs00101-workerl:~4 falc
falco-drivermdad®r
~§ 1s -P* Jte/Talco/

12399 ®¥an 31 16:06 aws cloudtrail rules.yaml
S 5 e e O« Jan 31 16:06 falco.yaml

~rW-r--r—- Jan 31 16
] l16:06

16:06
6 01
Jan 31 16:28 1les

t@ksrs00101-workerl:~# vim /etc/falco/falco _rules.local.yaml




Container Drift Detected (chmod)
New executable created in a container due to chmod
-
evt.type in (open,copenat,create) and
evt.is open_exec= and
container and
not runc writing exec fifo and
not runc writing var lib docker and
not user known container drift activities and
evt.rawres>=0

$evt.time, Suser.uid, $proc.name
ERROR

root@ksrs00101-workerl:~# vim /ete/falco/falco_rule
root@ksrs00101-workerl:~# systemc status falco.
® falco.service Falco Runtime SEEurity

Loaded: loaded (/lib/system

Active: inactive (dead)
root@ksrs00101-workerl:~# systemctl enable falco.s fce
Created symlink /etc/systemd/system/multi-user. @(—.‘L.waI]LS/Id;C-‘).‘;‘»L‘—_‘J‘.VlCr’:’.‘
tem/falco.service. (

root@ksrs00101-workerl:~# systemctl start %&.corvicc

root@ksrs00101-workerl:~# exit . Q
logout

Connection to 10.240.86.96 closed. x&
I

candidate@cli:~$ ssh ksrs00101-wofs

Last login: Fri May 20 15;:.‘)9:&@2? from 10.240.86.88

root@ksrs00101-workerl:~# vim tc/falco/falco.yaml I

-~ /1lib/systemd/sys
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workerl:~# vim fetc/falc

1 g Jet

[T waBeTUT]
same time.
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NEW QUESTION # 26

You need to implement a secure network policy that allows communication only between specific pods within a namespace. For
example, you want to allow communication between pods that have the label 'app=frontend' and pods that have the label
'app=backend', but block all other communication within the namespace.

Answer:

Explanation:

Solution (Step by Step) :

1. Create a NetworkPolicy:

- Define a NetworkPOlicy that allows commumnication between 'frontend' and 'backend' pods, but blocks other communication
within the namespace.



e e e v o —

idind: MetworkPolicy
ietadata:
name: allow-frontend-backend
namespace: my-nameéspace
pec:
podSelector: {} # Apply to all pods in the namespace
ingress:
- from:
- podselector:
matchLabels:
app: frontend
- podSelector:
matchLabels:
app: backend
ports:
- protocol: TCP
port: 8@
egress:
= to:
- podSelectoe:
matchLabels:
app: frontend
- podSelector:
matchLabels:

ports:
- protocol: TE LI N Ux
2. Create a Frontend Pod: - Create a Pod with the label 'app=frontend'.

apiversion: vl
kind: Pod
metadata:
name: frontend-pod
namespace: my-nams{oace
labels:
app: Tronkend
spec:
contaifghs:
= mameT nginm
dmbge: nginx:1.14.2
ports: '-_l LINUX
- containerPort: B0

3. Create a Backend Pod: - Create a Pod With the label 'app=backend'.

apiversion: vl
kind: Pod
metadata:

name: backend-pod

namespace: my-namesp 1
labels: n.!LINu

app: backend
pec:
contalnsps:
= ipdmes " nginx
dmage: nginx:1.14.2
ports:
- containerPort: BB

4. Apply the YAML files: - Apply the created YAML files using ' kubectl apply -f5. Verify the Network Policy: - Try to connect
from the 'frontend-pod' to the 'backend-pod' (e.g., using' kubectl exec -it frontend-pod bash' and 'curl backend-pod:80")- It should
succeed. - Try to connect from the 'frontend-pod' to another pod in the namespace that doesn't have the Sapp-backend' label. This
comnection should be blocked.

NEW QUESTION # 27

You must complete this task on the following cluster/nodes:

Cluster: trace

Master node: master

Worker node: workerl

You can switch the cluster/configuration context using the following command:
[desk@cli] $ kubectl config use-context trace

Given: You may use Sysdig or Falco documentation.

Task:

Use detection tools to detect anomalies like processes spawning and executing something weird frequently in the single container
belonging to Pod tomcat.

Two tools are available to use:

1. falco

2. sysdig

Tools are pre-installed on the worker1 node only.



Analyse the container's behaviour for at least 40 seconds, using filters that detect newly spawning and executing processes.
Store an incident file at /home/cert_masters/report, in the following format:

[timestamp],[uid],[processName]

Note: Make sure to store incident file on the cluster's worker node, don't move it to master node.

Answer:

Explanation:

$vim /etc/falco/falco_rules.local.yaml
- rule: Container Drift Detected (opentcreate)

desc: New executable created in a container due to opentcreate
condition: >

evt.type in (open,openat,creat) and

evt.is_open exec=true and

container and

not runc_writing_exec_fifo and

not runc_writing var_lib_docker and

not user_known_container drift activities and

evt.rawres>=0

output: >

Yoevt.time,%ouser.uid, Yoproc.name # Add this/Refer falco documentation
priority: ERROR

$kill -1 <PID of falco>

Explanation

[desk@cli] $ sshnode01

[node01@cli] $ vim /etc/falco/falco_rules.yaml

search for Container Drift Detected & paste in falco_rules.local.yaml
[node01(@cli] $ vim /etc/falco/falco_rules.local.yaml

- rule: Container Drift Detected (opentcreate)

desc: New executable created in a container due to opent-create
condition: >

evt.type in (open,openat,creat) and

evt.is_open exec=true and

container and

not runc_writing_exec_fifo and

not runc_writing var_lib_docker and

not user_known container_drift _activities and

evt.rawres>=(0

output: >

Yeevt.time,%ouser.uid, Yoproc.name # Add this/Refer falco documentation
priority: ERROR

[node01(@cli] $ vim /etc/falco/falco.yaml

:L/fhome/cert_masters/report

NEW QUESTION # 28

You are working on a Kubernetes cluster and need to analyze the security posture of a user workload running within a container
image. The image is built from a Dockeflle tnat pulls code froma public GitHub repository. You need to identify potential security
vulnerabilities in the codebase using a static analysis tool.

Answer:

Explanation:

Solution (Step by Step) :

1. Identify the Code Repository:

- Access the public GitHub repository where the source code for the user workload resides.



2. Install KubeLinter:
- Use 'pip install kube-linter' to install KubeLinter on your machine.
3. Configure KubeLinter:
- Create a configuration file for KubeLinter (e.g., 'kube-linter.yaml') with the following content:
checks:
- code-analysis:
# Use the appropriate language and analysis rules
language: “"python™ # Replace with the actual programming language used
rules:
- "bandit”
- "pylint”

- "mypy” 1 i_l NU )(

4. Run KubeLinter. - Execute the following command to analyze the source code: bash kube-linter --config kube-linter.yaml --path -
Replace '/path/to/your/repository/ with the actual path to the GitHub repository's codebase. 5. Analyze the Results: - KubeLinter
will output a report highlighting potential security vulnerabilities, coding best practices violations, and other issues detected in the
codebase. - Review the findings carefully and prioritize remediation actions based on the severity and impact of the vulnerabilities.

NEW QUESTION # 29

Context

A container image scanner is set up on the cluster, but it's not yet filly mtegrated into the cluster s configuration. When conmplete, the
container image scanner shall scan for and reject the use of vulnerable images.

Task

LJLINUX

You have to complete the entire task ef¥the cluster's master node,

where all services and files have beeh prepared and placed.

Given an incomplete configuration in directory /etc/kubernetes/epconfig and a functional container image scanner with HTTPS
endpoint https//wakanda.local:8081 /image policy :

1. Enable the necessary plugins to create an image policy

2. Validate the control configuration and change it to an implicit deny

3. Edit the configuration to point to the provided HTTPS endpoint correctly Finally, test if the configuration is working by trying to
deploy the vulnerable resource /root/K.SSC00202/vulnerable-resource.yml.

LINUX
You can find the container image scanr@fs log file at"

varflog/imagepolicy/acme.log-,
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