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(Q74-Q79):

NEW QUESTION # 74

A company moved its on-premises services to the cloud. Although a recent audit verified that data throughout the cloud service is
properly classified and documented, other systems are unable to act or filter based on this information. Which of the following should
the company deploy to allow other cloud-based systems to consume this information?

A. Resource tagging
B. Data labeling

C. Data mapping

D. Log scraping

Answer: B

Explanation:

Data labeling enables metadata tagging for data classification, which allows systens to filter, act, and enforce policies based on the
labels.

Data mapping is used for understanding data flows but does not support automation. Log scraping and resource tagging are
unrelated to enabling system actions based on data classification.

NEW QUESTION # 75

A pharmaceutical company recently experienced a security breach within its customer-facing web portal. The attackers performed a
SQL mjection attack and exported tables from the company's managed database, exposing customer nformation.

The company hosts the application with a CSP utilizing the IaaS model. Which of the following parties is ultimately responsible for
the breach?

A. The database software vendor
B. The pharmaceutical company

C. The cloud software provider

D. The web portal software vendor

Answer: B

Explanation:

[aaS = Infrastructure as a Service.

So the CSP provided the hardware. What the pharmaceutical company puts on that hardware is their business.

The fact it was breached via SQL injection, i.e. software coding, means it's the web application was the point of ingress. Therefore,
it's the onus of the Pharma company.

NEW QUESTION # 76
A security analyst is using data provided from a recent penetration test to calculate CVSS scores to prioritize remediation. Which of
the following metric groups would the analyst need to determine to get the overall scores? (Select THREE).

A. Temporal
B. Environmental

C. Impact
D. Confidentiality

E. Integrity

F. Availability
G. Attack vector
H. Base

Answer: A,.B,H

Explanation:

The three metric groups that are needed to calculate CVSS scores are Base, Temporal, and Environmental.

The Base metrics represent the intrinsic characteristics of a vulnerability that are constant over time and across user environments.
The Temporal metrics represent the characteristics of a vulnerability that may change over time but not across user environments.
The Environmental metrics represent the characteristics of a vulnerability that are relevant and unique to a particular user's



environment. Verified References:
* httpsz/nvd.nist.gov/vuln-metrics/cvss
* httpsy//www.first.org/cvss/specification-document

NEW QUESTION # 77

A security analyst discovered that a database administrator's workstation was compromised by malware. After examining the Jogs.
the compromised workstation was observed connecting to multiple databases through ODBC. The following query behavior was
captured:

Assuming this query was used to acquire and exfiltrate data, which of the following types of data was compromised, and what steps
should the incident response plan contain?

A) Personal health information: Inform the human resources department of the breach and review the DLP logs.

#) Account history; Inform the relationship managers of the breach and create new accounts for the affected users.

C) Customer IDs: Inform the custorrer service department of the breach and work to change the account numbers.

D) PAN: Inform the legal department of the breach and look for this data in dark web monitoring.

A. Option A
B. Option B
C. Option D
D. Option C

Answer: C

NEW QUESTION # 78
Given the following log snippet froma web server:

Which of the following BEST describes this type of attack?

A. Cross-site request forgery
B. Brute-force

C. Cross-stte scripting

D. SQL ijection

Answer: D

NEW QUESTION # 79

Our CAS-004 test prep is renowned for free renewal in the whole year. As you have experienced various kinds of exams, you must
have realized that renewal is invaluable to CAS-004 study materials, especially to such important CAS-004 exans. And there is no
doubt that being acquainted with the latest trend of exams will, to a considerable extent, act as a driving force for you to pass the
exans and realize your dream of living a totally different life. So if you do want to achieve your dream, buy our CAS-004 practice
materials.
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