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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q42-Q47):
NEW QUESTION # 42 
What is the primary objective of implementing lateral protection using the vDefend Distributed Firewall?
Response:

A. To enforce bandwidth throttling policies
B. To prevent data loss during VM snapshot operations
C. To restrict access to NSX-T Manager via VPN
D. To control and restrict east-west traffic between workloads

Answer: D

NEW QUESTION # 43 
Which two techniques are fundamental to securing private cloud infrastructure from lateral threat movement within the data center?
(Choose two)
Response:

A. Utilizing network traffic mirroring tools only at the edge
B. Enabling east-west micro-segmentation policies
C. Consolidating all VMs to a single cluster
D. Implementing storage tiering for sensitive data
E. Applying context-aware DFW rules

Answer: B,E

NEW QUESTION # 44 
Which two factors are typically used to create distributed firewall policies that protect lateral workload communication?
(Choose two)
Response:

A. MAC address of the source VM
B. VM Tag or Security Group membership
C. Storage policy affinity
D. Disk capacity of the destination VM
E. Disk capacity of the destination VM

Answer: B,D

NEW QUESTION # 45 
What is the primary function of the Malware Prevention capability within NSX?
Response:

A. It detects and blocks malicious files in traffic passing through virtual workloads
B. It enforces physical switch port security
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C. It logs all DNS lookups in the virtual network
D. It backs up NSX configurations automatically

Answer: A

NEW QUESTION # 46 
Which NSX component is responsible for correlating malware events and providing detailed threat visibility?
Response:

A. NSX Edge Gateway
B. NSX Manager Security Dashboard
C. NSX Malware Prevention Engine
D. vCenter Alarm Manager

Answer: B

NEW QUESTION # 47
......
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