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Your organization has noticed several incidents of accidental oversharing inside the organization. Specifically, several users have
shared sensitive Google Drive items with the entire organization by clicking 'anyone in this group with this link can view'. You have
been asked by senior management to help users share more appropriately and also to prevent accidental oversharing to the entire
organization. How would you best accomplish this?

A. Temporarily disable the Google Drive service for individuals who continually overshare.

B. Disable sharing to the entire organization so that users must consciously add every person who needs access.

C. Determine sharing boundaries for users that work with sensitive information, and then implement target audiences.
D. Create groups, add users accordingly, and educate users on how to share to specific groups of people.
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https/support.google.conmva/answer/9934697 ?hi=ertzippy=r-text=Why%620use%s20target, for%20broad%s20Osharing,
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The security team for your organization is concerned about phishing attacks against your end user base. What two actions should
you take to configure the strongest possible preventative measure against phishing attacks?

Choose 2 answers

A. Configure spoofing and authentication controls to warn end users about messages that are perceived as threats.
B. Configure spoofing and authentication controls to quarantine messages that are perceived as threats

C. Enforce confidents mode for all messages sent and received from your Workspace domain

D. Force encryption on all inbound and outbound emails from your Workspace domain.

E. Train end users to mark messages as spam when they see something suspicious.

Z%X: AB
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Access Admin Console: Go to admin.google.com and sign in with your admin account.

Navigate to Gmail Settings: In the Admin console, go to Apps > Google Workspace > Gmail > Safety.

Configure Spoofing and Authentication Controls:

Set up email authentication policies such as SPF, DKIM, and DMARC to verify incoming emails.

Enable options to quarantine messages that fail authentication checks and are perceived as threats.

Configure warnings for users to alert them about potentially harmful messages.

Create Conpliance Rules: Under the Gmail settings, create rules that quarantine suspicious emails and notify users when they receive
messages that might be phishing attempts.

Train Users: Educate users on how to recognize phishing attempts and the importance of marking suspicious emails as spam.

By configuring these settings, you enhance the security against phishing attacks by both automatically handling suspected threats and
making users aware of potential dangers.

Reference

Protect against spam and phishing with Grail

Set up email authentication (SPF, DKIM, DMARC)
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Your company recently migrated to Google Workspace and wants to deploy a commonly used third-party app to all of finance.
Your OU structure in Google Workspace is broken down by department. You need to ensure that the correct users get this app.
‘What should you do?

e A For the Finance OU, enable the third-party app in SAML apps.
e B. At the root level, disable the third-party app. For the Finance OU, allow users to install only whitelisted apps from the
Google Workspace Marketplace.



e C. For the Finance OU, enable the third-party app in Marketplace Apps.
e D. At the root level, disable the third-party app. For the Finance OU, allow users to install any application from the Google
Workspace Marketplace.
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Reference: https://support.google.conva/answer/6089179?hi=en
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Your corporate LDAP contains the email addresses of several hundred non-employee business partners. You want to sync these
contacts to Google Workspace so they appear in Gmail's address autocomplete for all users in the domain.

What are two options to meet this requirement? (Choose two.)

A. Develop a custom application to call the Domain Shared Contacts APL.
B. Configure GCDS to populate a Group with external members.

C. Configure GCDS to synchronize shared contacts.

D. Use the Directory API to upload a .csv file containing the contacts.

E. Use the People API to upload a .csv file containing the contacts.

ER: AC
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https/support.google.conva/answer/9281635?hi=en&ref topic=20016
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As the newly hired Admin in charge of Google Workspace, you learn that the organization has been using Google Workspace for
months and has configured several security rules for accessing Google Drive. A week after you start your role, users start to
complain that they cannot access Google Drive anymore from one satellite office and that they receive an error message that "a
company policy is blocking access to this app." The users have no issue with Gmail or Google Calendar. While nvestigating, you
learn that both this office's Internet Service Provider (ISP) and the global IP address when accessing the internet were changed over
the weekend. What is the most logical reason for this issue?

e A. Anaccess level was defined based on the IP range and applied to Google Drive via Context- Aware Access.

¢ B. Youneed to raise a ticket to Google Cloud Support to have your new IP ranges registered for Drive API access.

e C. The Network Mask defined in Security > Settings > SSO with 3rd Party IdPs should be updated to reflect the new IP
range.

e D. Under Drive and Docs > Sharing Settings, the "Whitelisted domains" list needs to be updated to add the new ISP domain.

BER: A
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Access Context-Aware Access Settings: In the Google Admin console, go to Security > Context-Aware Access.
Review Access Levels: Check the existing access levels and policies applied to Google Drive.

Update IP Ranges: Update the IP range in the access levels to include the new IP addresses from the satellite office.
Apply Changes: Save and apply the changes to ensure that users in the satellite office can access Google Drive.
Verify Access: Test access from the satellite office to confirm that users can now access Google Drive without issues.
Reference:

Google Workspace Admin Help - Context- Aware Access

Google Workspace Admin Help - Setting up Context- Aware Access
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