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As we all know, famous companies use certificates as an important criterion for evaluating a person when recruiting. The number of
certificates you have means the level of your ability. GCIH practice materials are an effective tool to help you reflect your abilities.
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GIAC Certified Incident Handler Sample Questions (Q42-Q47):
NEW QUESTION # 42 
You are responsible for security at a company that uses a lot of Web applications. You are most concerned about flaws in those
applications allowing some attacker to get into your network. What method would be best for finding such flaws?

A. Automated penetration testing
B. Code review
C. Manual penetration testing
D. Vulnerability scanning
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Answer: D

Explanation:
Section: Volume A

NEW QUESTION # 43 
In which of the following malicious hacking steps does email tracking come under?

A. Maintaining Access
B. Reconnaissance
C. Scanning
D. Gaining access

Answer: B

Explanation:
Section: Volume B

NEW QUESTION # 44 
Which of the following virus is a script that attaches itself to a file or template?

A. E-mail virus
B. Macro virus
C. Boot sector
D. Trojan horse

Answer: B

NEW QUESTION # 45 
Which of the following statements about buffer overflow is true?

A. It manages security credentials and public keys for message encryption.
B. It is a collection of files used by Microsoft for software updates released between major service pack releases.
C. It is a false warning about a virus.
D. It is a condition in which an application receives more data than it is configured to accept.

Answer: D

NEW QUESTION # 46 
You work as a Network Administrator in the SecureTech Inc. The SecureTech Inc. is using Linux-based server. Recently, you have
updated the password policy of the company in which the server will disable passwords after four trials. What type of attack do you
want to stop by enabling this policy?

A. Brute force
B. Cookie poisoning
C. Replay
D. XSS

Answer: A

NEW QUESTION # 47
......
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