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e Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

FRE 1 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of
FE2 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions
improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks
and cloud systemns.
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¢ SASE Deployment: This section of the exam measures the knowledge of Tmplementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
FRE3 compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.

¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the findamentals of SASE within enterprise environments. Candidates are expected to

EN understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-

world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing

secure design principles and the use of FortiSASE capabilities to support business and security objectives.

B Secure Access Service Edge FCSS SASE _AD-25 % &5l H &
(Q29-Q34):

PRI #29
Which two purposes is the dedicated IP address used for in a FortiSASE deployment? (Choose two.)

A. For isolation and identification

B. For allocation and assignment of unique IP addresses to remote users
C. For user access control to FortiSASE

D. For regulatory compliance

ZE: AD

8 #30
Refer to the exhibits.

Network diagram F H -I— I n E -I-

R == 0

Internall

FortiClient :gr:i?l:?E‘l 2?2': ff:r:flai:ﬁ:::ce Server
100.65.80.2/20 10.11.11.1/24 10.160.160.3/24

Zero Trust Tags FarmSASE-Camplant

Private access policy on FortiSASE

(o] fomies Fe:RTINET]

| + Create | & rdit W peere @ Q Search
Name Profile Groups Source Destination Action User
Non-Compliant-SPA 8 FortiSASE-Non-Compliant All Private Access Traffic ® Deny All VPN Users

Allow-All Private Traffic Default # FortiSASE-Compliant All Private Access Traffic v Accept All VPN Users




BGP route informatioF E#&fﬂﬁ TI n E T

LEARNED BGP ROUTES (TO_HUB/VANCOUVER - CANADA)

”0 Q kearch
Prefix & Y Next Hop & Learned From &

10.180.160.0/24 1011113 101121

100.65.17.0/24 0.0.0.0 0.0.0.0

100.65.32.0/20 0.000 0.0.00

100.65.176.0/20 0.0.0.0 0.0.0.0

100.65.17.0/24 0.0.0.0 0.0.0.0

100.65.32.0/20 0.0.0.0 0.0.0.0

100.65.176.0/20 0.0.0.0 0.0.00

Advertised routes on Hub

- .

Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric
*»i 10.12.11.1/32 10.11.11.13
*»>i 10.12.11.2/32 19.11.11.12
*>1 10.12.11.4/32 10.11.11.11
*»>i 10.160.160.0/24 10.11.11.1
*»>i 100.65.17.8/24 10.11.11.21
*»>i 100.65.18.6/24 18.11.11.13
*»>i 100.65.20.6/24 | 18.11.711.12
*»i 100.65.32.8/28", 16.11.11.11
*>i 100.65.48.6/28 10.11.11.12
*>i 100.65.128.6/20 18.11.11.12
*>i 100.65.144.0/20 10.11.11.13
*»>i 100.65.160.0/20 18.11.11.13
*»>i 100.65.176.8/28 10.11.11.11
r 1 11

LocPrf Weight RouteTag Path

1@e
1ae
1ee
160
lee
1@e
lee
1@e
168
lee
1ee
1ee
168

# get router info bgp neighbors 18.11.11.18 advertised-routes
VRF @ BGP table version is 4, local router ID is 10.1.0.254
Status codes: s suppressed, d damped, h history, * valid, > best, i -

8
a
8
32768

OO DDODODD

OO ODIDODD

internal

i

i
i
i
i
i
i
i
i
i
i
i
i
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<=/1>
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<-f1>

A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGate hub.
However, the remote FortiClient is not able to access the web server hosted behind the FortiGate hub.
Based on the exhibits, what is the reason for the access failure?

ER:
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FE #31
Refer to the exhibits.

A. The hub firewall policy does not include the FortiClient address range.
B. The hub is not advertising the required routes.
C. A private access policy has denied the traffic because of failed compliance
D. The server subnet BGP route was not received on FortiSASE.




Network diagram

o FortiSASE POP FortiGate hub
FortiClient 10/11.11.10/24 tunnelinterface

Server

100.65.80.2/20 10.160.160.3/24

10.11.11.1/24

Zero Trust Tags @ FornSASE Compliant

F::RTINET

‘TIVALE aCCESS PUICY ON roriasac

[Tonubs | | From hubs |

| + Create | #rdit Woeete  @Q Search
Name Profile Group Source Destination Action User
Non-Compliant-SPA * FortiSASE-Non-Compliant All Private Access Traffic O Deny All VPN Users

'
Allow-All Private Traffic Default FFM'FASE"H“I I mrchFT:affic v Accept All VPN Users

3GP route information on Forti SASE

LEARNED BGP ROUTES (TO_HUB/VANCOUVER - CANADA)

|l@ Q earch
Prefix & T Next Hop = a \ M Learned From &

10.160160.0/24 1011211 \ o 10.11.11

100.65.17.0/24 0.0.0.0 0.0.00

100.65.32.0/20 0000 0.0.0.0

100.65.176.0/20 0.0.00 0.0.0.0

100.65.17.0/24 0.0.0.0 0.0.0.0

100.65.32.0/20 0.0.0.0 0.0.0.0

100.65.176.0/20 Pt R_TINET. oo




Hub firewall policy

# show firewall policy
config firewall policy
edit 7

set name "vpn_Hub_spoke2hub_8"
set srcintf "Hub”
set dstintf "internall”

Fez AT |Eet=aktion accept
set srcaddr "SASE Remote Access”
set dstaddr "LAN"
set schedule "always”
set service "ALL"

next
end

# show firewall address
config firewall address

edit "LAN"
set subnet 10.160.160.0 255.255.255.0
next

edit "SASE Remote Access”
set subnet 10.11.11.0 255.255.255.0
next
end




Advertised routes on Hub
# get router info bgp neignbors 10.11.11.1@ advertised-routes
VRF 8 BGP table version is 4, local router ID is 10.1.8.254
Status codes: s suppressed, d damped, h history, * valid, > best, i internal
Origin codes: i - 1IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight RouteTag Path
*>i 19.12.11.1/32 10.11.11.13 108 4] B ic<-/1>
*>i 19.12.11.2/32 18.11.11.12 100 ) g1i<-/1>
*>i 10.12.11.4/32 10.11.11.11 188 a8 8 i<-/1>
*si 10.160.160.8/24 18.11.11.1 100 32768 Bic<-/1>
*>i 100.65.17.8/24 18.11.11.11 100 8 Bic<-/1>
*»>1 100.65.18.8/24 18.11.11.13 100 a 8 i<-f1>
*»i 100.65.20.8/24 10.11.11:12 108 e 8i<-/1>
*>i 100.65.32.8/20 108.11.11414 100 8 gic<-/1>
*5ji 108.65.48.8/208 19.%l.%1.12 18e a8 @ i<-/1>
*»i 100.65.128.8/20 _18.11711.12 1ee 2 P ic<-/1>
*>i 100.65.144.0/20 10.11.11.13 100 ] B ic<-/1>
*>i 100.65.160.0/20 16.11.11.13 1@e e 8 1i<-/1>
*»i 100.65.176.8/20 10.11.11.11 100 e Bic<-/1>

A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGate hub.
However, the remote FortiClient is not able to access the web server hosted behind the FortiGate hub.
Based on the exhibits, what is the reason for the access failure?

A. The server subnet BGP route was not received on FortiSASE.

B. The hub is not advertising the required routes.

C. A private access policy has denied the traffic because of failed compliance
D. The hub firewall policy does not include the FortiClient address range.

ER: A

AR A«

The FortiSASE BGP learned routes do not include the 10.160.160.0/24 subnet (server network). Although the FortiGate hub is
advertising this route (10.160.160.0/24) to FortiSASE, 1t is not visible in the FortiSASE BGP route table - indicating a routing issue.
Without this route, FortiSASE cannot forward traffic from FortiClient to the server.

R R #32
Which statement describes the FortiGuard forensics analysis feature on FortiSASE?

A. Tt can monitor endpoint resources in real-time.

B. It can help troubleshoot user-to-application performance issues.

C. It is a 24x7x365 monitoring service of your FortiSASE environment.

D. It can help customers identify and mitigate potential risks to their network.

ZE: D

fE R A -

The FortiGuard forensics analysis feature on FortiSASE is designed to help customers identify and mitigate potential risks to their
network . This feature provides detailed insights into suspicious activities, threats, and anomalies detected by FortiSASE. By
analyzing logs, traffic patterns, and threat intelligence, FortiGuard forensics enables administrators to mnvestigate incidents, understand
their root causes, and take proactive measures to secure the network.

Here's why the other options are incorrect:

A . Tt can help troubleshoot user-to-application performance issues: Performance troubleshooting is typically handled by features like
Digital Experience Monitoring (DEM) or application performance monitoring tools, not forensics analysis.

C . It can monitor endpoint resources in real-time: Real-time endpoint monitoring is a function of endpoint security solutions like
FortiClient or FortiEDR, not FortiGuard forensics analysis.

D. It is a 24x7x365 monitoring service of your FortiSASE environment: While Fortinet offers managed services for continuous



monitoring, FortiGuard forensics analysis is not a dedicated monitoring service. Instead, it focuses on post-incident investigation and
risk mitigation.

Fortinet FCSS FortiSASE Docummentation - FortiGuard Forensics Analysis

FortiSASE Admunistration Guide - Threat Detection and Response

il RE #33

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

A. Configure a VPN policy on FortiSASE to provide access to the internet.

B. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

C. Use FortiClient on the endpoint to manage internet access.

D. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.

ZX: B

fE R -

The recommended way to provide temporary internet access to the contractor is to use Zero Trust Network Access (ZTNA) and
tag the client as an unmanaged endpoint . ZTNA ensures that only authorized users and devices can access specific resources, while
treating all endpoints as untrusted by default. By tagging the contractor's device as an unmanaged endpoint, you can apply strict
access controls and ensure that the contractor has limited access to only the necessary resources (e.g, the web-based POS system)
without exposing the internal network to unnecessary risks.

Here's why the other options are less suitable:

A . Use FortiClient on the endpoint to manage internet access: While FortiClient provides endpoint security and management, it
requires installation and configuration on the contractor's device. This may not be feasible for temporary contractors or unmanaged
devices.

B. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy: While this
approach can control web traffic, it does not provide the granular access control and security posture validation offered by ZTNA.
Additionally, managing PAC files can be cumbersome and less secure compared to ZTNA.

D . Configure a VPN policy on FortiSASE to provide access to the internet: Using a VPN policy would grant broader access to the
network, which is not ideal for a temporary contractor. It increases the risk of unauthorized access to internal resources and does
not align with the principle of least privilege.

Fortinet FCSS FortiSASE Documentation - Zero Trust Network Access (ZTNA) Use Cases FortiSASE Administration Guide -
Managing Unmanaged Endpoints
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