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B #29
What is the purpose of FortiGate's 'FortiGuard' service in security profiles?

A. Provides real-time threat intelligence updates
B. Configures VPN tunnel encryption

C. Enables local storage of security logs

D. Manages HA cluster synchronization

EfE: A

A -

FortiGuard services provide real-time threat intelligence updates to FortiGate for signatures, URL databases, and anti-malware,
enhancing security profiles like IPS and web filtering. It does not handle log storage (B), VPN encryption (C), or HA
synchronization (D). Exact extract: "FortiGuard services deliver real-time threat intelligence, updating FortiGate with the latest
signatures, URL databases, and anti-malware definitions for security profiles."

HH #30
In FortiGate, what is the purpose of a Virtual IP (VIP)?

A. To assign a secondary IP to a physical interface
B. To map an external IP to an internal IP for NAT
C. To enable load balancing for VPN tunnels

D. To create a virtual interface for VLANs

IEf#: B

e«

A Virtual IP (VIP) in FortiGate maps an external [P address to an internal [P for Destination NAT (DNAT), commonly used for
accessing internal servers from external networks. It is not for VLANs (B), secondary IPs (C), or VPN load balancing (D). Exact
extract: "Virtual IPs (VIPs) are used for Destination NAT, mapping an external [P address to an internal IP to allow external access
to internal resources, such as servers."

R #31
A firewall receives an out-of-order packet in a TCP session after the FIN/ACK and the packet is dropped as expected. What
parameter can be changed to prevent such drops?

A. TCP time-wait timer
B. TCPMSS

C. TCP close-wait timer
D. Enable TCP option

IEf#E: A

AR :

Out-of-order packets after FIN/ACK indicate a packet arriving in the TIME WAIT state, where the session is closing. The TCP
time-wait timer controls how long the firewall keeps the session in the TIME_WAIT state to handle late packets. Increasing this
timer allows the firewall to accept such packets instead of dropping them Close-wait timer relates to a different state, TCPMSS
affects packet size, and "Enable TCP option" is not a standard parameter. Exact extract: '"The TCP time-wait timer determines how
long a session remains in the TIME_WAIT state to handle out-of-order or retransmitted packets after FIN/ACK... Adjusting this
timer can prevent drops of late-arriving packets."
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P #32
Which FortiGate feature allows for policy-based routing?

A. SD-WAN Rules
B. Policy Routes

C. Dynamic Routes
D. Static Routes

IEf#: B

TR

Policy Routes in FortiGate allow routing decisions based on criteria like source, destination, or service, overriding the default routing
table. SD-WAN Rules (A) are for WAN optimization, Static Routes (C) are fixed, and Dynamic Routes (D) are protocol-based,
not policy-based. Exact extract: "Policy Routes allow FortiGate to make routing decisions based on user-defined criteria, such as
source/destination IPs or services, overriding standard routing,"

HM #33
‘Which FortiGate feature supports load balancing across multiple WAN links?

e A. Multi-Path Routing
¢ B. Link Aggregation
e C.SD-WAN

¢ D. Virtual Routing

Ef#: C

L2

FortiGate's SD-WAN feature enables load balancing and intelligent traffic steering across multiple WAN links based on criteria like
bandwidth, latency, or application. Link Aggregation (B) bonds interfaces, Virtual Routing (C) is VRF, and Multi-Path Routing (D)
is not a standard term. Exact extract: "SD-WAN enables load balancing and traffic steering across multiple WAN links, optimizing

performance and reliability based on configured rules and metrics."
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