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ER #26
What is the primary purpose of Kuberetes runtime security?

A. Encrypts the sensitive data stored in etcd.

B. Scans container images before deployment.

C. Manages the access control to the Kubernetes APL.
D. Protects workloads against threats during execution.

Ef#: D

fEE N -

The main purpose of Kubernetes runtime security is to protect workloads during execution. Option B is correct because runtime
security focuses on monitoring active Pods, containers, and processes to detect and prevent malicious activity such as privilege
escalation, anomalous network connections, or unauthorized file access.

Option A (etcd encryption) addresses data at rest, not runtime. Option C (image scanning) occurs pre- deployment, not during
execution. Option D (API access control) is enforced through RBAC and IAM, not runtime security.

Runtime security solutions (e.g., Falco, Cilium, or Kyverno) continuously observe system calls, network traffic, and workload
behaviors to enforce policies and detect threats in real time. This ensures compliance, strengthens defenses in zero-trust
environments, and provides critical protection for cloud native workloads in production.

References:- CNCF Security TAG Guidance- CNCF Platforms Whitepaper- Cloud Native Platform Engneering Study Guide

B #27
What is a key cultural aspect that drives successful platform adoption in an organization?

A. Encouraging platform feedback loops from developers to improve usability.
B. Keeping platform development separate from application teams.

C. Prioritizing platform security over usability.

D. Mandating that all teams must use the platform without exceptions
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Successful platform adoption depends heavily on cultural practices that foster collaboration and continuous improvement. Option D
is correct because feedback loops between developers and platform teams ensure that the platform evolves to meet developer
needs while balancing security and governance. This aligns with the principle of treating the platform as a product, where developer
experience is central.

Option A (mandates) often lead to resistance and shadow IT. Option B isolates platform teans, creating silos and reducing
alignment with developer workflows. Option C is misleading-security is important, but overemphasizing it at the expense of usability
hinders adoption.

Feedback-driven iteration creates trust, improves usability, and drives organic adoption. It transforms the platform into a valuable
product that developers want to use, rather than one they are forced to adopt.

References:- CNCF Platforms Whitepaper- Team Topologies (Platform as a Product model)- Cloud Native Platform Engineering
Study Guide

HM #28
‘Which metric measures a cloud native platform's impact on developer productivity and deployment speed?

A. Track average time from code commits to successful production deployment.
B. Evaluate total security vulnerabilities detected during platform usage.

C. Measure total cloud resource utilization across all development teans.

D. Monitor overall cloud infrastructure cost and resource consumption.

Ef: A

fEEL:

The Lead Time for Changes metric, one of the DORA (DevOps Research and Assessment) metrics, directly measures the impact of
a platform on developer productivity and deployment speed. Option B is correct because it reflects the average time taken from
when code is committed until it is successfully deployed into production. A shorter lead time indicates that the platform enables faster
feedback loops, quicker delivery of features, and overall improved developer experience.

Option A (infrastructure cost) and Option D (resource utilization) are important for operations but do not measure productivity or
speed. Option C (security vulnerabilities) relates to platform security posture, not productivity.

By tracking lead time, organizations can evaluate how effective their platform is in enabling self-service, automation, and streamlined
CI/CD workflows. Improvements in this metric demonstrate that the platform s successfully reducing fiiction for developers and
accelerating value delivery to end users.

References:- CNCF Platforms Whitepaper- State of DevOps Report (DORA Metrics)- Cloud Native Platform Engineering Study
Guide

HRE#29

Which provisioning strategy ensures efficient resource scaling for an application on Kubernetes?

A. Manual provisioning of resources based on predicted traffic.

B. Using a declarative approach with Infrastructure as Code (IaC) tools to define resource requirements.
C. Using an imperative approach to script resource changes in response to traffic spikes.

D. Implementing a fixed resource allocation that does not change regardless of demand.

EfE: B

AR

The most efficient and scalable strategy is to use a declarative approach with Infrastructure as Code (1aC)

. Option B is correct because declarative definitions specify the desired state (e.g,, resource requests, limits, autoscaling policies) in
code, allowing Kubernetes controllers and autoscalers to reconcile and enforce them dynamically. This ensures that applications can
scale efficiently based on actual demand.

Option A (fixed allocation) is inefficient, leading to wasted resources during low usage or insufficient capacity during high demand.
Option C (manual provisioning) introduces delays, risk of error, and operational overhead. Option D (imperative scripting) is not
sustainable for large-scale or dynamic workloads, as it requires constant manual intervention.

Declarative [aC aligns with GitOps workflows, enabling automated, version-controlled scaling decisions.

Combined with Kubernetes' Horizontal Pod Autoscaler (HPA) and Cluster Autoscaler, this approach allows platforns to balance
cost efficiency with application reliability.



References:- CNCF GitOps Principles- Kubernetes Autoscaling Documentation- Cloud Native Platform Engineering Study Guide

HH #30
A platform team is implementing an API-driven approach to enable development teans to consume platform capabilities more

effectively. Which of the following examples best illustrates this approach?

A. Tmplementing a CI/CD pipeline that automatically deploys updates to the platform based on developer requests.
B. Developing a dashboard that visualizes platform usage statistics without exposing any APIs.

C. Providing a documented process for developers to submit feature requests for the platform.

D. Allowing developers to request and manage development environments on demand through an internal tool.

IEf#: D

TR

An API-driven approach in platform engineering enables developers to interact with the platform programmatically through self
service capabilities. Option C is correct because giving developers the ability to request and manage environments on demand via
APIs or internal tooling exemplifies the API-first model. This approach abstracts infrastructure complexity, reduces manual
intervention, and ensures automation and repeatability-all key goals of platform engineering,

Option A is a traditional request/response workflow but does not empower developers with real-time, self- service capabilities.
Option B provides visibility but does not expose APIs for consumption or management.

Option D focuses on automating platform updates rather than enabling developer nteraction with platform services.

By exposing APIs for services such as provisioning environments, databases, or networking, the platform team empowers
developers to operate independently while maintaining governance and consistency. This improves developer experience and
accelerates delivery, aligning with internal developer platform (IDP) practices.

References- CNCF Platforns Whitepaper- CNCF Platform Engineering Maturity Model- Cloud Native Platform Engineering
Study Guide
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