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PRI #15
Which of'the following areNOTincluded within the three-dot menu on Identity-based Detections?

Which of'the following are not included within the three-dot menu on Identity-based Detections?

e A, Edi status

e B. Add exclusion

e C. Add comment

e D. Add to Watchlist

ZE: D

fE R A -

In Falcon Identity Protection, thethree-dot (#) action menuon anidentity-based detectionprovides analysts with a limited set of
actions that applydirectly to the detection itself. According to the CCIS curriculum, these actions are designed to support
mvestigation workflow, tuning, and documentation.

The supported actions in the detection-level three-dot menu include:

* Edit status, which allows analysts to update the detection state (for example, New, In Progress, or Closed).

* Add comment, which enables collaboration and documentation directly on the detection.

* Add exclusion, where supported, to suppress future detections that match known benign behavior.

Add to Watchlistisnot includedin this menu because watchlists are applied toentities(such as users, service accounts, or endpoints),
not to detections. Watchlists are managed from entity views or investigation workflows and are used to increase visibility and
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monitoring priority for specific identities-not to act on individual detections.
This distinction is emphasized in CCIS training to reinforce the separation betweenentity-centric actionsand detection-centric actions.
Because watchlists operate at the entity level, Option Bis the correct and verified answer.

il =8 #16
Which of'the followingBES Tindicates that this user has an established baseline?

A. The user has recent logon activity on ETIS-WS03

B. The user has a risk score of 6.4

C. The user has endpoints that they are considered owners of
D. The user was found logging into five endpoints

ER: C

Bt B B -

In Falcon Identity Protection, auser baselineis established by observing consistent and repeatable behavior over time, including
authentication patterns, endpoint associations, and usage context. According to the CCIS curriculum, one of the strongest indicators
that a user has an established baseline is the presence ofendpoints for which the user is identified as an owner.

Endpoint ownership is determined through historical authentication behavior and usage frequency. When Falcon identifies that a user
consistently logs into specific endpoints over time, those endpoints are marked as owned, which signifies that sufficient historical data
exists to confidently model the user's normal behavior.

This ownership relationship is only created after Falcon has observed the user long enough to establish a reliable baseline.

The other options do not definitively indicate a baseline:

* Logging into multiple endpoints may occur during initial discovery or anomalous activity.

* A tisk score reflects current risk posture, not baseline maturity.

* Recent logon activity alone does not imply historical consistency.

Becauseendpoint ownership requires sustained, predictable behavior over time, it is the clearest indicator that Falcon has
successflly established a user baseline. Therefore,Option Bis the correct and verified answer.

P& #17
How many days will an identity-based incident be suppressed if new events related to the same incident occur?

A. 14 days
B. 5 days
C. 7 days
D. 30 days

E%: B

fRRERR A «

Falcon Identity Protection usesincident suppression windowsto prevent alert fatigue while still maintaining accurate incident tracking,
According to the CCIS documentation, whennew events related to an existing identity-based incident occur, the incident
issuppressed for 5 days.

This suppression means that Falcon does not generate a new incident for the same activity during this window. Instead, additional
detections areadded to the existing incident, allowing analysts to view the full progression of the threat in a single investigative
context.

The 5-day suppression window ensures that ongoing identity attacks-such as repeated authentication abuse or lateral movement-are
consolidated rather than fragmented across multiple incidents. This improves mnvestigation efficiency and aligns with Falcon's incident
lifecycle management approach.

Because the suppression period is fixed at5 days,Option Dis the correct and verified answer.

PRI #18
What setting can be switched under the Domain Security Overview for each Active Directory domain and/or Azure tenant?

e A Privileged Identities
¢ B. Domains
e (. Scope



e D. Goal
ER: C

it RE S B -

In the Domain Security Overview,Scopeis a configurable setting that allows administrators toswitch between Active Directory
domains and Azure tenants. This capability is essential for organizations managing multiple identity environments, as it enables
targeted risk assessment and comparison across different identity infrastructures.

The CCIS documentation explains that Scope determineswhich domain or tenant's identity data is displayedin the Overview
dashboard, including risk scores, trends, and prioritized remediation guidance.

Changing the scope does not alter risk calculations; it simply refocuses the analysis on the selected identity environment.
Other options are incorrect because:

* Privileged Identities represent a subset of users, not a switchable setting.

* Domains are entities, not a dashboard control.

* Goal changes how risks are evaluated, not which environment is displayed.

By allowing granular control over which domain or tenant is analyzed, Scope supports accurate identity risk management in complex,
hybrid environments. Therefore,Option Dis the correct answer.

PR #19
Which of the following IDaaS connectors will allow Identity to ingest cloud activity along with applying SSO Policy?

A. Okta SSO
B. SAML

C. Azure NPS
D. ADFS

ER: A

fE AR A«

Falcon Identity Protection integrates withldentity-as-a-Service (IDaaS)providers to ingest cloud authentication activity and enforce
identity-based policies. According to the CCIS curriculum,Okta SSOis a supported IDaaS connector that enables Falcon to
ingestcloud authentication eventswhile also applying Single Sign-On (SSO) policies.

Okta SSO provides rich identity telemetry, including login attempts, device context, and authentication outcomes. This data allows
Falcon Identity Protection to correlate on-premises and cloud-based identity activity, extending identity risk analysis beyond Active
Directory.

The other options are incorrect:

* ADFSis an on-premises federation service, not a cloud IDaaS.

* Azure NPSis used for RADIUS-based MFA, not SSO ingestion.

* SAMLs a protocol, not an IDaaS connector.

Because Okta SSO provides both cloud activity ingestion and SSO enforcement,Option Bis the correct and verified answer.
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