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P8 #355

An engineer must attach an ESXi host to the Cisco ACI fabric. The host is connected to Leaf 1 and has its gateway IP address
10.10.10.254/24 configured side the ACI fabric. A new firewall is attached to Leaf2 and mapped to the same EPG and BD as
the ESXi host. The engineer must migrate the gateway of the ESXi host to the firewall. Which configuration set accomplishes this

goal?

e A Disable unicast routing,
Define IP address 10.10.10.254/24 on the firewall.
¢ B. Enable unicast routing,
Configure IP address 10.10.10.254/24 on the ACI EPG.
e (. Enable unicast routing.
Set IP address 10.10.10.254/24 on the firewall.
e D. Disable unicast routing,
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Configure IP address 10.10.10.254/24 on the ACI BD.
BER: A

fB RSB«

‘When ACI Bridge Domain has unicast routing enabled, the gateway IP is served by ACI (Anycast Gateway), which distributes the
IP to all relevant leaf switches.

To migrate the gateway to an external device (the firewall), unicast routing in the ACI BD must be disabled, preventing ACI from
advertising or responding on that gateway IP.

The firewall will take over as the default gateway by configuring the gateway [P address on it, and all endpoints will use the firewall
as their next hop.

This approach allows ARP and Layer 2 traffic to flow through the ACI fabric, but all routing (Layer

3) occurs on the external firewall

iR #356
Which tenant is used when configuring in-band management IP addresses for Cisco APICs, leaf nodes, and spine nodes?

A. mgnt

B. common
C. default
D. infra

EX: D

AR A -

Reference:

httpsy/www.cisco.comvc/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/

b KB Configuring Static Management Access.htmiffconcept CFF63FEBE947424291B0F10E6F23DA7D

F 8 #357
What must be enabled in the bridge domain to have the endpoint table learn the IP addresses of endpoints?

A. GARP based detection
B. L2 unknown unicast: flood
C. subnet scope

D. unicast routing

ZE: D

R 8 #358
A network engineer must allow secure access to the Cisco ACI out-of-band (OOB) management only from external subnets 10 0

0024 and 192.168 20 G'25. Which configuration set accomplishes this goal?
Create a L30ut in the MGMT tenant in O0B VRF
Set External Management Network Insiance Profile 25 a consumer ofghelDQB contract
Create an External EPG with two subnet entries with the extérnal Subflets

Create a PBR service graph in the MGMT tenant =

Create a management Profile vath the required QOB EPG b

Redirect all traffic going into ACI management to the extemal firtwall

Create two subnet entnies under the QOB Bridge domain, with the required subnets

Create an QOB contract that allows the requined ports

Provide the contract from the QOB EPG

Consume the contract by the OOB Extémal Management Network Instance Profile

Create two subnet entries in the Exiemaiifanagement Network Profile with the required subnets

Creale an EPG and BD inth@ MGAIT tenant in O0B VRF

Set OOB VRF to provide the'Gontract
Seat a new EPG to consume the OOB contract

e A OptionC



¢ B. Option A
e C.OptionB
e D. OptionD

BER: A

it RE S -

To enable the APIC ina Cisco ACI fabric using out-of-band management connectivity to access a routable host with an IP address
0f192.168.11.2, youneed to add a Fabric Access Policy that allows management connections. This involves configuring a contract
that will be consumed and provided to your OOB devices. The contract will let the system know what traffic is allowed. In this case,
you will use the default/common contract to permit any traffic. This is necessary because the APIC needs to be able to send traffic to
and receive traffic from the management network 1.

Reference:

ACT: Configuring Out-of-Band (OOB) Access for Your Fabric - Ciscol

Troubleshoot ACI Management and Core Services - In-band and Out-of-band Management - Cisco2

i RE #359

An engineer must add new servers to a Cisco ACI cluster and configure ports to accept the new servers. The existing servers are
dual-homed to Leafl01 and Leafl 02 using ports 1-3 and an interface policy group called cluster] ifpg. The new servers must use
ports 1 and 2 on Leafl 03 and Leafl 04. Which two actions must be taken to enable the ports with the same configuration as the
existing servers in the cluster? (Choose two.)

A. Connect with interface selector using a new AEP.

B. Configure interface selector using a new iterface policy group.
C. Attach interface selectors to leaf profiles Leafl103 and Leaf104.
D. Use mterface selector for cluster] infpg.

E. Select ports 1 and 2 using interface selectors.
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