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EXIN EPI Certified Information Technology Manager B E CITM A BRI E
(Q40-Q45):

H #40
Senior management suspects possible threats in the IT organization and demands a high-level assessment which will list risks

identified in order of priority for treatment. Which type of analysis should be conducted?

A. Quantitative analysis

B. Semi-quantitative analysis
C. Qualitative analysis

D. Ad hoc analysis

Ef#: C

fERL:

Abhigh-level assessmentto list risks i order of priority for treatment is best conducted usingqualitative analysis(D). According tolSO
31000, qualitative risk analysis assesses risks based on their likelihood and impact using non-numerical methods (e.g,, risk matrices,
high/mediunylow ratings). This approach is suitable for high-level assessments, as it quickly prioritizes risks without requiring detailed
quantitative data, aligning with senior management's needs for a prioritized risk list.

* Quantitative analysis (A):Uses numerical data (e.g,, cost estimates, probabilities) for detailed analysis, not ideal for high-level
OVeIviews.

* Semi-quantitative analysis (B):Combines qualitative and quantitative methods, but is more detailed than needed for a high-level
assessment.

* Ad hoc analysis (C):Not a standard risk analysis method; implies informal analysis, unsuitable for structured prioritization.
Reference:EPI CITM study guide, under Risk Management, likely references ISO 31000's qualitative risk analysis for high-level
assessments. Check sections on risk assessment or prioritization.

HE#4

The introduction of a security awareness program has resulted in a quick decrease in security incidents. Fight months later, security
mcidents are showing a sudden increase, and the blame is put on a non-finctioning security awareness program. What is most likely
the cause?

e A. Scope of the program is too narrow, not covering all areas of interest
e B. Insufficient budget

e C. Message materials are few and static, and renewal is not taking place
e D. Lack of resources for instructor-led sessions

IEf: C

A -

Security awareness prograns require ongoing engagerent to remain effective. If security incidents decrease initially but increase after
eight months, the most likely cause is thatmessage materials are few and static, and renewal is not taking place(C). Static content
becomes outdated or ignored over time, reducing its impact. Regular updates, new campaigns, and varied delivery methods (e.g,,
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videos, quizzes) are essential to maintain employee awareness and adapt to evolving threats, as perISO/IEC 270010orNISTsecurity
awareness guidelines.

* Insufficient budget (A):While budget constraints could limit program scope, there's no evidence in the scenario to suggest this is the
primary issue.

* Scope too narrow (B):A narrow scope might limit effectiveness initially, but the initial success suggests the scope was adequate;
the issue is sustaining engagement.

* Lack of resources for instructor-led sessions (D):Instructor-led sessions are one delivery method, but the core issue is likely
outdated content rather than delivery format.

Reference:EPI CITM study guide, under Information Security Management, likely discusses security awareness program
maintenance, emphasizing the need for regular content updates. Refer to sections on security awareness or human factors in security.

H #42
The new social media platform is multi-media supported and will generate a large volume of raw data. The marketing department has
aneed for advanced analysis of this data. Which data management technology applies best?

A. Master Data Management (MDM)
B. Digital Asset Management (DAM)

C. Big Data Analysis

D. Online Analytical Processing (OLAP)

EfE: C

A -

The scenario describes a social media platform generating alarge volume of raw data(e.g,, user interactions, multimedia content) and
a need foradvanced analysisby the marketing department. Big Data Analysis(D) is the best technology, as it handles large,
unstructured datasets and uses advanced techniques (e.g,, machine learning, predictive analytics) to derive insights, such as user
behavior or campaign effectiveness.

* Master Data Management (MDM) (A):Focuses on managing core business data (e.g,, customer records) for consistency, not
analyzing large raw datasets.

* Digital Asset Management (DAM) (B):Manages nultimedia assets (e.g., images, videos) for storage and retrieval, not advanced
analysis.

* Online Analytical Processing (OLAP) (C):Supports multidimensional analysis of structured data but is less suited for unstructured,
large-scale social media data compared to big data tools.

Big Data Analysis aligns withI T strategyfor leveraging large datasets to drive business value, as per modern data management
frameworks.

Reference:EPI CITM study guide, under IT Strategy, likely discusses data management technologies, emphasizing big data for
advanced analytics. Refer to sections on data analytics or emerging technologies.

ER#43

Activities in a project are discussed in a Work Breakdown Structure (WBS) session during the planning phase. Team members
mform the project manager that whilst estimating the duration for activities, a lot of data exist about the effort required for each of
them. Which estimation technique is best considered?

A. Top-down
B. Bottom-up
C. Three-point
D. Comparative

Ef@E: B

AR :

When a lot of data exist about the effort required for project activities, thebottom-upestimation technique (D) is most appropriate.
This method mnvolves estimating the effort for each task in theWork Breakdown Structure (WBS)individually, then aggregating them
to derive the total project duration or cost. It leverages detailed data for accuracy, as perPMBOK's estimation techniques.

* Top-down (A):Uses high-level estimates based on historical data or expert judgment, less accurate with detailed task data
available.

* Three-point (B):Uses optimistic, pessimistic, and most likely estimates for uncertainty, but is less focused on leveraging detailed
effort data.

* Comparative (C):Likely refers to analogous estimation, which relies on comparisons to past projects, not detailed task data.



Bottom-up estimation is ideal when detailed effort data is available, ensuring precision in project planning.

Reference:EPI CITM study guide, under Project Management, likely covers PMBOK's estimation techniques, emphasizing bottorm+
up for detailed data scenarios. Refer to sections on project planning or cost

/duration estimation.

HE #44
Business is changing fast, resulting in the need to formally appoint a new staff member responsible for guiding the process in a
controlled manner. Which role does apply?

A. Business Relationship Manager
B. Service Level Manager

C. Change Manager

D. Risk Manager

Ef: C

R -

In a fast-changing business environment, aChange Manager(D) is responsible for guiding the change process in a controlled manner.
According tol TIL, the Change Manager oversees the change management process, ensuring that changes to IT services or
infrastructure are assessed, approved, and implemented with minimal disruption to business operations. This role is critical when
rapid business changes require structured control to maintain stability and alignment with organizational goals.

* Risk Manager (A):Focuses on identifying and mitigating risks, not directly managing change processes.

* Service Level Manager (B):Ensures service levels meet agreed standards, focusing on service delivery rather than change control.
* Business Relationship Manager (C):Manages relationships with business stakeholders to align IT services with needs, not
specifically change processes.

The Change Manager's role, as defined in ITIL's change management framework, is essential for controlling the pace and impact of
changes in a dynamic environment.

Reference:EPI CITM study guide, under Service Management, likely references ITIL's change management processes, detailing the
Change Manager's responsibilities. Check sections on ITIL change management or service transition.

B #45
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