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GIAC Cloud Security Automation Sample Questions (Q116-Q121):

NEW QUESTION # 116

Which two practices help improve microservice security?
(Choose Two)

Response:

A. Encrypting communication between services

B. Using a single authentication method for all services
C. Implementing network segmentation

D. Hardcoding credentials in configuration files

Answer: A,C

NEW QUESTION # 117
In the context of GCSA, what role does Infrastructure as Code (IaC) play in cloud security?
Response:

A. Tt enhances the physical security of cloud servers.

B. It increases the dependency on manual interventions.

C. It reduces the flexibility of cloud resources.

D. It enables the automated setup and maintenance of cloud environments.

Answer: D

NEW QUESTION # 118
Which of'the following is a critical aspect to consider when implementing microservice security in a DevOps environment?
Response:

A. Periodic service downtime for maintenance
B. Frequent team-building activities

C. Strong encryption of commumication channels
D. Long-term data archiving strategies

Answer: C

NEW QUESTION # 119
Which security consideration is relevant during the Continuous Integration (CI) phase of DevOps?
Response:

A. Network encryption

B. User authentication

C. Code analysis and scanning
D. Penetration testing

Answer: C

NEW QUESTION # 120
What is a primary concern for securing Kubernetes clusters?
Response:

A. Increased system performance

B. Reduced monitoring of containers
C. Limited scalability

D. Insecure access to Kubernetes API



Answer: D

NEW QUESTION # 121
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