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NEW QUESTION # 88 
Physical evidence includes things like computers, tools, hardware, or perishable evidence capable of reproduction.

A. False
B. True

Answer: B

Explanation:
Physical evidence in cyber investigations includeshardware-based digital storage, computing devices, and forensic copiesof data.
Examples include:
Laptops, desktops, and mobile devicesused to commit cybercrimes.
USB drives, hard disks, and SSDscontaining sensitive data.
Printed documentswith digital forensic significance.
Handling physical evidence requiresproper chain of custody protocols.
References:
McAfee Institute Digital Forensics Handbook
DOJ Cybercrime Evidence Handling Guide
Federal Digital Chain of Custody Procedures

NEW QUESTION # 89 
How is a privacy policy used in social networks?

A. To protect members' information
B. All of the above
C. To set guidelines on how information will be shared

Answer: B

Explanation:
Social media platforms arelegally requiredto publishprivacy policiesthat explain:
How they protect user informationfrom breaches and unauthorized access.
The guidelines for data sharingwith third parties, advertisers, and governments.
What security measures are in place(e.g., encryption, multi-factor authentication).
Despite privacy policies, many platforms have been criticized forviolating privacy rightsthrough:
Unlawful data collection and sale(e.g., Facebook-Cambridge Analytica scandal).
Failing to notify users about security breaches.
Tracking user activity even after logging out.
Thus, while privacy policiesexist to protect users, they oftenfavor corporate interestsover privacy rights.
References:Privacy in Practice, OSINT Techniques by Michael Bazzell.

NEW QUESTION # 90 
Which of the following is a commonOSINT toolused for gathering domain information?

A. Dark web marketplaces
B. Google Translate
C. Virtual Private Networks (VPNs)
D. WHOIS Lookup

Answer: D

Explanation:
Comprehensive and Detailed In-Depth Explanation:WHOIS Lookupprovidespublic registration details about a domain, including:
* Owner details (if not protected by privacy services).
* Hosting provider and IP addresses.
* Historical domain records for tracking ownership changes.
Investigators use WHOIS data forwebsite attribution, fraud detection, and cyber threat intelligence.
References:McAfee Institute CCII OSINT Techniques, Exploring the Real-World Value of OSINT.



NEW QUESTION # 91 
NSI embodies both policy intelligence and central intelligence.

A. False
B. True

Answer: B

Explanation:
Policy intelligence refers to intelligence used for strategic decision-making at the government level, while central intelligence involves
intelligence collected, processed, and analyzed by agencies such as the CIA, NSA, and FBI. Both aspects are integral to NSI.
References: McAfee Institute CCII Official Training, National Security Strategy Reports.

NEW QUESTION # 92 
Direct evidence is called to eliminate a specific act.

A. False
B. True

Answer: A

Explanation:
Direct evidencerefers tofirsthand accounts, recordings, or eyewitness testimonythat directly proves a fact.
However, it doesnot necessarily eliminateother possible explanations for an act. Examples include:
Surveillance footagecapturing a suspect at a crime scene.
Witness statementsconfirming actions.
While direct evidence is compelling, investigatorsstill assess additional evidence to support conclusions.
References:
McAfee Institute Digital Evidence Handbook
U.S. Court Evidence Rules
Federal Investigation Techniques Manual
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