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¢ Introduction: This section lays the groundwork for newcomers to business continuity by clarifying what
business continuity is, why it matters in organizational resilience, and how its findamental practices
mnterconnect under the Good Practice Guidelines (GPG) framework.

FEE1

e Analysis This module dives into the analytical stage, focusing on tools such as Business Impact Analysis
(BIA) and risk assessment to identify critical fmctions and vulnerabilities—essential for understanding what

EE?2
H the organization must protect and why.

¢ Design: Here, learners explore how to translate analysis into strategic plans by developing continuity
designs that mitigate identified risks, ensuring critical operations remain fimctional or can be quickly

3
e restored during disruptions.
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¢ Validation: This final module emphasizes testing and verifying the effectiveness of implemented plans
T4 through exercises and reviews—ensuring that what was designed and implemented actually performs as
mtended under real-world conditions.

¢ Policy and Programme Management and Embedding: This part guides users through establishing a Business
THE 5 Continuity Management System (BCMS), including how to craft governance, define a policy, and embed
these elements into the fabric of an organization for long-term sustainability.
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PR #10
Ore of'the steps in the risk management process is to establish the risk treatment required. The purpose of risk treatment is to:

e A. Mitigate each risk identified by reducing the likelihood of the risk occurring or by lowering the impact of disruption

¢ B. Ensure that regular updates on the current status of the risk are presented to top management

C. Calculate a risk score based on the combination of the likelihood of the risk occurring and the consequences of this
happening

e D. Ensure that a named person within the organization takes responsibility for the monitoring and management of the risk
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Risk treatment is a findamental phase within the risk management process, focusing on how identified risks will be managed to
reduce their potential impact or likelihood. The CBCI 7.0 course clarifies that risk treatment involves selecting and implementing
measures to either prevent risks from occurring or to mmimize their adverse effects on the organization. This step is critical to building
resilience, as it directly influences the mitigation of unacceptable risks that could disrupt key business activities. While assigning
responsibility, scoring risks, and reporting are important supporting actions, the core purpose of risk treatment is to apply controls
and strategies that reduce risk exposure effectively, thereby enhancing continuity readiness.

Reference:CBCI 7.0 Study Guide, Module 3: Risk Management and Risk Treatment, pages 50-53.

P #11
Which of the following statements about the methods used to collect information following an exercise is correct?

A. Surveys are especially effective if an exercise and its participants are spread out over nultiple locations

B. Only senior level exercise participants should provide opinions during the debrief

C. A hot debrief should be conducted within one month after the conclusion of an exercise

D. One-on-one interviews with all exercise participants should be conducted within one month following the exercise
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Surveys are a practical and efficient way to collect feedback from participants who may be geographically dispersed or involved in
staggered exercise sessions. The CBCI 7.0 course emphasizes that surveys enable broad participation and timely nput collection,
which can be crucial when participants cannot all meet in person or at the same time. Hot debriefs are typically immediate post-
exercise discussions, not extended over a month. One-on-one interviews and limiting input to senior personnel restrict breadth and
may delay feedback.

Reference:CBCI 7.0 Study Guide, Module 6: Exercising and Validation, pages 125-128.
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FIRE #12
For a strategic response team to be effective, its members should have:

A. A detailed understanding of each requirement set out in Business Continuity plans
B. Ability to identify commercial opportunities in adverse situations

C. Decisiveness and the ability to make decisions quickly

D. Skill in coordinating resources, operations and suppliers
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Strategic response teams play a crucial role in managing crises by making timely, high-level decisions that guide the organization's
overall continuity response. The CBCI 7.0 course emphasizes thatdecisiveness and rapid decision-makingare essential qualities for
such teanrs, as delays can exacerbate disruptions and increase impacts. While coordination skills and understanding of Business
Continuity plans are important, the strategic team must prioritize swift, confident decisions to steer operational teans and allocate
resources effectively during dynamic and stressful situations. Identifying commercial opportunities is beneficial but secondary to
ensuring continuity and stability.

Reference:CBCI 7.0 Study Guide, Module 2: Response Structures and Roles, pages 80-83.
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Within the context of risk assessment, the identification of solutions is influenced by a variety of business relevant considerations,
including;

A. Ensuring that communication protocols are observed
B. Compliance with regulatory requirements

C. Timely production of quality assurance audit trails

D. Delivering performance targets

ZX: B

fE AR A«

The CBCI 7.0 course highlights thatcompliance with regulatory requirementsis a critical consideration when identifying risk treatment
solutions. Regulatory frameworks often impose mandatory controls or guidelines that shape the selection and design of Business
Continuity solutions to ensure legal adherence and avoid penalties. While performance targets, audit trails, and communication
protocols are important operational elements, they are subordinate to regulatory compliance, which acts as a baseline constraint and
influence on continuity planning, Effective risk solutions balance operational effectiveness with mandatory compliance, supporting
sustainable and defensible Business Continuity strategies.

Reference:CBCI 7.0 Study Guide, Module 3: Risk Assessment and Treatment, pages 51-54.

P& #14
In relation to validation, what is meant by review?

e A The ability of an organization to develop business continuity solutions and to train personnel to implement them effectively

¢ B. The process to identify an event that could lead to disruption

e C. The process for assessing the suitability, adequacy, and effectiveness of the Business Continuity Management System
(BCMS) and identifying opportunities for improvement

e D. The process to ensure that personnel have embraced business continuity and are conplying with requirements
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The CBCI 7.0 course explains thatreviewrefers to the systematic process of evaluating the BCMS to assess whether it remains
suitable, adequate, and effective in meeting organizational needs and objectives. Reviews identify areas for improvement, ensuring
continual enhancement of Business Continuity capabilities. This encompasses analysis of internal and external factors, performance
data, audit results, and feedback from exercises and incidents. It differs from compliance checks or personnel engagement
assessiments by focusing on the overall systen's fitness for purpose, promoting proactive adaptation to changing risks and
environments.

Reference:CBCI 7.0 Study Guide, Module 6: Audit and Review, pages 135-137.
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