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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q88-Q93):
NEW QUESTION # 88 
An organization has a Cisco Stealthwatch Cloud deployment in their environment. Cloud logging is working as expected, but logs
are not being received from the on-premise network, what action will resolve this issue?

A. Deploy a Cisco FTD sensor to send events to Cisco Stealthwatch Cloud
B. Deploy a Cisco Stealthwatch Cloud sensor on the network to send data to Cisco Stealthwatch Cloud
C. Configure security appliances to send NetFlow to Cisco Stealthwatch Cloud
D. Configure security appliances to send syslogs to Cisco Stealthwatch Cloud

Answer: B

Explanation:
Explanation
Explanation
You can also monitor on-premises networks in your organizations using Cisco Stealthwatch Cloud. In order to do so, you need to
deploy at least one Cisco Stealthwatch Cloud Sensor appliance (virtual or physical appliance).
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NEW QUESTION # 89 
What is a functional difference between Cisco AMP for Endpoints and Cisco Umbrella Roaming Client?

A. AMP for Endpoints authenticates users and provides segmentation, and the Umbrella Roaming Client allows only for VPN
connectivity.
B. AMP for Endpoints stops and tracks malicious activity on hosts, and the Umbrella Roaming Client tracks only URL-based
threats.
C. The Umbrella Roaming Client authenticates users and provides segmentation, and AMP for Endpoints allows only for
VPN connectivity
D. The Umbrella Roaming client stops and tracks malicious activity on hosts, and AMP for Endpoints tracks only URL-based
threats.

Answer: B

Explanation:
Cisco AMP for Endpoints and Cisco Umbrella Roaming Client are both security solutions that protect mobile users from threats, but
they have different functions and features. Cisco AMP for Endpoints is a cloud-managed endpoint security solution that stops and
tracks malicious activity on hosts, such as malware execution, file behavior, and command-and-control callbacks. It also provides
threat intelligence, sandboxing, and retrospective analysis to detect and respond to advanced threats. Cisco Umbrella Roaming
Client is a lightweight DNS client that tracks only URL-based threats, such as phishing, ransomware, and botnets. It prevents
connections to malicious domains and IP addresses, and provides visibility and enforcement for off-network devices. It also
integrates with Cisco AnyConnect VPN client to provide seamless protection for VPN and non-VPN traffic. Therefore, the
functional difference between Cisco AMP for Endpoints and Cisco Umbrella Roaming Client is that AMP for Endpoints stops and
tracks malicious activity on hosts, and the Umbrella Roaming Client tracks only URL-based threats. References :=
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 3: Endpoint Protection and Detection,
Lesson 3.1: Cisco AMP for Endpoints Overview
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 3: Endpoint Protection and Detection,
Lesson 3.2: Cisco AMP for Endpoints Architecture and Components
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 3: Endpoint Protection and Detection,
Lesson 3.3: Cisco AMP for Endpoints Installation and Configuration
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 3: Endpoint Protection and Detection,
Lesson 3.4: Cisco AMP for Endpoints Analysis and Response
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 3: Endpoint Protection and Detection,
Lesson 3.5: Cisco Umbrella Overview
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 3: Endpoint Protection and Detection,
Lesson 3.6: Cisco Umbrella Architecture and Components
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 3: Endpoint Protection and Detection,
Lesson 3.7: Cisco Umbrella Roaming Client
* Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 3: Endpoint Protection and Detection,
Lesson 3.8: Cisco Umbrella Policies and Reporting
* Best Mobile Cybersecurity Solution - Cisco Umbrella

NEW QUESTION # 90 
Which two application layer preprocessors are used by Firepower Next Generation Intrusion Prevention System? (Choose two)

A. inline normalization
B. SIP
C. packet decoder
D. modbus
E. SSL

Answer: B,E

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guidev60/Applica uses many
preprocessors, including DNS, FTP/Telnet, SIP, SSL, SMTP, SSH preprocessors.

NEW QUESTION # 91 



An engineer needs to configure an access control policy rule to always send traffic for inspection without using the default action.
Which action should be configured for this rule?

A. monitor
B. block
C. allow
D. trust

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/acce the first three
access control rules in the policy-Monitor, Trust, and Block-cannot inspect matching traffic. Monitor rules track and log but do not
inspect network traffic, so the system continues to match traffic against additional rules to determine whether to permit or deny it
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/acce

NEW QUESTION # 92 
Why should organizations migrate to a multifactor authentication strategy?

A. Multifactor authentication methods of authentication are never compromised
B. Biometrics authentication leads to the need for multifactor authentication due to its ability to be hacked easily
C. Single methods of authentication can be compromised more easily than multifactor authentication
D. Multifactor authentication does not require any piece of evidence for an authentication mechanism

Answer: C

Explanation:
Multifactor authentication (MFA) is a security measure that requires two or more proofs of identity to grant access to a resource,
such as a username and password, a one-time code, a smart card, etc.1 MFA provides stronger protection than single-factor
authentication (SFA), which only requires one proof of identity, such as a password. SFA can be compromised more easily by
attackers who can guess, steal, or intercept passwords, or use phishing or social engineering techniques to trick users into revealing
their credentials. MFA adds an extra layer of security that makes it harder for attackers to gain access, even if they have the
password. MFA can also prevent unauthorized access from lost or stolen devices, as the attacker would need another factor to
authenticate. MFA can also deter attackers from targeting an organization, as they would need to invest more time and resources to
bypass the security measures. Therefore, organizations should migrate to a multifactor authentication strategy to enhance their
security posture and protect their data and assets. References :
= 1: What is Multi-Factor Authentication (MFA)? - Auth0
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