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Z| &l Cloud and Containers CCA FENMEZEA (027-Q32):

AE #27
How does Cilium provide network security?

A. Through encrypted databases

B. By implementing identity-based security policies
C. Using traditional VPN services

D. Via external firewall integrations
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HEE #28
Which of the following are common use cases for a service mesh?
(Choose Two)

A. Managing stateful applications

B. Offloading SSL processing from application pods
C. Centralized management of network policies

D. Automated service discovery and load balancing
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EE #29
How does encrypting traffic in transit with Cilium enhance security in a service mesh environment?

e A It prevents unauthorized data access from within the cluster
e B. It replaces the need for application-level encryption

e C. It enables compliance with external audit requirements

e D. It secures data against external threats only
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A2 #30
After modifying the Cilium configuration, which command should be run to apply the changes?

e A cilium apply-config
e B. cilumrestart
e C. ciliumreload
¢ D. cilumdeploy
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AE #31
How does Cilium integrate with BGP to support external networking in Kubernetes?
(Choose Two)

A. By enabling cross-cluster communication through BGP peering

B. By routing traffic between Kubernetes clusters and external networks
C. By automating the assignment of pod IP addresses

D. By providing DNS resolution for internal services
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