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78 (Q49-Q54):

HH #49
What distinguishes a context-aware firewall policy from a traditional firewall rule?
Response:

A. Tt applies policies at the switch uplink level

B. It only filtters DNS and ICMP traffic

C. It uses only static IP ranges for access control

D. It incorporates user identity, device posture, and application context

IEf#: D

HH #50
Which feature of the vDefend firewall architecture helps avoid hair-pinning of east-west traffic?
Response:
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A. Edge NAT configuration

B. Traffic redirection to perimeter firewall

C. Local rule enforcement at the hypervisor kernel level
D. Centralized gateway-based firewalling

F
B

: C

HM #51

Which two elements must be configured to activate Gateway Firewall rules on a Tier-1 gateway?
(Choose two)

Response:

A. Assign an EVC mode to the cluster

B. Define rule section in Gateway Policy

C. Configure local disk encryption policies

D. Attach segments or networks to the Tier-1 gateway
E. Enable Distributed IDS on vCenter

IE%: B\ D

H #52

Which two capabilities are supported by the Shared Services Platform (SSP) in VMware vDefend?
(Choose two)

Response:

A. Generating traffic visibility for segmentation planning

B. Managing NSX Edge cluster placement

C. Automatically encrypting VM disk volumes

D. Detecting advanced threats using behavioral analysis

E. Integrating with identity-aware enforcement mechanisns

IEf#E: AL D

B #53
‘Which component allows administrators to view intrusion detection alerts and threat severity in NSX?
Response:

A. vSphere Host Web Client

B. NSX Security Overview Dashboard
C. NSX Edge CLI

D. vRealize Network Insight
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