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ISC System Security Certified Practitioner (SSCP) SSCP Priifungsfragen mit
Losungen (Q616-Q621):
616. Frage

The information security staff's participation in which of the following system development life cycle phases provides maximum
benefit to the organization?

e A development and documentation phase
¢ B. system design specifications phase
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¢ C. inparallel with every phase throughout the project
¢ D. project initiation and planning phase

Antwort: C

Begrindung;

The other answers are not correct because:

You are always looking for the "best" answer. While each of the answers listed here could be considered correct in that each of
themrequire input from the security staff; the best answer is for that input to happen at all phases of the project.

617. Frage
Which of the following protocols is not implemented at the Internet layer of the TCP/IP protocol model?

A. Internet Group Management Protocol (IGMP)
B. Internet protocol (IP)

C. Internet control message protocol (ICMP)

D. User datagram protocol (UDP)

Antwort: D

Begrindung;

Section: Network and Telecommumications

Explanation/Reference:

The User Datagram Protocol (UDP) is implemented at the host-to-host transport layer, not at the internet layer.

Protocol at what layer?

Ensure you are familliar with both the OSI model and the DoD TCP/IP model as well. You need to know how to contrast the two
side by side and what are the names being used on both side. Below you have a graphic showing the two and how things maps
between the two as well as some of the most common protcolos found at each of the layers:

Protocols at what layers of the DoD TCP/IP model

Graphic from http//technet. microsoft.com/en-us/library/cc958821.aspx

The following are incorrect answers:

All of the other protocols sit at the Internet Layer of the TCP/IP model

NOTE:

Some reference are calling the Transport layer on the DoD model Host-to-Host.

Reference(s) used for this question:

Shon Harris, CISSP All In One (AIO), 6th edition , Telecommunication and Network Security, Page 518,534 and KRUTZ, Ronald
L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security, John Wiley & Sons, 2001,
Chapter 3: Telecommunications and Network Security (page 85).

and

Microsoft Technet at http/technet.microsoft.com/en-us/library/cc958821.aspx

618. Frage

You work in a police department forensics lab where you examine computers for evidence of crimes.

Your work is vital to the success of the prosecution of criminals.

Ore day you receive a laptop and are part of a two man team responsible for examining it together.

However, it is lunch time and after receiving the laptop you leave it on your desk and you both head out to lunch.
What critical step in forensic evidence have you forgotten?

A. Locking the laptop in your desk

B. Chain of custody

C. Making a disk image for examination

D. Cracking the admin password with chntpw

Antwort: B

Begriindung;

When evidence froma crime is to be used in the prosecution of a criminal it is critical that you follow the law when handling that
evidence. Part of that process is called chain of custody and is when you maintain proactive and documented control over ALL
evidence nvolved in a crime.



Failure to do this can lead to the dismissal of charges against a criminal because if the evidence is compromised because you failed to
maintain of chain of custody.

A chain of custody is chronological documentation for evidence in a particular case, and is especially important with electronic
evidence due to the possibility of fraudulent data alteration, deletion, or creation. A fully detailed chain of custody report is necessary
to prove the physical custody of a piece of evidence and show all parties that had access to said evidence at any given time.
Evidence must be protected from the time it is collected until the time it is presented in court.

The following answers are incorrect:

- Locking the laptop in your desk: Even this wouldn't assure that the defense team would try to challenge chain of custody handling.
It's usually easy to break into a desk drawer and evidence should be stored in approved safes or other storage facility.

- Making a disk image for examination: This is a key part of system forensics where we make a disk image of the evidence system
and study that as opposed to studying the real disk drive. That could lead to loss of evidence. However if the original evidence is not
secured than the chain of custoday has not been maintained properly.

- Cracking the admin password with chntpw: This isn't correct. Your first mistake was to compromise the chain of custody of the
laptop. The chntpw programis a Linux utility to (re)set the password of any user that has a valid (local) account on a Windows
system, by modifying the crypted password in the registry's SAM file. You do not need to know the old password to set a new one.
It works offline which means you must have physical access (i.e., you have to shutdown your computer and boot off a limix floppy
disk). The bootdisk includes stuff to access NTFS partitions and scripts to glue the whole thing together. This utility works with
SYSKEY and includes the option to turn it off. A bootdisk image is provided on their website at
httpz//freecode.com/projects/chntpw.

619. Frage
Ore of'the following assertions is NOT a characteristic of Internet Protocol Security (IPsec)

A. Data is delivered in the exact order in which it is sent

B. Data cannot be read by unauthorized parties

C. The identity of all IPsec endpoints are confirmed by other endpoints
D. The number of packets being exchanged can be counted.

Antwort: A

Begrindung;

[PSec provide replay protection that ensures data is not delivered multiple times, however [Psec does not ensure that data is
delivered in the exact order in which it is sent. IPSEC uses TCP and packets may be delivered out of order to the receiving side
depending which route was taken by the packet.

Internet Protocol Security (IPsec) has emerged as the most commonly used network layer security control for protecting
commumnications. [Psec is a framework of open standards for ensuring private communications over IP networks. Depending on how
IPsec is implemented and configured, it can provide any combination of the following types of protection:

Confidentiality. [Psec can ensure that data cannot be read by unauthorized parties. This is accomplished by encrypting data using a
cryptographic algorithm and a secret key a value known only to the two parties exchanging data. The data can only be decrypted by
someone who has the secret key.

Integrity. IPsec can determine if data has been changed (intentionally or unintentionally) during transit. The integrity of data can be
assured by generating a message authentication code (MAC) value, which is a cryptographic checksum of the data. Ifthe data is
altered and the MAC is recalculated, the old and new MACs will differ.

Peer Authentication. Each IPsec endpoint confirms the identity of the other IPsec endpoint with which it wishes to commumicate,
ensuring that the network traffic and data is being sent from the expected host.

Replay Protection. The same data is not delivered multiple times, and data is not delivered grossly out of order. However, [Psec
does not ensure that data is delivered in the exact order in which it is sent.

Traffic Analysis Protection. A person monitoring network traffic does not know which parties are commumicating, how often
communications are occurring, or how much data is being exchanged.

However, the number of packets being exchanged can be counted.

Access Control. [Psec endpoints can perform filtering to ensure that only authorized [Psec users can access particular network
resources. [Psec endpoints can also allow or block certain types of network traffic, such as allowing Web server access but denying
file sharing,

The following are incorrect answers because they are all features provided by IPSEC:

"Data cannot be read by unauthorized parties" is wrong because [Psec provides confidentiality through the usage of the
Encapsulating Security Protocol (ESP), once encrypted the data cannot be read by unauthorized parties because they have access
only to the ciphertext. This is accomplished by encrypting data using a cryptographic algorithm and a session key, a value known
only to the two parties exchanging data. The data can only be decrypted by someone who has a copy of the session key.

"The identity of all [Psec endpoints are confirmed by other endpoints" is wrong because IPsec provides peer authentication: Each
IPsec endpoint confirms the identity of the other IPsec endpoint with which it wishes to communicate, ensuring that the network



traffic and data is being sent from the expected host.

"The number of packets being exchanged can be counted" is wrong because although IPsec provides traffic protection where a
person monitoring network traffic does not know which parties are communicating, how often commumnications are occurring, or how
much data is being exchanged, the number of packets being exchanged still can be counted.

620. Frage
‘Which of'the following is a tool often used to reduce the risk to a local area network (LAN) that has external connections by filtering
Ingress and Egress traffic?

A. fiber optics.
B. passwords.
C. dial-up.

D. a firewall.

Antwort: D

Begrindung;

Section: Network and Telecommumications

Explanation/Reference:

The use of a firewall is a requirement to protect a local area network (LAN) that has external connections without that you have no
real protection from fraudsters.

The following answers are incorrect:

dial-up. This is incorrect because this offers little protection once the connection has been established.

passwords. This is incorrect because there are tools to crack passwords and once a user has been authenticated and connects to the
external connections, passwords do not offer protection against incoming TCP packets.

fiber optics. This is incorrect because this offers no protection from the external connection.

Seit der Griindung der Zertpruefung wird unser System immer verbessert ---- Immer reichlicher Test-Bank, gesicherter
Zahlungsgarantie und besserer Kundendienst. Heute sind die ISC SSCP Priifingsunterlagen schon von zahlreichen Kunden
anerkennt worden. Nach Threm Kauf hort unser Kundendienst nicht aus. Wir werden Thnen die Informationen tiber die
Aktualisierungssituation der ISC SSCP rechtzeitig. Wir sind auch verantwortlich fiir Thre Verlust. Falls Sie nicht wunschgenti3 die
ISC SSCP Priifung bestehen, geben wir alle Thre fiir ISC SSCP bezahlte Gebiihren zurtick.

SSCP Online Priifung: https’//www.zertpruefung.de/SSCP_exam.html

ISC SSCP Unterlage Es ist anerkannt, dass es zurzeit auf dem Markt nur begrenzte Lernmaterialien fiir IT-Mitarbeiter gibt, ISC
SSCP Unterlage Alle Lernmaterialien und Schulungsunterlagen in unserer Website entsprechen ihren Kosten, Falls Sie ungliicklich
die Test der ISC SSCP nicht bei der ersten Proben bestehen, geben wir Thnen die vollstéindige Gebiihren zuriick, um Theren
finanziellen Verlust zu entschédigen, Sie kénnen im Internet teilweise die Fragen und Antworten zur ISC SSCP Zertifizierungspriifung
von Zertpruefing kostenlos herunterladen.

Dritter Auftritt Pirro und bald darauf Angelo, Die angenehmsten SSCP Gesellschaften sind die, in welchen eine heitere Ehrerbietung
der Glieder gegeneinander obwaltet.

Es ist anerkannt, dass es zurzeit auf dem Markt nur begrenzte Lernmaterialien SSCP Demotesten fiir I[T-Mitarbeiter gibt, Alle
Lernmaterialien und Schulungsunterlagen in unserer Website entsprechen ihren Kosten.

SSCP Dumps und Test Uberpriifungen sind die beste Wahl fiir Thre ISC SSCP
Testvorbereitung

Falls Sie ungliicklich die Test der ISC SSCP nicht bei der ersten Proben bestehen, geben wir Ihnen die vollstéindige Gebiihren
zurtick, um Theren finanziellen Verlust zu entschédigen.

Sie konnen im Internet teilweise die Fragen und Antworten zur ISC SSCP Zertifizierungspriifing von Zertpruefung kostenlos
herunterladen, Ich glaube, dass unsere Ressourcen die beste Auswahl fiir Sie sind.


https://www.deutschpruefung.com/SSCP-deutsch-pruefungsfragen.html
https://www.zertpruefung.de/SSCP_exam.html
https://www.zertpruefung.de/SSCP_exam.html
https://www.zertpruefung.ch/SSCP_exam.html

¢ SSCP Online Priifing [} SSCP Probesfragen [ | SSCP PDF [ Geben Sie = de.fast2test.com [] ein und suchen Sie
nach kostenloser Download von [ SSCP | [ISSCP Online Priifingen

¢ SSCP Testengine [} SSCP Testengine [ SSCP PDF [] Suchen Sie auf = www.itzert.com [1[1[] nach kostenlosem
Download von [ SSCP ] [ISSCP Priifingsaufgaben

o SSCP aktueller Test, Test VCE-Dumps fiir System Security Certified Practitioner (SSCP) [] URL kopieren {
www.zertsoft.com } Offhien und suchen Sie ( SSCP ) Kostenloser Download [ISSCP PDF Testsoftware

¢ SSCP Online Priifingen [1 SSCP German [} SSCP Priifingsaufgaben [ Suchen Sie auf = www.itzert.com [][][]
nach [ SSCP ] und erhalten Sie den kostenlosen Download mithelos + [ISSCP Zertifizierungsantworten

¢ SSCP Quizfragen Und Antworten [] SSCP German [] SSCP Priifingsaufgaben [ | Suchen Sie auf (
www.zertftagen.com ) nach [ SSCP | und erhalten Sie den kostenlosen Download mithelos [ISSCP Online Priifing

¢ Die seit kurzem aktuellsten System Security Certified Practitioner (SSCP) Priifingsunterlagen, 100% Garantie flir Then Erfolg
mder ISC SSCP Priifingen! [] Sie miissenur zu  ( www.itzert.com ) gehen umnach kostenloser Download von =
SSCP [ zu suchen [ ISSCP German

e SSCP German [J SSCP PDF [ SSCP Lemtipps [J Suchen Sie auf [ www.echtefrage.top 1 nach kostenlosem
Download von [ SSCP | [ISSCP PDF Testsoftware

e SSCP PDF 1 SSCP Probesfragen (1 SSCP Online Priifng { > www.itzert.com [ ist die beste Webseite um den
kostenlosen Download von > SSCP [ zu erhalten [ ISSCP Zertifikatsdemo

o SSCP Priifimgsaufgaben [ SSCP Priifimgsaufgaben [1 SSCP German [ Suchen Sie auf -#- de.fast2test.com [156¢[]
nach kostenlosem Download von = SSCP [1[1[] [JSSCP Lemtipps

e Reliable SSCP training materials bring you the best SSCP guide exam: System Security Certified Practitioner (SSCP) [
Suchen Sie auf - www.itzert.com [1-%:[] nach = SSCP [1[1[] und erhalten Sie den kostenlosen Download miihelos [
[USSCP Deutsch

e SSCP Probesfragen [1 SSCP Deutsch Priifingsfragen (1 SSCP Deutsch Priifimgsfragen [J Suchen Sie jetzt auf (
www.zertpruefung.ch ) nach [ SSCP 1 und laden Sie es kostenlos herunter [ISSCP Priifungs

e myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes. tyc.edu.tw, www.stes.tyc.edu.tw, bbs.t-firefly.com, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes. tyc.edu.tw, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, Disposable vapes

P.S. Kostenlose und neue SSCP Priifngsfragen sind auf Google Drive freigegeben von Zertpruefing verfliigbar:
https/drive.google.com/open?id=1Te8- 1 L.ZZJtzIpkd6fK DO9OGKxxXIE7]


https://de.fast2test.com/SSCP-practice-test.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.zertpruefung.de%252fSSCP_exam.html
https://www.zertsoft.com/SSCP-pruefungsfragen.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.zertpruefung.de%252fSSCP_exam.html
https://www.zertfragen.com/SSCP_prufung.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.zertpruefung.de%252fSSCP_exam.html
https://www.echtefrage.top/SSCP-deutsch-pruefungen.html
https://englishstudyhere.com/?s=SSCP%20PDF%20%25f0%259f%2590%25a4%20SSCP%20Probesfragen%20%25f0%259f%2599%2585%20SSCP%20Online%20Pr%25c3%25bcfung%20%25e2%2586%2595%20%25e2%259e%25a4%20www.itzert.com%20%25e2%25ae%2598%20ist%20die%20beste%20Webseite%20um%20den%20kostenlosen%20Download%20von%20%25e2%259e%25a4%20SSCP%20%25e2%25ae%2598%20zu%20erhalten%20%25f0%259f%25a5%258eSSCP%20Zertifikatsdemo
https://de.fast2test.com/SSCP-practice-test.html
http://www.frederikmagle.com/?s=Reliable%20SSCP%20training%20materials%20bring%20you%20the%20best%20SSCP%20guide%20exam:%20System%20Security%20Certified%20Practitioner%20(SSCP)%20%25f0%259f%259b%25b7%20Suchen%20Sie%20auf%20%25e2%2598%2580%20www.itzert.com%20%25ef%25b8%258f%25e2%2598%2580%25ef%25b8%258f%20nach%20%25e2%259e%25a1%20SSCP%20%25ef%25b8%258f%25e2%25ac%2585%25ef%25b8%258f%20und%20erhalten%20Sie%20den%20kostenlosen%20Download%20m%25c3%25bchelos%20%25f0%259f%2592%25bdSSCP%20Deutsch
https://www.zertpruefung.ch/SSCP_exam.html
https://myportal.utt.edu.tt/ICS/icsfs/0fd009d9-bf15-429f-a0f9-163bd2e24a8c.pdf?target=98640a66-3ae6-4308-af90-d2354b69579f
https://myportal.utt.edu.tt/ICS/icsfs/132aa96b-83d1-4791-8e8f-e911cbd1a071.pdf?target=e57a25b7-3e34-4a30-9dae-b3252a4269aa
https://myportal.utt.edu.tt/ICS/icsfs/35f2e375-ed88-46d3-8d24-0e111a262874.pdf?target=637df4b6-82eb-4dcf-8916-7336d26ad092
https://myportal.utt.edu.tt/ICS/icsfs/6fa3780d-4d7e-4e95-9a5c-9cdcb2ded2e1.pdf?target=5d85ced3-5eb9-4f63-8491-d0633686bd09
https://myportal.utt.edu.tt/ICS/icsfs/b4c50be3-72b0-4d3e-a828-cf9e3ef2528f.pdf?target=fd430760-f2b8-4b7f-97f6-b298384a3fea
https://myportal.utt.edu.tt/ICS/icsfs/c95ef753-dc7b-4adc-b937-eb9ffd234e38.pdf?target=0cf415b1-9076-4046-bb79-2d621eb4fd89
https://myportal.utt.edu.tt/ICS/icsfs/d0312aa7-b9be-4021-8af6-9b23ea192125.pdf?target=e2720959-f126-4f80-96a5-f4dbf39d4df6
https://myportal.utt.edu.tt/ICS/icsfs/da655ba8-9aae-4718-88d6-bc70213ab76f.pdf?target=b2f982f3-f102-45d6-a9ab-798f29f2d111
https://myportal.utt.edu.tt/ICS/icsfs/e14c7cdd-f6da-46fd-9a9e-f0edec222d87.pdf?target=47e5ec28-53ac-4358-aab3-85d383bed9b9
https://myportal.utt.edu.tt/ICS/icsfs/e40f52b1-71e4-4ea3-bfec-ad087880f3f6.pdf?target=4595201a-cac8-4aed-b2bb-b6e50dfee9fc
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872508
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872895
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3871288
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3873058
https://bbs.t-firefly.com/home.php?mod=space&uid=687492
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872922
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3871997
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3872047
https://myportal.utt.edu.tt/ICS/icsfs/43708a3a-380c-4f58-872b-307698037a08.pdf?target=dfbafb12-dcc8-4d10-a627-505402c92082
https://myportal.utt.edu.tt/ICS/icsfs/53788d11-8713-4f3d-a9f2-e7b1e373fc43.pdf?target=b94cb63d-cfb5-4ea0-b7cb-29deab778a1a
https://myportal.utt.edu.tt/ICS/icsfs/57e44fed-9de5-495d-8eb5-af8b33e3860d.pdf?target=7c251a64-a74c-4b11-be86-e0c392a52aeb
https://myportal.utt.edu.tt/ICS/icsfs/61f66777-3784-4e40-81f3-4068d619140c.pdf?target=cc11a65e-91a4-417c-bf2e-ecc7dde629dc
https://myportal.utt.edu.tt/ICS/icsfs/6fefcc1b-b4de-40a9-b000-eb8be1966744.pdf?target=cc4c5262-e1b4-4166-a441-0194c4655c0b
https://myportal.utt.edu.tt/ICS/icsfs/771e5707-b059-4dab-b5a3-2a0cc10d700d.pdf?target=2eec307f-ba3e-471a-870e-673aa750ff26
https://myportal.utt.edu.tt/ICS/icsfs/b8018835-31cf-4bf0-bcab-e52d11796cb3.pdf?target=99a29293-57c1-4188-ba2c-baa47e6e9769
https://myportal.utt.edu.tt/ICS/icsfs/edc50ec8-40aa-45f4-9b51-9ea5dad650ee.pdf?target=e9d5fc3d-8c31-4df7-ae0b-cfd196f91a68
https://myportal.utt.edu.tt/ICS/icsfs/ee538032-043e-4742-9e25-245f319aa38f.pdf?target=c6ed2272-5f25-4c34-9c33-b59fee771a20
https://myportal.utt.edu.tt/ICS/icsfs/fe6420c2-e048-4ebe-8569-1ba670ba72ff.pdf?target=57a09cf2-bc03-4d68-a7d0-44abbc0c8f93
https://frvape.com
https://drive.google.com/open?id=1Te8-1LZzJtzIlpkd6fKD09OGKxxXlE7j

