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F5 F5CAB4 Exam Syllabus Topics:

Topic Details

Topic 1
Apply procedural concepts required to create, manage, and restore a UCS archive: This domain covers
UCS backup and restore procedures, understanding backup use cases, proper storage practices, and
UCS file contents including private keys.

Topic 2
Identify configured system services: This domain covers verifying proper configuration of essential services
including DNS, NTP, SNMP, and syslog.

Topic 3
Given a scenario, determine device upgrade eligibility: This domain covers determining appropriate timing
for software and platform upgrades and strategies to minimize downtime during upgrades.

Topic 4
Identify and report current device status: This domain covers monitoring BIG-IP operational status through
LCD panels, dashboards, Network Map, GUI
TMSH commands, and checking high availability states.

Topic 5
Given a scenario, interpret Service status: This section teaches interpreting service states, analyzing netstat
output, and determining whether services are listening on specific ports.

Topic 6

List which log files could be used to find events and
or hardware issues: This section teaches identification of key log files (
var
log
ltm, secure, audit), understanding event severity levels, and interpreting log messages.

F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q50-Q55):
NEW QUESTION # 50 
A BIG-IP Administrator receives an RMA replacement for a failed F5 device. The Administrator tries to restore a UCS taken from
the previous device, but the restore fails. The following error appears in the /var/log/ltm:
insufficient pool members. 01070608:3: License is not operational
(expired, digital signature does not match contents)
What should the BIG-IP Administrator do to avoid this error? (Choose one answer)

A. Reactivate the license on the new device using the manual activation method
B. Use the appropriate tmsh command with the no-license option
C. Remove the license information from the UCS archive
D. Revoke the license prior to restoring

Answer: B

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
When restoring a UCS file to replacement hardware (RMA device), the license from the original device is not valid on the new
system. If the UCS restore attempts to load the old license, BIG-IP reports license errors such as "License is not operational", which
can prevent traffic objects (including pools and virtual servers) from loading correctly.
To avoid this issue, F5 documentation recommends restoring the UCS without the license, using the following command:
tmsh load /sys ucs <ucs filename> no-license
This approach:
Restores all configuration objects (LTM, networking, certificates, keys, etc.) Excludes the invalid license tied to the old hardware
Allows the administrator to activate a new license separately on the replacement device Why the other options are incorrect:
A . Remove the license information from the UCS archive
Not supported or recommended; UCS files should not be manually modified.
B . Revoke the license prior to restoring
License revocation does not prevent the UCS from attempting to load license data.
D . Reactivate the license on the new device using the manual activation method This must be done after restoring the UCS and does
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not prevent the restore failure itself.
Therefore, the correct and supported method to avoid this error is C.

NEW QUESTION # 51 
A BIG-IP Administrator defines a device Self IP. The Self IP is NOT reachable from the network. What should the administrator
verify first?

A. The correct Interface has been selected.
B. Verify if auto last hop is disabled.
C. The correct Trunk has been selected.
D. The correct VLAN has been selected.

Answer: D

Explanation:
Connectivity management requires a proper logical-to-physical mapping within the BIG-IP Control Plane.
* VLAN Association: In TMOS, a Self IP address is not assigned directly to a physical interface. Instead, it is assigned to a VLAN
(Virtual Local Area Network) object.
* Procedural Troubleshooting: If a Self IP is unreachable, the primary failure point is often that the IP was associated with the wrong
VLAN, or the VLAN itself is not correctly associated with the intended physical interface or trunk.
* Layer 2 Mapping: The Control Plane requires the VLAN to be "up" and "untagged" or "tagged" on a valid interface for traffic to
flow. If the administrator selects the incorrect VLAN, the Self IP will exist in the configuration but will be logically isolated from the
physical network wire.

NEW QUESTION # 52 
A BIG-IP Administrator must determine if a Virtual Address is configured to fail over to the standby member of a device group. In
which area of the Configuration Utility can this be confirmed?

A. Device Management > Devices
B. Local Traffic > Virtual Servers
C. Device Management > Overview
D. Device Management > Traffic Groups

Answer: B

Explanation:
To re27port the current status of high availability for specific traffic, an administrator must verify the Traffic Group association28. In
the Configuration Utility, Virtual Server properties include the Virtual Address settings where the 'Traffic Group' is
assigned29292929. If the Virtual Address is assigned to a floating traffic group (like traffic-group-1), it is configured to fail over to
the standby member30303030.

NEW QUESTION # 53 
A BIG-IP Administrator runs the initial configuration wizard and learns that the NTP servers were invalid.
In which area of the Configuration Utility should the BIG-IP Administrator update the list of configured NTP servers? (Choose one
answer)

A. System > Services
B. System > Configuration
C. System > Preferences
D. System > Platform

Answer: B

Explanation:
On a BIG-IP system, NTP (Network Time Protocol) configuration is part of the system-level configuration settings. In the
Configuration Utility, NTP servers are configured under the System configuration hierarchy.
The correct navigation path is:
System > Configuration > Device > NTP



This location allows the administrator to:
* Add, modify, or remove NTP servers
* Ensure accurate system time synchronization
* Maintain proper time alignment required for features such as ConfigSync, HA failover, logging, and certificate validation Why the
other options are incorrect:
* A. System > Platform is used for hardware-related settings.
* B. System > Preferences manages UI and user preferences.
* C. System > Services controls system daemons and services, not time configuration.
Therefore, the correct answer is D. System > Configuration.

NEW QUESTION # 54 
Which log file should the BIG-IP Administrator check to determine if a specific user tried to log in to the BIG-IP Configuration
Utility? (Choose one answer)

A. /var/log/secure
B. /var/log/httpd
C. /var/log/ltm
D. /var/log/pam/tallylog

Answer: A

Explanation:
On BIG-IP systems, all authentication attempts for administrative access-including logins to the Configuration Utility (GUI)-are
logged in /var/log/secure. This log file records:
* Successful and failed login attempts
* The username used
* The authentication method (local, LDAP, RADIUS, etc.)
* Access denials and PAM authentication errors
Why the other options are incorrect:
* /var/log/pam/tallylog tracks account lockouts and failed attempt counters, not detailed login attempts.
* /var/log/ltm logs traffic management events, not administrative authentication.
* /var/log/httpd logs web server activity but does not record authentication success or failure for BIG-IP administrative users.
Therefore, the correct log file to verify whether a user attempted to log in to the BIG-IP Configuration Utility is /var/log/secure.

NEW QUESTION # 55
......
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