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A B (Q56-Q61):
HM #56

An administrator is deploying an NC2 cluster into an existing AWS VPC.
The cluster deployment fails, with the following error message:

Why has the deployment failed?

¢ A. The administrator has not configured the Security Group to manage the shared subnet.
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¢ B. Shared subnets are not supported for Nutanix clusters.
e (. The admnistrator has not created the necessary Security Group.
¢ D. Outbound Internet access is not configured on the VPC.

IEf#: C

RN -

The admmnistrator has not created the necessary Security Group:

The error message indicates that the creation of network interfaces in a shared subnet requires specifying a security group. This
means that the necessary security group has not been created or assigned to the network interfaces.

Creating the appropriate security group and ensuring it is associated with the network interfaces during cluster deployment should
resolve this issue.

Reference:

Refer to AWS documentation on security groups and network interface configuration and Nutanix documentation on prerequisites
for deploying NC2 clusters in an existing AWS VPC.

B #57

An admmnistrator is creating and destroying multiple clusters daily for a test/dev environment. The administrator wants ensure that
every NC2 on AWS cluster deployed will allow full access from the on-premises CVM subnet.

What is most-efficient way to achive this?

e A. Modify the UVM Network Security Group of each cluster by setting the inbound allow address of the on-premises
subnet.

¢ B. Create a Custom AWS Network Security Group using a key value of tagnutanix:clusters:external and set the inbound
allow address of the on-premises subnet.

¢ C. Modify the UVM Network Security Group of each cluster by setting the outbound allow address of the on-premises
subnet.

Ef#: B

fEERL:

D/ Create a Custom AWS Network Security Group using a key of tagnutanix: clusters:external:cluster-uuid and set the value of the
UUID for each deployed cluster. Set the inbound allow address of the on-premises subnet.

Explanation:

To ensure that every NC2 on AWS cluster deployed allows full access from the on-premises CVM subnet efficiently, the
administrator should create a custom AWS Network Security Group.

Use a key value of tagnutanix:clusters:external for the security group, and set the inbound allow address to the on-premises subnet.
This approach leverages AWS tags to manage security group rules dynamically and ensures that the necessary access permissions
are applied automatically to all clusters with the specified tag,

This method reduces the need for manual configuration of each cluster’s security group, streamlining the process for a test/dev
environment where clusters are frequently created and destroyed.

Reference:

Refer to the AWS documentation on Network Security Groups and Nutanix documentation on best practices for securing NC2
clusters.

HH #58

An administrator needs the permissions to create and manage multiple organizations and clusters in NC2, as well as manage user
access for the entire company.

What role should be assigned to meet the minimum requirements of this task?

A. Cluster Administrator

B. Customer Security Administrator
C. Organization Administrator

D. Customer Administrator

IEf#: D

A -
The role of "Customer Administrator" in Nutanix Cloud Integration with AWS (NC2) is designed to meet the requirements of



creating and managing multiple organizations and clusters, as well as managing user access for the entire company.

Roles and Permissions:

Customer Administrator: This role has the broadest set of permissions, allowing the user to create and manage organizations,
clusters, and user access across the entire company. It encompasses admmnistrative control over muiltiple aspects of the NC2
environment.

Capabilities:

Organization Management: Ability to create and manage muiltiple organizations.

Cluster Management: Full control over creating, configuring, and managing clusters.

User Access Management: Manage user roles and permissions, ensuring that the right individuals have access to the necessary
resources.

Why Not Other Roles:

Organization Administrator: Limited to managing organizations but not clusters and user access at the company level.
Customer Security Administrator: Focuses on security aspects, lacking broader administrative capabilities.

Cluster Administrator: Limited to managing clusters without the ability to manage organizations and user access comprehensively.
Reference:

Nutanix Cloud Clusters on AWS Admmnistration Guide

Nutanix Role-Based Access Control Documentation

B #59

Admmistrator has recently deployed an NC2 cluster on AWS in the North Virginia region in availability zone us-east-id. The
consuming [PS froma 10.78.2.0/24 range.

The AWS VPC has two available CIDR ranges:

10.78.0.0/16

10.19.101.0/24

The following subnet have been configured in the NC2 AWS VPC:

Which two subnet will show up in the Network configuration of the Prism Element Settings page? (Choose two.)

e A.DR02

e B.DRO1

e C. L2stretch
e D. VDI

Ef#: B. C

fi .-

For the NC2 cluster deployed in the North Virginia region (us-east-id), consuming IPs from the 10.78.2.0/24 range, the subnets
configured within the same CIDR range of 10.78.0.0/16 will be recognized.

The subnet DRO1 (10.78.2.0/24) is directly within the range of the deployed cluster.

The subnet [2stretch (10.19.101.0/24) is also configured in the NC2 AWS VPC, although not in the immediate range of the cluster,
it may show up due to broader network configurations for stretched L2 operations.

Subnets VDI (10.78.130.0/22) and DR02 (10.79.120.0/24), although part of the same VPC, are not directly within the immediate
CIDR range or may not be recognized in this specific configuration scenario.

Reference:

Refer to the Nutanix documentation on NC2 AWS VPC subnet configurations and Prism Element settings for detailed guidelines on
network visibility and configuration.

E Y #60
An organization wants to control network traffic at the individual User VM (UVM) subnet level.
Which action will help achieve this goal?

A. Modify the user management security group.

B. Modify the default UVM security group.

C. Modify the internal management security group.
D. Create a custom security group.

Ef#: D

A -
To control network traffic at the individual User VM (UVM) subnet level, creating a custom security group is the appropriate action.



This approach allows for fine-grained control over mbound and outbound traffic rules that can be applied to specific subnets or
mndividual instances within those subnets.

Custom Security Group:

Custom security groups enable administrators to define specific traffic rules tailored to the needs of individual subnets or VM. This
includes specifying allowed IP ranges, ports, and protocols.

By applying these custom security groups to the UVMs, the organization can control access and enhance security according to their
policies and requirements.

Steps to Create a Custom Security Group:

Navigate to the AWS Management Console and go to the VPC service.

Select "Security Groups" under the "Security" section.

Click on "Create Security Group" and define the name, description, and VPC.

Add inbound and outbound rules according to the desired traffic control policies.

Attach the custom security group to the UVMs or subnets in question.

Reference:

Nutanix Cloud Clusters on AWS Administration Guide

AWS Security Group Documentation

Nutanix Best Practices for Security Groups
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