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¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
FEw 21 configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-

WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hEY 72 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
FEY 23 managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.
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B #22
Refer to the exhibit.

Which statement best describe the role of the ADVPN device in handling traffic?

e A This is a spoke that has received a direct shortcut query from a remote spoke.

e B. This is a hub that has received a shortcut query froma spoke and has forwarded it to another spoke.
e C. This is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, establish a shortcut.

e D. This is a spoke that has received a shortcut query froma remote hub.

EfE: C

fEER -

The log shows messages on HUB1-VPN1 where the device processes a SHORTCUT QUERY and performs NAT hole punching
(peer at 192.2.0.1:4500). This indicates that the device is acting as a hub, helping two spokes (192.2.0.1 and 10.0.3.101) establish
a direct ADVPN shortcut tunnel between each other, instead of routing their traffic through the hub.

B #23
Exhibit.
‘Which action will FortiGate take if it detects SD-WAN members as dead?

A. FortiGate fails over to the secondary device after it detects port5 as dead.

B. FoftiGate bounces port5 after it detects all SD-WAN members as dead.

C. FortiGate brings down port5 after it detects all SD-WAN members as dead.

D. FortiGate sends alert messages through poft5 when it detects all SD-WAN members as dead

IEfE: D

HR #24
Which two statements correctly describe what happens when traffic matches the implicit SD-WAN rule? (Choose two.)

A. Traffic does not match any of the entries in the policy route table.

B. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.
C. FortiGate flags the session with may _dirty and vwl default.

D. The traffic is distributed, regardless of weight, through all available static routes.
E. The session information output displays no SD-WAN service id.

iEﬁ: A\ E

B #25

Refer to the exhibit. An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl _fgt generates traffic to
the 10.0.0.0/8 network.

The admmnistrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1- VPNI.

However, the traffic is routed over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

e A. HUBI-VPN3 has a higher member configuration priority than HUB1-VPN1

¢ B. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
e C. HUBI-VPNI does not have a valid route to the destination

¢ D. HUBI-VPN3 has a lower route priority value (higher priority) than HUB1-VPNI.

Ef#: B. C
R -



HH #26

Refer to the exhibit. You want to configure SD-WAN on a network as shown in the exhibit. The network contains many FortiGate
devices. Sone are used as NGFW, and some are mnstalled with extensions such as FortiSwitch, FortiAP or FortiExtender. What
should you consider when planning your deployment?

¢ A Younuwst build multiple SD-WAN topologies. Each topology must contain only one type of extension.

¢ B. You must use FortiManager to manage your SD-WAN topology.

¢ C. Youcanbuild an SD-WAN topology that includes all devices. The hubs must be devices without extensions.

¢ D. Youcan build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with FortiExtender.

Ef#: D

R -

FortiGate devices with FortiExtender can act as hubs in an SD-WAN topology. FortiGate supports SD-WAN integration across
diverse setups - including those using FortiSwitch, FortiAP, and FortiExtender - as long as the topology and roles are properly
defined.
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