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Questions (Q68-Q73):

NEW QUESTION # 68

A company is planning to use Amazon S3 to archive financial data. The data is currently stored in an on-premises data center. The
company uses AWS Direct Connect with a Direct Connect gateway and a transit gateway to connect to the on-premises data
center. The data cannot be transported over the public internet and must be encrypted in transit.

‘Which solution will meet these requirements?

¢ A Create a Direct Connect public VIF. Set up an [Psec VPN connection over the public VIF to the transit gateway. Create
an attachment for Amazon S3. Use HTTPS for commumication.

¢ B. Create an [Psec VPN connection over the transit VIF. Create a VPC and attach the VPC to the transit gateway. In the
VPC, provision an interface VPC endpoint for Amazon S3. Use HTTPS for communication.

¢ C. Create a VPC and attach the VPC to the transit gateway. In the VPC, provision an interface VPC endpoint for Amazon
S3. Use HTTPS for commumication.

¢ D. Create a Direct Connect public VIF. Set up an [Psec VPN connection over the public VIF to access Amazon S3. Use
HTTPS for commumication.

Answer: B

NEW QUESTION # 69

A company has workloads that run in a VPC. The workloads access Amazon S3 by using an S3 gateway endpoint. The company
also has on-premises workloads that need to access Amazon S3 privately over a VPN connection. The company has established
the VPN connection to the VPC.

Which solution will provide connectivity to Amazon S3 from the VPC workloads and the on-premises workloads in the MOST
operationally efficient way?

¢ A Deploy a proxy fleet of Amazon EC2 instances in the VPC behind an Application Load Balancer (ALB). Configure the
on-premises workloads to use the ALB as the proxy server to connect to Amazon S3. Configure the proxy fleet to use the S3
gateway endpoint to connect to Ammazon S3.

¢ B. Create an S3 mterface endpomt. Configure an on-premises DNS resolver to resolve the S3 DNS names to the private IP
addresses of the S3 mterface endpoint. Use the S3 mterface endpoint to access Amazon S3. Continue to use the S3 gateway
endpoint for the VPC workloads to access Amazon S3.

e C. Delete the S3 gateway endpoint. Create an S3 interface endpoint. Deploy a proxy fleet of Amazon EC2 instances in the
VPC behind an Application Load Balancer (ALB).
Configure the on-premises workloads to use the ALB as the proxy server to connect to Amazon S3.
Configure the proxy fleet and the VPC workloads to use the S3 interface endpoint to connect to Amazon S3.

e D. Setup an AWS Direct Connect connection. Create a public VIF. Configure on-premises routing to route the S3 traffic
over the public VIF. Make no changes to the on-premises workloads. Continue to use the S3 gateway endpoint for the VPC
workloads to access Amazon S3.

Answer: B

Explanation:

The correct solution is to use an S3 interface endpoint and an on-premises DNS resolver. An S3 interface endpoint allows you to
access Amazon S3 using private IP addresses within your VPC. An on-premises DNS resolver can be configured to forward the
DNS queries for the S3 domain names to the S3 interface endpoint, so that the on-premises workloads can access Amazon S3
privately over the VPN connection. This solution is operationally efficient, as it does not require any additional infrastructure or
changes to the existing workloads. The VPC workloads can continue to use the S3 gateway endpoint, which provides lower latency
and higher throughput than the S3 interface endpoint.

NEW QUESTION # 70

In AWS Direct Connect, to provide for failover, AWS recommends that you request and configure two dedicated connections to
AWS. These connections can terminate on one or two routers in your network.

You can do this while with AWS Direct Connect step.

Response:

e A verifying your Virtual Interface
e B. creating a Virtual Interface



¢ C. completing the cross-connect
¢ D. configuring redundant connections

Answer: D

NEW QUESTION # 71

A company needs to transfer data between its VPC and its on-premises data center. The data must travel through a connection that
has dedicated bandwidth. The data also must be encrypted in transit. The company has been working with an AWS Partner
Network (APN) Partner to establish the connection.

‘Which combination of steps will meet these requirements? (Choose three.)

A. Create a public VIF.

B. Create an AWS Site-to-Site VPN connection.

C. Request a hosted connection fromthe APN Partner.
D. Create an AWS Client VPN connection.

E. Create a private VIF.

F. Request a hosted public VIF fromthe APN Partner.

Answer: A,B,C

Explanation:

The private [P VPN feature allows encryption over AWS Direct Connect transit VIFs (instead of public VIFs), coupled with the
ability to configure private IPs. This provides end-to-end private connectivity in addition to encryption, improving the overall security
posture.

You need public VIF in order to create a Site-to-Site VPN connection.
httpsz/docs.aws.amazon.com/vpr/latest/s2svpn/private-ip-dx.html

NEW QUESTION # 72

A company has developed a web service for language translation. The web service's application runs on a fleet of Amazon EC2
instances that are in an Auto Scaling group. The instances run behind an Application Load Balancer (ALB) and are deployed in a
private subnet. The web service can process requests that contain hundreds of megabytes of data.

The company needs to give some customers the ability to access the web service. Each customer has its own AWS account. The
company must make the web service accessible to approved customers without making the web service accessible to all customers.
Which combination of steps will meet these requirements with the LEAST operational overhead? (Choose two.)

¢ A Create an AWS PrivateLink endpoint service. Configure the endpoint service to require acceptance that will be granted to
approved customers only.

B. Configure a Network Load Balancer (NLB) and a listener with the ALB as a target. Associate the NLB with the endpoint
service.

C. Associate the ALB with the endpoint service.

D. Create VPC peering connections with the approved customers only.

E. Configure an authentication action for the endpoint service's load balancer to allow customers to log in by using their AWS
credentials. Provide only approved customers with the URL.

Answer: A,B

NEW QUESTION # 73
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