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Palo Alto Networks Systems Engineer Professional - Cortex Sample
Questions (Q69-Q74):
NEW QUESTION # 69 
Which technology allows a customer to integrate Cortex Xpanse with third-party applications or services, assets, and IP ranges
while leveraging investigation capabilities?

A. REST API
D KPI
B. Webhook
C. POSTMAN

Answer: A

Explanation:
The REST API allows a customer to integrate Cortex Xpanse with third-party applications, services, assets, and IP ranges while
leveraging its investigation capabilities. The REST API provides programmatic access to Cortex Xpanse's features, enabling
seamless integration with external systems for enhanced data exchange and analysis.

NEW QUESTION # 70 
An administrator has a critical group of systems running Windows XP SP3 that cannot be upgraded The administrator wants to
evaluate the ability of Traps to protect these systems and the word processing applications running on them How should an
administrator perform this evaluation?

A. Run word processing exploits in a latest version of Windows VM in a controlled and isolated environment. Document
indicators of compromise and compare to Traps protection capabilities
B. Prepare the latest version of Windows VM Gather information about the word processing applications, determine if some
of them are vulnerable and prepare a working exploit for at least one of them Execute with an exploitation tool
C. Run a known 2015 flash exploit on a Windows XP SP3 VM. and run an exploitation tool that acts as a listener Use the
results to demonstrate Traps capabilities
D. Gather information about the word processing applications and run them on a Windows XP SP3 VM Determine if any of
the applications are vulnerable and run the exploit with an exploitation tool

Answer: C

NEW QUESTION # 71 
An antivirus refresh project was initiated by the IT operations executive. Who is the best source for discussion about the project's
operational considerations'?

A. SOC analyst
B. endpoint manager
C. SOC manager
D. desktop engineer

Answer: A

NEW QUESTION # 72 
How can Cortex XSOAR save time when a phishing incident occurs?

A. It can automatically email staff to warn them about the phishing attack and show them a copy of the email.
B. It can automatically identify every mailbox that received the phish and create corresponding cases for them.
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C. It can automatically purge the email from user mailboxes in which it has not yet opened.
D. It can automatically respond to the phishing email to unsubscribe from future emails.

Answer: C

Explanation:
Reference: https://www.paloaltonetworks.com/blog/security-operations/playbook-of-the-week-speed-up- phishing-response-with-
the-cortex-xsoar-deployment-wizard/

NEW QUESTION # 73 
For which two purposes can Cortex XSOAR engines be deployed? (Choose two.)

A. To add processing resources for a heavily-used integration via load-balancing groups.
B. To integrate with tools in a network location that the Cortex XSOAR server cannot reach directly
C. To execute recurring daybooks based on specific time schedules or changed to a feed
D. To connect Cortex XSOAR to all required Palo Alto Networks resources such as the Cortex Gateway

Answer: A,C

NEW QUESTION # 74
......
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