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Topic 1

Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ fromreleases. It
mnvolves accessing, writing, and sharing packages across teans while ensuring integration into CI

CD pipelines.

Topic 2

Manage access and permissions based on membership: This section of the exam measures skills of
DevOps Engineers and reviews how to manage organizations, teams, and repository permissions. It
includes default permission settings, team synchronization through AD, scripting across muiltiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

Topic 3

Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains
configuring organization-level policies, managing self-hosted and GitHub- hosted runners, controlling access
through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

Topic 4

Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,
SCIM, and team synchronization. Candidates need to understand identity providers, user membership
implications, authorization models, and enforcing security measures such as two-factor authentication.

Topic 5

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
mvolves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

Topic 6

Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of
GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.

Microsoft GitHub Administration Sample Questions (Q28-Q33):

NEW QUESTION # 28
You are managing a repository in your organization's GitHub account. A team member asks you to confirm who has access to the
repository and their permission levels. Which tool should you use to review and manage repository access?

Answer: A

Explanation:

A. Repository Settings > Manage Access.
B. GitHub Actions Logs.

C. Branch Protection Rules.

D. GitHub Pages Settings.

Use theReposttorySettingsManage Access page to view all users and teams with access and their assigned permission levels.

NEW QUESTION # 29
‘What benefit does GitHub Advanced Security provide?

A. helps enterprise administrators improve and maintain network security for their GitHub Enterprise Server instances
B. helps organization admmistrators manage security tokens

C. helps developers improve and maintain the security and quality of code

D. helps organization administrators analyze and configure permissions to the least privilege required




Answer: C

Explanation:
GitHub Advanced Security equips developers with built-in code scanning (CodeQL), secret scanning, dependency review, and
other AppSec tools - helping them find, fix, and prevent security vulnerabilities while maintaining code quality.

NEW QUESTION # 30
Your enterprise has multiple organizations, and you want to ensure consistent security policies across all teams. Which feature should
you use?

A. Assigning admin permissions to all team members.

B. Organization-specific teams with custom policies.

C. Outside collaborators for all repositories.

D. Enterprise-level teans with inherited enterprise policies.

Answer: D

Explanation:
By using enterprise-level teams with inherited enterprise policies, you can group members across all your organizations and enforce
the same security settings globally - ensuring every team abides by the enterprise's mandatory policies.

NEW QUESTION # 31
Your organization is implementing team synchronization. Which of the following should you prioritize during the setup process?

A. Setting an infrequent sync schedule to reduce performance impact

B. Allowing manual updates to team memberships

C. Disabling the audit log stream

D. Clearly define how identity provider groups will align with GitHub teams and roles

Answer: D

Explanation:
Before you enable team synchronization, you should clearly define how groups in your identity provider will map to GitHub teams
and roles - ensuring that when the sync runs, users land in the correct teams with the right permissions.

NEW QUESTION # 32
Which of'the following is a key benefit of using GitHub Marketplace Apps in an enterprise?

A. They guarantee no downtime during enterprise GitHub maintenance windows

B. They often include integrations with external services, reducing the need for custom code
C. All apps come pre-approved by GitHub's internal security team

D. Apps eliminate the need for GitHub Actions entirely

Answer: B

Explanation:
GitHub Marketplace Apps come with built-in integrations to external services - so you can plug in things like CI servers, code-
quality scanners, or deployment tools without writing and maintaining custom connectors.

NEW QUESTION # 33
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