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Appian Lead Developer Sample Questions (Q23-Q28):
NEW QUESTION # 23 
You need to connect Appian with LinkedIn to retrieve personal information about the users in your application. This information is
considered private, and users should allow Appian to retrieve their information. Which authentication method would you recommend
to fulfill this request?

A. Basic Authentication with dedicated account's login information
B. Basic Authentication with user's login information
C. OAuth 2.0: Authorization Code Grant
D. API Key Authentication
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Answer: C

Explanation:
Comprehensive and Detailed In-Depth Explanation:
As an Appian Lead Developer, integrating with an external system like LinkedIn to retrieve private user information requires a
secure, user-consented authentication method that aligns with Appian's capabilities and industry standards. The requirement specifies
that users must explicitly allow Appian to access their private data, which rules out methods that don't involve user authorization.
Let's evaluate each option based on Appian's official documentation and LinkedIn's API requirements:
A . API Key Authentication:
API Key Authentication involves using a single static key to authenticate requests. While Appian supports this method via
Connected Systems (e.g., HTTP Connected System with an API key header), it's unsuitable here. API keys authenticate the
application, not the user, and don't provide a mechanism for individual user consent. LinkedIn's API for private data (e.g., profile
information) requires per-user authorization, which API keys cannot facilitate. Appian documentation notes that API keys are best
for server-to-server communication without user context, making this option inadequate for the requirement.
B . Basic Authentication with user's login information:
This method uses a username and password (typically base64-encoded) provided by each user. In Appian, Basic Authentication is
supported in Connected Systems, but applying it here would require users to input their LinkedIn credentials directly into Appian.
This is insecure, impractical, and against LinkedIn's security policies, as it exposes user passwords to the application. Appian Lead
Developer best practices discourage storing or handling user credentials directly due to security risks (e.g., credential leakage) and
maintenance challenges. Moreover, LinkedIn's API doesn't support Basic Authentication for user-specific data access-it requires
OAuth 2.0. This option is not viable.
C . Basic Authentication with dedicated account's login information:
This involves using a single, dedicated LinkedIn account's credentials to authenticate all requests. While technically feasible in
Appian's Connected System (using Basic Authentication), it fails to meet the requirement that "users should allow Appian to retrieve
their information." A dedicated account would access data on behalf of all users without their individual consent, violating privacy
principles and LinkedIn's API terms. LinkedIn restricts such approaches, requiring user-specific authorization for private data.
Appian documentation advises against blanket credentials for user-specific integrations, making this option inappropriate.
D . OAuth 2.0: Authorization Code Grant:
This is the recommended choice. OAuth 2.0 Authorization Code Grant, supported natively in Appian's Connected System
framework, is designed for scenarios where users must authorize an application (Appian) to access their private data on a third-party
service (LinkedIn). In this flow, Appian redirects users to LinkedIn's authorization page, where they grant permission. Upon
approval, LinkedIn returns an authorization code, which Appian exchanges for an access token via the Token Request Endpoint.
This token enables Appian to retrieve private user data (e.g., profile details) securely and per user. Appian's documentation explicitly
recommends this method for integrations requiring user consent, such as LinkedIn, and provides tools like a!authorizationLink() to
handle authorization failures gracefully. LinkedIn's API (e.g., v2 API) mandates OAuth 2.0 for personal data access, aligning
perfectly with this approach.
Conclusion: OAuth 2.0: Authorization Code Grant (D) is the best method. It ensures user consent, complies with LinkedIn's API
requirements, and leverages Appian's secure integration capabilities. In practice, you'd configure a Connected System in Appian with
LinkedIn's Client ID, Client Secret, Authorization Endpoint (e.g., https://www.linkedin.com/oauth/v2/authorization), and Token
Request Endpoint (e.g., https://www.linkedin.com/oauth/v2/accessToken), then use an Integration object to call LinkedIn APIs with
the access token. This solution is scalable, secure, and aligns with Appian Lead Developer certification standards for third-party
integrations.
Reference:
Appian Documentation: "Setting Up a Connected System with the OAuth 2.0 Authorization Code Grant" (Connected Systems).
Appian Lead Developer Certification: Integration Module (OAuth 2.0 Configuration and Best Practices).
LinkedIn Developer Documentation: "OAuth 2.0 Authorization Code Flow" (API Authentication Requirements).

NEW QUESTION # 24 
You are the lead developer for an Appian project, in a backlog refinement meeting. You are presented with the following user story:
"As a restaurant customer, I need to be able to place my food order online to avoid waiting in line for takeout." Which two functional
acceptance criteria would you consider 'good'?

A. The user will click Save, and the order information will be saved in the ORDER table and have audit history.
B. The user cannot submit the form without filling out all required fields.
C. The user will receive an email notification when their order is completed.
D. The system must handle up to 500 unique orders per day.

Answer: A,B

Explanation:



Comprehensive and Detailed In-Depth Explanation:As an Appian Lead Developer, defining "good" functional acceptance criteria for
a user story requires ensuring they are specific, testable, and directly tied to the user's need (placing an online food order to avoid
waiting in line). Good criteria focus on functionality, usability, and reliability, aligning with Appian's Agile and design best practices.
Let's evaluate each option:
* A. The user will click Save, and the order information will be saved in the ORDER table and have audit history:This is a "good"
criterion. It directly validates the core functionality of the user story-placing an order online. Saving order data in the ORDER table
(likely via a process model or Data Store Entity) ensures persistence, and audit history (e.g., using Appian's audit logs or database
triggers) tracks changes, supporting traceability and compliance. This is specific, testable (e.g., verify data in the table and logs), and
essential for the user's goal, aligning with Appian's data management and user experience guidelines.
* B. The user will receive an email notification when their order is completed:While useful, this is a
"nice-to-have" enhancement, not a core requirement of the user story. The story focuses on placing an order online to avoid waiting,
not on completion notifications. Email notifications add value but aren't essential for validating the primary functionality. Appian's user
story best practices prioritize criteria tied to the main user need, making this secondary and not "good" in this context.
* C. The system must handle up to 500 unique orders per day:This is a non-functional requirement (performance/scalability), not a
functional acceptance criterion. It describes system capacity, not specific user behavior or functionality. While important for design,
it's not directly testable for the user story's outcome (placing an order) and isn't tied to the user's experience. Appian's Agile
methodologies separate functional and non-functional requirements, making this less relevant as a
"good" criterion here.
* D. The user cannot submit the form without filling out all required fields:This is a "good" criterion. It ensures data integrity and
usability by preventing incomplete orders, directly supporting the user's ability to place a valid online order. In Appian, this can be
implemented using form validation (e.g., required attributes in SAIL interfaces or process model validations), making it specific,
testable (e.g., verify form submission fails with missing fields), and critical for a reliable user experience. This aligns with Appian's UI
design and user story validation standards.
Conclusion: The two "good" functional acceptance criteria are A (order saved with audit history) and D (required fields enforced).
These directly validate the user story's functionality (placing a valid order online), are testable, and ensure a reliable, user-friendly
experience-aligning with Appian's Agile and design best practices for user stories.
References:
* Appian Documentation: "Writing Effective User Stories and Acceptance Criteria" (Functional Requirements).
* Appian Lead Developer Certification: Agile Development Module (Acceptance Criteria Best Practices).
* Appian Best Practices: "Designing User Interfaces in Appian" (Form Validation and Data Persistence).

NEW QUESTION # 25 
You are required to configure a connection so that Jira can inform Appian when specific tickets change (using a webhook). Which
three required steps will allow you to connect both systems?

A. Configure the connection in Jira specifying the URL and credentials.
B. Give the service account system administrator privileges.
C. Create a new API Key and associate a service account.
D. Create an integration object from Appian to Jira to periodically check the ticket status.
E. Create a Web API object and set up the correct security.

Answer: A,C,E

Explanation:
Comprehensive and Detailed In-Depth Explanation:
Configuring a webhook connection from Jira to Appian requires setting up a mechanism for Jira to push ticket change notifications to
Appian in real-time. This involves creating an endpoint in Appian to receive the webhook and configuring Jira to send the data.
Appian's Integration Best Practices and Web API documentation provide the framework for this process.
Option A (Create a Web API object and set up the correct security):
This is a required step. In Appian, a Web API object serves as the endpoint to receive incoming webhook requests from Jira. You
must define the API structure (e.g., HTTP method, input parameters) and configure security (e.g., basic authentication, API key, or
OAuth) to validate incoming requests. Appian recommends using a service account with appropriate permissions to ensure secure
access, aligning with the need for a controlled webhook receiver.
Option B (Configure the connection in Jira specifying the URL and credentials):
This is essential. In Jira, you need to set up a webhook by providing the Appian Web API's URL (e.g., https://<appian-
site>/suite/webapi/<web-api-name>) and the credentials or authentication method (e.g., API key or basic auth) that match the
security setup in Appian. This ensures Jira can successfully send ticket change events to Appian.
Option C (Create a new API Key and associate a service account):
This is necessary for secure authentication. Appian recommends using an API key tied to a service account for webhook
integrations. The service account should have permissions to process the incoming data (e.g., write to a process or data store) but



not excessive privileges. This step complements the Web API security setup and Jira configuration.
Option D (Give the service account system administrator privileges):
This is unnecessary and insecure. System administrator privileges grant broad access, which is overkill for a webhook integration.
Appian's security best practices advocate for least-privilege principles, limiting the service account to the specific objects or actions
needed (e.g., executing the Web API).
Option E (Create an integration object from Appian to Jira to periodically check the ticket status):
This is incorrect for a webhook scenario. Webhooks are push-based, where Jira notifies Appian of changes. Creating an integration
object for periodic polling (pull-based) is a different approach and not required for the stated requirement of Jira informing Appian
via webhook.
These three steps (A, B, C) establish a secure, functional webhook connection without introducing unnecessary complexity or
security risks.
Reference:
The three required steps that will allow you to connect both systems are:
A . Create a Web API object and set up the correct security. This will allow you to define an endpoint in Appian that can receive
requests from Jira via webhook. You will also need to configure the security settings for the Web API object, such as authentication
method, allowed origins, and access control.
B . Configure the connection in Jira specifying the URL and credentials. This will allow you to set up a webhook in Jira that can send
requests to Appian when specific tickets change. You will need to specify the URL of the Web API object in Appian, as well as any
credentials required for authentication.
C . Create a new API Key and associate a service account. This will allow you to generate a unique token that can be used for
authentication between Jira and Appian. You will also need to create a service account in Appian that has permissions to access or
update data related to Jira tickets.
The other options are incorrect for the following reasons:
D . Give the service account system administrator privileges. This is not required and could pose a security risk, as giving system
administrator privileges to a service account could allow it to perform actions that are not related to Jira tickets, such as modifying
system settings or accessing sensitive data.
E . Create an integration object from Appian to Jira to periodically check the ticket status. This is not required and could cause
unnecessary overhead, as creating an integration object from Appian to Jira would involve polling Jira for ticket status changes,
which could consume more resources than using webhook notifications. Verified Reference: Appian Documentation, section "Web
API" and "API Keys".

NEW QUESTION # 26 
You need to connect Appian with LinkedIn to retrieve personal information about the users in your application. This information is
considered private, and users should allow Appian to retrieve their information. Which authentication method would you recommend
to fulfill this request?

A. Basic Authentication with dedicated account's login information
B. Basic Authentication with user's login information
C. OAuth 2.0: Authorization Code Grant
D. API Key Authentication

Answer: C

Explanation:
Comprehensive and Detailed In-Depth Explanation:As an Appian Lead Developer, integrating with an external system like LinkedIn
to retrieve private user information requires a secure, user-consented authentication method that aligns with Appian's capabilities and
industry standards. The requirement specifies that users must explicitly allow Appian to access their private data, which rules out
methods that don't involve user authorization. Let's evaluate each option based on Appian's official documentation and LinkedIn's
API requirements:
* A. API Key Authentication:API Key Authentication involves using a single static key to authenticate requests. While Appian
supports this method via Connected Systems (e.g., HTTP Connected System with an API key header), it's unsuitable here. API
keys authenticate the application, not the user, and don't provide a mechanism for individual user consent. LinkedIn's API for private
data (e.g., profile information) requires per-user authorization, which API keys cannot facilitate. Appian documentation notes that
API keys are best for server-to-server communication without user context, making this option inadequate for the requirement.
* B. Basic Authentication with user's login information:This method uses a username and password (typically base64-encoded)
provided by each user. In Appian, Basic Authentication is supported in Connected Systems, but applying it here would require users
to input their LinkedIn credentials directly into Appian. This is insecure, impractical, and against LinkedIn's security policies, as it
exposes user passwords to the application. Appian Lead Developer best practices discourage storing or handling user credentials
directly due to security risks (e.g., credential leakage) and maintenance challenges.
Moreover, LinkedIn's API doesn't support Basic Authentication for user-specific data access-it requires OAuth 2.0. This option is



not viable.
* C. Basic Authentication with dedicated account's login information:This involves using a single, dedicated LinkedIn account's
credentials to authenticate all requests. While technically feasible in Appian's Connected System (using Basic Authentication), it fails
to meet the requirement that "users should allow Appian to retrieve their information." A dedicated account would access data on
behalf of all users without their individual consent, violating privacy principles and LinkedIn's API terms.
LinkedIn restricts such approaches, requiring user-specific authorization for private data. Appian documentation advises against
blanket credentials for user-specific integrations, making this option inappropriate.
* D. OAuth 2.0: Authorization Code Grant:This is the recommended choice. OAuth 2.0 Authorization Code Grant, supported
natively in Appian's Connected System framework, is designed for scenarios where users must authorize an application (Appian) to
access their private data on a third-party service (LinkedIn). In this flow, Appian redirects users to LinkedIn's authorization page,
where they grant permission. Upon approval, LinkedIn returns an authorization code, which Appian exchanges for an access token
via the Token Request Endpoint. This token enables Appian to retrieve private user data (e.
g., profile details) securely and per user. Appian's documentation explicitly recommends this method for integrations requiring user
consent, such as LinkedIn, and provides tools like a!authorizationLink() to handle authorization failures gracefully. LinkedIn's API
(e.g., v2 API) mandates OAuth 2.0 for personal data access, aligning perfectly with this approach.
Conclusion: OAuth 2.0: Authorization Code Grant (D) is the best method. It ensures user consent, complies with LinkedIn's API
requirements, and leverages Appian's secure integration capabilities. In practice, you'd configure a Connected System in Appian with
LinkedIn's Client ID, Client Secret, Authorization Endpoint (e.
g., https://www.linkedin.com/oauth/v2/authorization), and Token Request Endpoint (e.g., https://www.
linkedin.com/oauth/v2/accessToken), then use an Integration object to call LinkedIn APIs with the access token. This solution is
scalable, secure, and aligns with Appian Lead Developer certification standards for third-party integrations.
References:
* Appian Documentation: "Setting Up a Connected System with the OAuth 2.0 Authorization Code Grant" (Connected Systems).
* Appian Lead Developer Certification: Integration Module (OAuth 2.0 Configuration and Best Practices).
* LinkedIn Developer Documentation: "OAuth 2.0 Authorization Code Flow" (API Authentication Requirements).

NEW QUESTION # 27 
You have 5 applications on your Appian platform in Production. Users are now beginning to use multiple applications across the
platform, and the client wants to ensure a consistent user experience across all applications.
You notice that some applications use rich text, some use section layouts, and others use box layouts. The result is that each
application has a different color and size for the header.
What would you recommend to ensure consistency across the platform?

A. In the common application, create a rule that can be used across the platform for section headers, and update each
application to reference this new rule.
B. Create constants for text size and color, and update each section to reference these values.
C. In the common application, create one rule for each application, and update each application to reference its respective
rule.
D. In each individual application, create a rule that can be used for section headers, and update each application to reference
its respective rule.

Answer: A

Explanation:
Comprehensive and Detailed In-Depth Explanation:As an Appian Lead Developer, ensuring a consistent user experience across
multiple applications on the Appian platform involves centralizing reusable components and adhering to Appian's design governance
principles. The client's concern about inconsistent headers (e.g., different colors, sizes, layouts) across applications using rich text,
section layouts, and box layouts requires a scalable, maintainable solution. Let's evaluate each option:
* A. Create constants for text size and color, and update each section to reference these values:Using constants (e.g.,
cons!TEXT_SIZE and cons!HEADER_COLOR) is a good practice for managing values, but it doesn't address layout consistency
(e.g., rich text vs. section layouts vs. box layouts).
Constants alone can't enforce uniform header design across applications, as they don't encapsulate layout logic (e.g.,
a!sectionLayout() vs. a!richTextDisplayField()). This approach would require manual updates to each application's components,
increasing maintenance overhead and still risking inconsistency. Appian's documentation recommends using rules for reusable UI
components, not just constants, making this insufficient.
* B. In the common application, create a rule that can be used across the platform for section headers, and update each application
to reference this new rule:This is the best recommendation. Appian supports a
"common application" (often called a shared or utility application) to store reusable objects like expression rules, which can define
consistent header designs (e.g., rule!CommonHeader(size:
"LARGE", color: "PRIMARY")). By creating a single rule for headers and referencing it across all 5 applications, you ensure



uniformity in layout, color, and size (e.g., using a!sectionLayout() or a!
boxLayout() consistently). Appian's design best practices emphasize centralizing UI components in a common application to reduce
duplication, enforce standards, and simplify maintenance-perfect for achieving a consistent user experience.
* C. In the common application, create one rule for each application, and update each application to reference its respective
rule:This approach creates separate header rules for each application (e.g., rule!
App1Header, rule!App2Header), which contradicts the goal of consistency. While housed in the common application, it introduces
variability (e.g., different colors or sizes per rule), defeating the purpose. Appian's governance guidelines advocate for a single,
shared rule to maintain uniformity, making this less efficient and unnecessary.
* D. In each individual application, create a rule that can be used for section headers, and update each application to reference its
respective rule:Creating separate rules in each application (e.g., rule!
App1Header in App 1, rule!App2Header in App 2) leads to duplication and inconsistency, as each rule could differ in design. This
approach increases maintenance effort and risks diverging styles, violating the client's requirement for a"consistent user experience."
Appian's best practices discourage duplicating UI logic, favoring centralized rules in a common application instead.
Conclusion: Creating a rule in the common application for section headers and referencing it across the platform (B) ensures
consistency in header design (color, size, layout) while minimizing duplication and maintenance. This leverages Appian's application
architecture for shared objects, aligning with Lead Developer standards for UI governance.
References:
* Appian Documentation: "Designing for Consistency Across Applications" (Common Application Best Practices).
* Appian Lead Developer Certification: UI Design Module (Reusable Components and Rules).
* Appian Best Practices: "Maintaining User Experience Consistency" (Centralized UI Rules).
The best way to ensure consistency across the platform is to create a rule that can be used across the platform for section headers.
This rule can be created in the common application, and then each application can be updated to reference this rule. This will ensure
that all of the applications use the same color and size for the header, which will provide a consistent user experience.
The other options are not as effective. Option A, creating constants for text size and color, and updating each section to reference
these values, would require updating each section in each application. This would be a lot of work, and it would be easy to make
mistakes. Option C, creating one rule for each application, would also require updating each application. This would be less work
than option A, but it would still be a lot of work, and it would be easy to make mistakes. Option D, creating a rule in each individual
application, would not ensure consistency across the platform. Each application would have its own rule, and the rules could be
different. This would not provide a consistent user experience.
Best Practices:
* When designing a platform, it is important to consider the user experience. A consistent user experience will make it easier for
users to learn and use the platform.
* When creating rules, it is important to use them consistently across the platform. This will ensure that the platform has a consistent
look and feel.
* When updating the platform, it is important to test the changes to ensure that they do not break the user experience.

NEW QUESTION # 28
......
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