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R #157
COBIT 2019's focus on cybersecurity risk aligns with which NIST Cybersecurity Framework component?

A. Governance
B. Tiers

C. Profiles

D. Respond

EfE: A

E M #158
The NIST Cybersecurity Framework relies on which of the following to guide organizations through effective cybersecurity risk
management?

e A Tiers and Profiles

¢ B. Vendor Management Frameworks
e C. Incident Response Plans

e D. Network Architecture Policies

EfE: A

B #159
After a cybersecurity incident, which Respond Function activity focuses on assessing what went well and what could be improved?

e A Threat intelligence gathering
¢ B. Continuous monitoring

¢ (. After-action review

¢ D. Root cause analysis

IEf#: C

H A #160
A healthcare organization implements strong access controls to restrict access to patient data only to authorized personnel
‘Which Protect Function subcategory is this organization focusing on?

A. Data Security

B. Baseline Configuration
C. Access Control

D. Protective Technology

Ef#: C

HMA #161
Framework Tiers in the NIST Cybersecurity Framework help an organization determine:

A. Their risk tolerance levels and implementation of cybersecurity fimctions
B. The structure of the Incident Response Plan (IRP)

C. A list of external stakeholders to be informed in a cybersecurity event
D. The specific cybersecurity controls they must implement

M
R

: A
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