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AR #64

A company has HPE Aruba Networking APs (AOS-10), which authenticate clients to HPE Aruba Networking ClearPass Policy
Manager (CPPM). CPPM is set up to receive a variety of information about clients' profile and posture. New information can mean
that CPPM should change a client's enforcement profile.

‘What should you set up on the APs to help the solution function correctly?

e A. Inthe WLAN profiles, enable interim RADIUS accounting,
¢ B. Inthe RADIUS server settings for CPPM, enable Dynamic Authorization.
e C. Inthe RADIUS server settings for CPPM, enable querying the authentication status.
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¢ D. Inthe security settings, configure dynamic denylisting,
HeE: B

Y.

To ensure that HPE Aruba Networking APs (AOS-10) properly interact with HPE Aruba Networking ClearPass Policy Manager
(CPPM) and dynamically update a client's enforcement profile based on new profile and posture information, you should enable
Dynamic Authorization in the RADIUSserver settings for CPPM. This allows ClearPass to send Change of Authorization (CoA)
requests to the APs, prompting them to reapply the appropriate enforcement profiles based on updated information.

1.Dynamic Authorization: Enabling this feature allows ClearPass to dynamically push changes to the APs whenever there is new
relevant information about a client's profile or posture.

2.Change of Authorization (CoA): This mechanism ensures that clients are assigned the correct enforcement profiles in real-time,
based on the latest data.

3.Enhanced Policy Enforcement: This setup helps in maintaining accurate and up-to-date policy enforcement for clients on the
network.

HEE #65
An AOS-CX switch has been configured to implement UBT to two HPE Aruba Networking gateways that implement VRRP on the
users' VLAN. What correctly describes how the switch tunnels UBT users' traffic to those gateways?

A. The switch always load shares the users' traffic across both gateways.

B. The switch always sends the users' traffic to the VRRP master.

C. The switch always sends all users' traffic to the gateway assigned as the active device designed gateway.
D. The switch always sends all users' traffic to the primary gateway configured in the UBT zone.

¥e: D

MH.

* User-Based Tunneling (UBT) with VRRP:

* UBT allows traffic from authenticated users to be tunneled to an HPE Aruba Networking gateway.

* In the case of VRRP, where two gateways are configured for redundancy, the AOS-CX switch will always send the traffic to the
primary gateway defined in the UBT zone configuration.

* The VRRP state (master/backup) does not impact the UBT decision; the UBT primary configuration takes precedence.

* Option Analysis:

* Option A: Incorrect. UBT does not strictly follow the VRRP master; it adheres to the UBT primary gateway configuration.

* Option B: Correct. The switch tunnels all traffic to the primary gateway configured in the UBT zone.

* Option C: Incorrect. UBT does not load-share traffic between gateways.

* Option D: Incorrect. UBT uses the primary gateway configured in the UBT zone, not dynamically determined active devices.

EE #66

You are setting up an HPE Aruba Networking VIA solution for a company. You have already created a VPN pool with IP
addresses for the remote clients. During tests, however, the clients do not receive IP addresses from that pool.

What is one setting to check?

A. That the pool is associated with the role to which the VIA clients are being assigned

B. That the pool is referenced in the clients' VIA Connection Profile

C. That the pool uses an IP subnet that is different from any subnet configured on the VPNC
D. That the pool uses valid, public IP addresses that are assigned to the company

HE. A

Y.

If VIA clients are not receiving [P addresses from the configared VPN pool, one setting to check is whether the pool is associated
with the role to which the VIA clients are being assigned. The association between the IP pool and the role ensures that clients
assigned to that role receive IP addresses from the correct pool.

1.Role Association: Each role can be associated with a specific IP pool, ensuring that clients assigned to the role receive addresses
from the intended pool.

2.IP Allocation: Proper configuration of the IP pool and its association with the role is crucial for correct IP address allocation.
3.VIA Configuration: Ensuring that all settings, including IP pool associations, are correctly configured, facilitates seamless client



connectivity.
Reference: Aruba's VIA configuration guides provide detailed steps for setting up VPN pools and associating them with client roles

to ensure correct IP address allocation.

HEE #67

A company uses both HPE Aruba Networking ClearPass Policy Manager (CPPM) and HPE Aruba Networking ClearPass Device
Insight (CPDI).

What is one way integrating the two solutions can help the company implement Zero Trust Security?

¢ A. CPDI can provide CPPM with extra information about users' identity; CPPM can then use that information to apply the
correct identity-based enforcement.

¢ B. CPPM can inform CPDI that it has assigned a particular Aruba-User-Role to a client; CPDI can then use that information
to reclassify the client.

e C. CPPM can provide CPDI with custom device fingerprint definitions in order to enhance the company's total visibility.

e D. CPDI can use tags to inform CPPM that clients are using prohibited applications; CPPM can then tell the network
infrastructure to quarantine those clients.

HE: D

dE:

Integrating HPE Aruba Networking ClearPass Policy Manager (CPPM) and HPE Aruba Networking ClearPass Device Insight
(CPDI) can help a company implement Zero Trust Security by allowing CPDI to use tags to inform CPPM that clients are using
prohibited applications. CPPM can then take action, such as telling the network ifrastructure to quarantine those clients, ensuring
that only compliant and trusted devices have network access.

1.Device Insight Tags: CPDI can monitor client behavior and tag devices that are using prohibited applications.

2.Policy Enforcement: CPPM can use these tags to apply specific enforcement actions, such as quarantining non-compliant devices.
3.Zero Trust Implementation: This integration supports Zero Trust Security by ensuring that all devices are continuously monitored
and controlled based on their behavior and compliance with security policies.

EE #68

HPE Aruba Networking ClearPass Policy Manager (CPPM) uses a service to authenticate clients. You are now adding the
Endpoints Repository as an authorization source for the service, and you want to add rules to the service's policies that apply
different access levels based, in part, on a client's device category. You need to ensure that CPPM can apply the new correct
access level after discovering new clients' categories.

‘What should you enable on the service?

A. The Posture Compliance option in the Service tab

B. The Profile Endpoints option in the Service tab

C. The Use cached Roles and Posture attributes from previous sessions option in the Enforcement tab
D. The Audit End-host option in the Service tab

HE:. B

dE:

To ensure that HPE Aruba Networking ClearPass Policy Manager (CPPM) can apply the correct access levels based on a client's
device category after discovering new clients, you need to enable the "Profile Endpoints" option in the Service tab. This option
allows CPPM to profile and categorize endpoints dynamically, ensuring that the appropriate access levels are applied based on the
device's characteristics.

Enabling this feature ensures that new devices are accurately profiled and that access policies can be enforced based on the updated
device information.
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